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ABSTRACT 

This research is an attempt to develop a general purpose network management 

tool, using the Simple Network Management Protocol, for the University of Tennessee at 

Chattanooga (UTC). This tool is intended to be a non vendor specific application that 

runs on very low cost hardware, yet provides the primary functions one needs to monitor 

the health of network devices such as routers and bridges. The Simple Network 

Management Protocol was chosen because it is an industry standard. It has fewer 

operators than other network management protocols; therefore, it is simpler to 

implement. Because of the type of network that is used at UTC, the Ethernet interface 

was chosen for testing the application. As a result of the research, an analysis was done 

on the Simple Network Management Protocol, and a set of network I/O routines was 

developed which work with any Ethernet interface for a PC. The I/O functions were 

written in Borland C++ version 3.0 for PCs. A few I/O routines were adapted from 

previous research for interfacing with the Clarkson packet driver. The final package was 

submitted to the Center of Excellence for Computer Application (CECA) to be used as a 

network management tool at the UTC campus. 
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Chapter 1 

Introduction 

Purpose and Goals 

The primary goal of this research is to develop a network management tool to be 

used at the campus of the University of Tennessee at Chattanooga. The development of 

the tool required a decision to be made on the protocol to be used for network 

management. The Simple Network Management protocol (SNMP) was chosen. The 

program is called SNMPMGR (Simple Network Management for the network Manager). 

This tool is a vendor independent application (SNMP agent monitor) that runs on very 

low cost hardware, yet provides the functions one needs to monitor the health of network 

devices such as routers, gateways, and bridges. SNMP was chosen because it is widely 

supported by the vendors of devices utilizing the Internet Protocol (IP), and it is 

recognized as a standard network management protocol by the Internet Community. A 

description of SNMP is given in the first four chapters of this thesis. Chapter 5 describes 

the implementation of the tool and its functionalities (SNMPMGR functionality covers 

all areas of network management listed in Chapter 4). As a result, Chapter 6 presents a 

list of problems with SNMP and suggested solutions. Appendix D contains a user's guide 

to the SNMPMGR program. 

Network Management Protocol 

Because of the importance of a functioning data network, one or more computer 

system experts, called network engineers, usually are made responsible for installing, 

maintaining, and troubleshooting the network. For the network engineer, the solution to a 

network problem could be simple, such as answering a confused user's question, or more 

complicated, such as replacing failed or malfunctioning equipment or initiating disaster 

recovery due to a catastrophic event. 



Further, as a network expands, the size and number of potential problems also 

increase, as does the scope and complexity of the network engineer's job. To accomplish 

their task, engineers must have a great deal of knowledge about the data network. The 

sheer volume of this information can quickly become unmanageable, particularly as the 

network grows and changes. To assist the engineers, various network management tools 

have been developed. It would also be cost effective to have a system that could look out 

for itself for the most part and, in the process, perform routine tasks (such as collecting 

the number of errors in fragmenting or reassembling packets) for the engineers. 

Network management is the process of controlling a complex data network to 

maximize its efficiency and the productivity of its users. Depending on the capabilities of 

the system that administers network management, the network management process will 

usually include collecting data (such as collecting the number of input errors in an 

interface), processing data (archiving the number of errors), and then presenting it to the 

engineers for use in evaluating the operating condition of the network. It may also 

involve analyzing the data and offering solutions and possibly even handling a situation 

without involving an engineer [7]. To accomplish all of this, ISO defines the following 

five functional areas for network management are described in Chapter 4: 

1. Fault management 

2. Configuration management 

3. Security management 

4. Performance management 

5. Accounting management 

The Internet Activities Board (IAB), which oversees the activities in networking 

technology and protocols for TCP/IP intemetworking community, took on the task of 

coordinating work in selecting a standard network management protocol. Simple 
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Network Management Protocol (SNMP) was chosen as one of the standard protocols for 

network management and is based on the Management Information Base (MIB) is a 

database of managed objects accessed by network management protocols. SNMP is an 

application protocol, so a standard communication platform must be used to enable 

SNMP messages (protocol data units) to transfer concurrently with the user data 

message. To achieve this, SNMP uses the TCP/IP protocol model. 

Request For Comments (RFCs) are documents communicating ideas for 

development in the Internet community which may become Internet standards. RFC 1157 

describes the agent/manager station model used in SNMP. "An SNMP agent is software 

capable of answering valid queries from an SNMP manager station" [ 11]. The network 

device that provides information about the MIB to the manager station will have an 

SNMP agent. For the agent/manager station model to work, the agent must speak the 

same language as the manager. 

At this time, SNMP is the only industry standard for network management 

protocol. There is a protocol called LAN Man Management Protocol (LMMP) which 

attempts to provide a network management solution for LAN environments. LMMP was 

formerly known as Common Management Information Services and Protocol. This 

protocol was developed by 3Com and IBM. The only devices on the market utilizing this 

protocol are 3Com and IBM products. In contrast, Simple Network Management 

Protocol (SNMP) is an industry standard, and all compliant products are required to 

support the SNMP protocol with their devices. SNMP was chosen for this project 

because it can be used to manage any device via an SNMP agent that meets the 

networking standard [7]. As an example, the following vendors products support SNMP: 

Cabletron, Cisco System, Thomas Conrad, AT&T, Chipcom, Digital Equipment Corp. 

(DEC), and IBM. Also, SNMP will be the only standard for network management until 

Common Management Information Protocol (CMIP) is fully defined. 

3 



History of SNMP 

Before the IAB postulated its initial strategy for network management, a group of 

four engineers produced a protocol called the Simple Gateway Monitoring Protocol 

(SGMP) [1] in order to meet the requirements of their line-management responsibilities. 

As reported in the initial IAB strategy for network management, SGMP was modified to 

reflect the experience gained by its use and to achieve conformance with the MIB (RFC 

1157). The resulting protocol is termed the Simple Network Management Protocol. The 

IAB emphasized that further development of SNMP should keep the protocol simple and 

focused on the area of fault management and configuration management. This was the 

IAB's short-term plan for network management protocol. For the long-term, "the IAB 

recommended the Internet research community explore the emerging OSI network 

management protocol" [7], the Common Management Information Protocol (CMIP). 

In order to provide for an orderly transition between the short term and long term 

technologies, it was essential that a framework be developed that was suitable for use 

with both protocols. To achieve this independence, a set of rules was developed for 

defining objects which are managed in a network's device (agent). The rules were 

constructed in such a way as to be independent of the actual management information 

[2]. These rules are defined in RFC 1065 the Structure of Management Information 

(SMI) and the RFC 1066 Management Information Base (MIB), which will be explained 

in the next chapter. 
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Chapter 2 

Management Information Base 

(MIB) 

The MIB is a precise definition of the information accessible via a network 

management protocol. The MIB uses a hierarchical structure to define the network 

management information available from a device. Each device, to comply with the 

standard network management protocol, must use the same structure for storing 

information that is defined by the MIB. 

RFC 1065 describes the syntax and type of information available in the MIB for 

the management of IP networks. Entitled "Structure Management Information" (SMI), 

this RFC defines simple rules for naming and creating types of information. Examples of 

the types of information (objects) allowed by the SMI include a Gauge, an integer that 

may increase or decrease, and TimeTicks, an integer which counts time in hundredths of 

seconds[!]. Before continuing, it is necessary to introduce a typographical convention 

used in this thesis. The type used throughout the thesis changes in a few places ( change 

to italic) to indicate the name of a variable in the program or in the input of the program 

( objects configuration file). 

Using the rules of the SMI, RFC 1066 presented the first version of the MIB for 

use with the TCP/IP protocol suite. This standard is called the MIB-I, and it explains and 

defines the exact information base needed for monitoring and controlling TCP/IP based 

internets. RFC 1158 proposed a second MIB, MIB-11, for use with the TCP/IP protocol 

suite. This proposal extends the information base defined in MIB-I by expanding the set 

of objects defined in the MIB (10]. To facilitate the migration of vendor-specific 

protocols to a standard management protocol, RFC 1156 allows for expansion of the 

MIB for vendor specific enhancements. Therefore, companies could add their own 

objects to the device for further enhancement [ 6]. 
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Objects in the standard Internet MIB 

A summary of the objects most often used in MIB-I and MIB-11 for System, 

Interface, Address Translation, IP, and SNMP groups is shown in the following sections. 

The objects for the other groups such as TCP (Transmission Control Protocol) and UDP 

(User Datagram Protocol) can be found in RFC 1158 [10]. 

System Group: The system group must be implemented by all managed nodes and 

contains generic configuration information: 

Table 1: System Group Objects 

Object Descri tion 

s sDescr descri tion of device 

s sObjectID identit of the a ent software 

s sU Time 

s sContact name of contact rson 

s sName device name 

s sLocation device h sical location 

s sServices services offered b device 

The sysServices object is a concise means of determining the set of services which the 

device potentially offers. It is an integer value that indicates if the device is a repeater or 

bridge or supports IP, TCP, or SMTP. A complete description of each remaining object 

can be found in RFC 1158. 
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Interface Group: The interface group must be implemented by all managed nodes, and 

contains generic information on the interface. This group contains two top level objects: 

"the number of interface attachments on the node, and a single table containing 

information on those interfaces" [10]. 

ifNumber: the number of interfaces attached. 

For each interface there is a table with the following objects in the table. 

Table 2: Interface Group Objects 

Object Description 

iflndex interface number 

ifDescr description of the interface 

iIType type of interface 

itMtu maximum transmission unit 

ifSpeed transmission rate in bits/second 

ifPhysAddress media specific address 

ifAdminStatus desired interface state 

ifOperStatus current interface state 

itLastChange how long ago interface changed state 

iflnOctets total octets received from the media 

iflnUcastPkts unicast packets delivered above 

iflnNUcastPkts broadcast/multicast packets delivered above 

iflnDiscards packets discarded due to resource limitations 

iflnErrors packets discarded due to format error 

ifln U nknownProtos packets discarded for unknown protocols 

ifOutOctets total octets sent on the media 
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Table 2: Interface Group Objects (continued) 

Object Description 

ifOutU castPkts unicast packets from above 

ifOutNUcastPkets broadcast/multicast packets from above 

ifOutDiscards packets discarded due to resource limitations 

ifOutErrors packets discarded due to error 

ifOutQlen packet size of output queue 

ifSpecific MIB specific pointer 

All of these objects are generic in that they apply to all interfaces regardless of 

the interface type. Support for interface type specific objects is possible by using the 

if'Specific object as a pointer to some interface specific object. The ifAdminStatus 

object is a means for conveying to the agent an imperative action. For example, if the 

value is changed from down to up the agent understands this to mean that the interface 

should be initialized and brought into the ready state. A complete description of every 

object can be found in RFC 1158 [10]. 

Address Translation Group : The address translation group must be implemented by all 

managed nodes, and contains address resolution information. In fact, the group contains a 

single table used for mapping IP addresses into media specific addresses[S]. 

Table 3. Address Translation Group Objects 

Object Description 

atlflndex interface number 

arPhysAddress media address of mapping 

atNetAddress IP address of mapping 
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IP Group: The IP group must be implemented by all managed nodes. The group 

contains several scalars and four tables. These objects define the status of the agent 

dealing with the Internet Protocol packets. 

Table 4.1 : IP Group Scalar Objects 

Object Description 

ipForwarding acting as a gateway or a host 

ipDefaultTTL default TTL for IP packets 

iplnReceives total datagrams from below 

iplnHdrErrors datagrams discarded due to format error 

iplnAddrErrors datagrams discarded due to misdelivery 

ioForwDatagrams datagrams forwarded 

iplnUnknownProtos datagrams destined for unknown protocols 

iplnDiscards datagrams discarded due to resource limitations 

iplnDelivers datagrams delivered above 

ipOutRequests datagrams from above 

ipOutNoRoutes datagrams discarded due to no route 

ipReasmTimeout time-out value for reassemble queue 

' 
ipReasmReqds fragments received needing reassembly 

ipReasmOKs datagrams successfully reassembled 

ipReasmFails reassembly failures 

ipFragOKs datagrams successfully fragmented 

ipFragFails datagrams needing fragmentation but the IP flags 

field said not to 

ipFragCreates fragments created 
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The IP address table ( ipAddrTable an object in IP group that represents the IP address 

table) keeps track of IP addresses associated with the managed node, and each row of the 

table contains the following objects. 

Table 4.2 : IP Address Table 

Object Description 

ipAdEntAddr the IP address of this entrv 

ipAdEntlflndex interface number 

ipAdEntNetMask subnet mask for IP address 

ipAdEntBcastAddr LSB of IP broadcast address 

ipAdEntReasmMaxSize the largest IP datagram able to be 

reassembled 

IP routing table objects and IP address translation table objects can be found in RFC 

1158. These objects define the status of the agent with the routing table and the 

destination address translation. 



SNMP Group: A set of managed objects that were defined for SNMP applications in 

MIB-II is shown in the following table. 

Table 5. SNMP Group Objects 

Object Description 

snmplnTooBigs PDUs received with error status of tooBig 

snmplnNoSuchNames PDUs received with error status of noSuchName 

snmplnBadV aloes PDUs received with error status of badValue 

snmplnReadOnlys PDUs received with error status of readOnly 

snrnplnGenErrs PDUs received with error status of genErr 

snmplnTotalReqV ars number of MIB objects retrieved 

snmpln TotalSet Vars number of MIB objects changed 

snmpOutTooBigs PDUs sent with error status of tooBig 

snmpOutNoSuchName PDUs sent with error status of noSuchName 

snmpOutBadV aloes PD Us sent with error status of badV alue 

snmpOutReadOnlys PDUs sent with error status of readOnly 

snrnpOutGenErrs PDUs sent with error status of genErr 

snmpEnableAuthTraps enable/disable the generation of authenticationFailure 

traps 

More information about the MIB defined object and group can be found in RFC 1158. 

The next chapter introduces the SNMP itself. 
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Chapter 3 

SNMP Protocol 

Only four primitive operations are available in the protocol: 

• get, which is used to retrieve specific management information from an agent's MIB. 

• get-next, which is used to retrieve sequential traversal of management information 

(object and tables defined in a MIB). 

• set, which is used to modify management information in an agent's MIB. 

• trap, which is used to report extraordinary events [2]. 

The SNMP agents and manager stations communicate by sending messages. Each 

of these messages are single packet exchanges. Because of this, SNMP uses UDP (User 

Datagram Protocol) as the layer 4, or transport layer, protocol. UDP is a connectionless 

service, so SNMP does not to have to maintain a connection between an agent and 

manager station to transmit messages. Figure 1 shows the ISO Reference Model for 

SNMP. A brief description of each layer is given in the following page. 

SNMP 

ISO presentation 

ISO session 

UDP 

IP 

ISO data link 

Physical 

Figure 1. SNMP in the ISO 

Reference Model 
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The Physical and data link layers are independent of SNMP, but the next two 

layers are specified by SNMP (UDP for the Transport layer and IP for the Network 

layer). The Presentation layer and Session layer can be neglected if the ISO model is not 

being used. The top most layer is the Application layer which is the SNMP application. 

SNMP is an asynchronous request/response protocol. This means that an SNMP 

entity need not wait for a response after sending a message. It can send other messages or 

do other activities. Further, since the request or response might be lost by the underlying 

transport service, it is up to the sending SNMP entity to implement the desired level of 

reliability. SNMP uses five types of standard messages to implement the above 

operations [2]: 

1. Get-Request 

2. Get-Response 

3. Get-Next-Request 

4. Set-Request 

5. Trap 

The SNMP manager station uses the Get-Request message to retrieve information 

from a network device that has an SNMP agent. The SNMP agent in turn responds to the 

Get-Request message with a Get-Response message. Information that might be 

exchanged includes the name of the system, how long the system has been running, and 

the number of network interfaces on the system according to the object defined in the 

MIB ( Table 4 ). Get-Request and Get-Next-Request used in conjunction obtain a table of 

objects. Get-Request retrieves a specific object; Get-Next-Request then is used to ask for 

the next object in the table [1]. 

The Set-Request message allows for the remote configuration of parameters on a 

device. Examples of Set-Request messages include setting the name of a device, shutting 

an interface down administratively, or clearing an address resolution protocol table entry. 

The SNMP Trap message is an unsolicited message an SNMP agent sends to a 
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manager station. These messages inform the manager station about the occurrence of a 

specific event. For example, SNMP Trap messages can be used to inform the network 

management system that a circuit has just failed, the disk space of a device is nearing 

capacity, or a user has just logged onto a host. Seven types of SNMP traps are defined as 

part of MIB-11 as follows [11]: 

1. Coldstart of a system 

2. Warmstart of a system 

3. Link down 

4. Link up 

5. Failure of authentication 

6. Exterior Gateway Protocol (EGP) neighbor loss 

7. Enterprise-specific 

The Coldstart trap message indicates that the agent sending the trap is 

reinitializing itself such that its configuration or protocol implementation has changed. A 

Coldstart trap occurs when a device is powered on. The Warmstart trap message indicates 

that the device sending the trap is reinitializing itself such that its configuration or 

protocol implementation has not changed. If the SNMP agent in a device is reset, this 

action would invoke a Warmstart trap. Typically, this event occurs because of manual 

intervention. 

The Link Down trap means a specific link on the source device has failed. A Link 

Up trap signifies a specific link from the source device has become available. A Failure 

of Authentication trap message is sent to the network management system if an SNMP 

agent determines that a request does not provide proper authentication, for instance, if the 

agent gives the wrong SNMP community string (community strings are explained later in 

this section). 
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An Exterior Gateway Protocol (EGP) neighbor loss trap message is used by an 

SNMP agent to report the loss of an EGP neighbor. EGP is a reachability protocol used 

between data networks. Enterprise-specific traps are used by the private enterprise 

specific messages. 

Community Strings 

"The SNMP protocol does not provide information or allow configuration 

changes of a network device without some kind of security" [7]. The SNMP agent in the 

network device requires the SNMP manager to send a particular password with each 

message. This password is referred to as the SNMP community string. The SNMP agent 

then can verify if the station is authorized to access the MIB information. It is possible 

for a SNMP agent to allow different levels of security using a community string. For 

example, the agent could define a community string to allow only Get-Request and Get

Next-Request messages. This would allow read-only access to the information in the 

MIB. The agent could allow Get-Request, Get-Next-Request, and Set-Request messages 

using a different string that would allow full (read-write) access to the agent. 

"Community strings are within SNMP packets in clear ASCII text" [7]. With little 

effort, a network literate person can learn the community string used by a given SNMP 

agent. This easy access presents a security problem for SNMP. 
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Data Encoding 

Although an encoding may be complex overall, the actual rules used to produce 

the encoding are small in number and quite simple to describe. The Basic Encoding 

Rules (BER) are recursive algorithms that can produce a compact octet encoding for any 

ASN.1 (Abstract Syntax Notation One) value [11]. The Abstract Syntax Notation (ASN) 

is the language OSI uses to define the format of Protocol Data Units (PDUs) exchanged 

by an arbitrary protocol. It is also used by SNMP for defining the objects which are 

managed in an agent. 

At the top-level, the BER describes how to encode a single ASN.1 type. This may 

be a simple type such as an INTEGER, or an arbitrarily complex type. Conceptually, the 

key to applying the BER is to understand that the most complex ASN .1 type is nothing 

more than a number of smaller, less complex ASN.1 types. If this decomposition 

continues, then ultimately an ASN.1 simple type (such as INTEGER) is encoded. Using 

the BER, each ASN .1 type is encoded as three fields: 

• a tag field, which indicates the ASN.1 type; 

• a length field, which indicates the size of the ASN.l value encoding which follows; 

• a value field, which is the ASN.1 value encoding; 

Figure 2 shows the three fields used in ASN .1. 

tag length value 

Figure 2. ASN.1 Fields 

Tag Field 

The tag field is encoded as one or more identifier octets. This encoding must 

somehow capture the definition of the corresponding ASN .1 type. The BER does this by 
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encoding the ASN .1 tag of the type. There is a tag associated with each type defined 

using ASN.l. There are four classes of tags in ASN.l: 

• Universal tags, for the well known data types. 

• Application-wide tags, which are defined within a single ASN.l module. 

• Context-specific tags, which are used to provide distinguishing information in 

constructor types. 

• Private-use tags, which are used by consenting parties [11]. 

In addition to belonging to one of these classes, a tag has associated with it a non

negative integer. Thus, the tag field, officially termed the identifier octets, generated by 

the BER must encode not only the tag's class but also the tag's number. 

The tag field must encode one other field. An ASN.1 type might be primitive 

(such as integer) or it might be constructed (such as structure), and this information is 

encoded in the f field. A value of O indicates a primitive type, and a value of 1 indicates a 

constructed type. 

Figure 3. shows the order of the tag field. 

class 

8 I 7 

number 

6 I 5 I 4 I 3 I 2 I 1 I 

Figure 3. Tag Field 

The encoding of the class field (bit 7 and 8) are shown in Table 6. 
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Table 6. Class for the tag field 

Class Bit8 Bit 7 

Universal 0 0 

Application-wide 0 1 

Context-specific 1 0 

Private 1 1 

Thus, five bits are left over for encoding the non-negative number. If the tag's 

number is less than 31, then it is encoded in the five bits that remain. Otherwise, bits 5 

through 1 are set to all ones, which indicates that the octets that follow contain the tag's 

number. Therefore, in many cases, and clearly for all the Universal tags defined in table 

7, a single octet is sufficient to encode the tag field. In the other cases, one or more octets 

follow the first octet. The high-order bit ( 8) indicates whether this particular octet is the 

last octet of the tag field. 

Table 7. ASN.1 Universal Tags 

Universal Tag ASN.1 Type 

1 BOOLEAN 

2 INTEGER 

3 BIT STRING 

4 OCTET STRING 

5 NULL 

6 OBJECT IDENTIFIER 

7 ObiectDescriptor 
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Table 7. ASN.1 Universal Tags (continued) 

8 EXTERNAL 

9 REAL 

10 ENUMERATED 

11-15 Reserved for addenda 

16 SEQUENCE, 

SEQUENCE OF 

17 SET, SET OF 

18 NumericString 

19 PrintableString 

20 TeletexString 

21 VideotexString 

22 IA5String 

23 UTCTime 

24 GeneralizedType

25 GraphicsString 

26 VisibleString 

27 General String 

28 CharacterString 

29-... Reserved for addenda 
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Length Field 

The length field is encoded as one or more octets. This encoding indicates how 

many octets make up the value field of the ASN.1 type being encoded. If the length is 

longer than one octet, then the high-order bit (8) of the first octet is set to one and the 

remaining bits indicate the number of octets in the length field. The length is encoded 

using the unsigned integer representation found by concatenating the specified number of 

octets that follow the initial length octet. 

Value Field 

The value field is encoded as zero or more octets. If the object is a simple 

INTEGER or OCTET STRING the value is simply inserted in the value field. If the 

value is an OBJECT IDENTIFIER then rules defined in MIB-11 for object identifier are 

to be followed. 

The following example shows the encoding of the community string "public" 

used in SNMPMGR. The class field is set to 00 to indicate Universal tag, the f bit is set 

to O to indicate primitive type such as string, and the number field is set to 4 to indicate 

the tag's number 4 for OCTET STRING. The length field in set to 6 to indicate the 

length of community string "public". 

class f number length 

"u" "b" "I" ''i" "c" 
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Chapter 4 

SNMP Group Objects in Network Management 

The SNMP group of objects are helpful in all five areas of network management 

(7]. The following sections contain explanations of how SNMP could be used in each of 

the network management areas. 

Fault Management 

The SNMP group objects in Table 8 apply to fault management. Each object 

gives information about errors concerning the packet handling of the agent. RFC 1157 

defines each of these errors. While an agent's errors might not indicate a problem with 

the network itself, it may indicate that an entity is not handling SNMP packets properly 

[2]. The number and types of errors also can indicate that the entity is receiving SNMP 

packets with errors from network devices. The solutions to these errors often reside in the 

configuration of either the SNMP manager or the agent. 
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Table 8. SNMP Objets for Fault Management 

Object Description 

snmplnASNParseErrs total input ASN .1 errors 

snmplnTooBigs total input 'tooBig' errors 

snmplnNoSuchNarnes total input 'noSuchName' errors 

snmplnBadvalues total input 'badV alue' errors 

snmplnReadOnlys total input 'readOnly' errors 

snmplnGenErrs total input 'genErr' errors 

snmpOutTooBigs total output 'tooBig' errors 

snmpOutNoSuchNames total output 'noSuchNarne' errors 

snmpOutBadV alues total output 'badValue' errors 

snmpOutGenErrs total output 'genErr' errors 

Performance Management 

The SNMP objects in Table 9 apply to performance management. The 

snmplnPkts and snmpOutPkts can determine what percentage of resources an agent is 

using to handle the SNMP input and output packets [7]. Monitoring the rate of change of 

these objects can suggest the cause of a high SNMP packet input or output rate. For 

example, a high rate of snmplnGetRequests and snmpOutGetResponses may indicate 

that a manager is currently gathering information from the agent. The following table 

shows a list of objects that could be used for performance management. 
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Table 9 : SNMP Objects for Performance Management 

Object Description 

snm InPkts number of SNMP 

snm OutPkts number of SNMP ackets sent 

snm InTotalSetVars 

snm InGetNexts 

uests ut 

snm OutGetNexts 

snm OutGetRes onses 

Accounting Management 

Some of the objects useful for performance management also apply to accounting 

management, as shown in Table 10. Instead of using these objects to find the rate at 

which packets enter and leave the agent, as in performance management, accounting 

management applications can use them to find a total number for each type of SNMP 

packet sent and received (information that can be useful for network billing based on the 

number of packets sent or received) [7]. 
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Table 10. SNMP Objects for Accounting Management 

Object Descri tion 

snm InPkts Total SNMP 

snm OutPkts Total SNMP ackets sent 

Security Management 

One aspect of security management involves tracking failed authentication 

attempts. The actions taken to do this might include checking for unsuccessful password 

entries for a computer login or for invalid community string in the SNMP messages. 

snmplnBadCommunityNames counts the number of times a user or application, when 

attempting to communicate with an SNMP on an agent, does not give the correct 

community string [2]. snmplnBadCommunityUses counts the number of times an 

SNMP packet was received that had a community string that did not allow the requested 

operation. In many network devices, different community strings can be set up for 

different operations [2]. For example, one community string might authorize the Get

Request and Get-Next-request operations; another might allow other operations in SNMP 

agents. 
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Configuration Management 

snmpEnableAuthenTraps is the only object that applies to configuration 

management. By definition, an agent must have the ability to send an SNMP 

Authentication Failure trap when it receives a SNMP packet with an incorrect 

community string. Therefore, this object is used to specify for the destination of the 

Authentication Failure trap. SNMP does not define a complete set of objects for 

configuration management. Usually, vendor specific objects are used for configuration of 

the devices. 
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Chapter 5 

A Network Management Application 

(Implementation) 

This chapter contains a description of the design and implementation of the 

network management tool (SNMPMGR). The code for this tool is included in 

Appendices A and B. There are many network management applications on the market, 

but they are either vendor specific or require a specific workstation on which to run (such 

as SUN workstation). The goals of SNMPMGR are to be independent from any specific 

vendor's product and to not require a specific brand of computer to execute. SNMPMGR 

was designed to run on a personal computer with an Ethernet interface card. It accesses 

the predefined MIB objects of network devices and displays their value. Since the 

application was designed for the University of Tennessee campus network, the Ethernet 

type of network was chosen for the device interface. The Clarkson packet driver (a 

shareware packet driver for interfacing with the network) was used to test the application, 

and a set of routines for interfacing with the packet driver was adapted from previous 

research in the area. These routines are documented in Appendix B[13]. 

Program Design. 

A top-down modular design was used to implement the program. A structure 

chart was used to depict the decomposition of the program to smaller modules (Figure 4). 

The modules are designed to be general purpose, so they can be used easily for future 

development. The size of each module is a maximum of 100 lines of code. A set of 

general purpose string manipulation routines was developed which was used throughout 

the program. Since these string functions were used by all the routines, they are not 

shown in the structure chart. 
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mainO 

initsnmp() getkeyO pollagentsO rcvpkts() dispallO ckopstatO beep() eodsnmpO 

initm.ib() initudp() initrcv() dispinfo() dispchgsO 

getreqid() getcoonidO sendudppkts 

getnxtroutp() gemxtvarp() getvanype() getvartime() xlatevalueO 

getroutaddr() getvarstr() getinxstr()



The program initially was broken down into three main functions: 

1) Initiate Processing: It is implemented by 'initsnmp()' routine. 

2) Main Processing: It is implemented by 'pollagents()', 'rcvpkts()', 'dispall()', 'getkey()', 

'ckopstat()', and 'beep()' routines. 

3) Terminate processing: It is implemented by 'endsnmp()' routine. 

A complete program structure chart is shown in Figure 4. The following section 

describes the main data structures that were used in the implementation process of the 

program. 

Data Structures 

The SNMP Database in Memory 

The user is required to provide the name of the objects to be displayed in an 

ASCII text file called objects configuration file. The name of this objects configuration 

file is provided to the application on the command line. When the application reads the 

user's objects configuration file (the format of the file is described in the following 

sections), a database is created in memory. The data from the file are arranged in 

memory in agent object lists which are linked together in the order they appeared in the 

file. Each agent's name has associated with it a block of data containing the agent's name 

(i.e., its Internet address) as a null-terminated string of ASCII characters, its community 

in a similar ASCII string, and a pointer to a string of object information blocks. 

Object information blocks are allocated, one to each object, for an agent. An 

object information block contains the following information: the object name as a string 

of ASCII characters terminated by a null character, the object's index (described in the 

indices section) if any, a pointer to the object's current value (the storage for the value 

itself is allocated separately), an integer variable called changfiag indicating if the 
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object's value has changed since the object was last accessed by the user's application, 

and a time stamp indicating the last time the value was set. 

The changflag is set to one by the program every time the agent sends a new 

value for the object. When the object is displayed the changflag is set to zero to indicate 

the current value of the object was displayed. The object will not be displayed until a 

new value for the object is received (when the changflag is one). 

The Management Information Object Structure 

Another important data structure is the object information structure. It contains a 

pointer to a character string (variable), a generic pointer which may point to various 

objects (nxtblock), a variable telling what type of object the generic pointer is indicating 

(objtype), a variable for the type of ASN.1 value (integer, counter, string, etc.) the object 

has associated with it (vartype), and a pointer to a function which returns an integer. 

When SNMPMGR generates its working version of the MIB, each object, whether it has 

a value associated with it (ifOperStatus) or it is made up of other objects (iffintry), has an 

associated object information structure. 

MIB Structure Elements 

In the memory representation of the MIB, the object name pointer points to the 

null-terminated ASCII string containing the object's name. The objectflag describes the 

type of object pointed to by the generic pointer. If the objectflag is zero, the defined 

object has a value and the general pointer may be either null or pointing to an array of 

strings. The strings are ASCII representations of the numerical values of the object. If 

the value objectflag is a one, the pointer in the array with an index of one points to the 

proper ASCII string. The type field is used to indicate, when applicable, what types of 

values (integer, string, counter, etc.) can be taken by the MIB object defined by the 

structure. 
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The MIB array of structures 

The MIB structure is defined as a tree in the Internet Community as shown in 

Figure 5 (only parts of the tree that are important to SNMP are shown). Each level of the 

tree is associated with a group of objects defined in Chapters 2-4. The same concept is 

used to implement the MIB for this application. The memory representation of MIB in 

this application is simply a mechanism for translating from MIB objects to object 

identifiers in an SNMP message, and vice versa. It consists of arrays of object 

information structures linked together in the form of a tree. 
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ccitt (0) 

sysContoct 

syslocotion 

sysDescr 

sysNome 

ifDescr 

ifloble 

ifSpeed 

ifPhysAddress 

iso(l) 

... org(3) ... 

... dod(6) ... 

... intemet(l) ... 

atPhysAddress 

otNetAddress 

mgmt(2)
mib l) 

ipForwording 

ipDefouitTTL 

ipFrogOKs 

lpAddrToble 

snmplnPkts 

snmpOutPkts 

snmpinGetRequest 

snmplnGetNext 

Figure 5. Example MlB Tree Structure 

At each level in the tree is an array of structures. There is a structure at the 

appropriate level in the MIB for each object. The general pointer of the first structure in 

each array indicates the structure at the next higher level which points to this array. A 

structure with null pointers and a zero flag object is the last structure in each array. At 

the higher levels in the tree the general pointers in intervening structures in an array point 
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to the fust structure in lower level arrays of structures. At the lowest level in the tree, the 

general pointers of intervening structures are null except when the values of a object can 

be represented by null-tenninated ASCII character strings. 

Since the flag variable indicates whether or not the general pointer in the structure 

points to a lower level array of structures, the MIB tree can be traversed downward until 

the bottom is reached. At that point an MIB object has been defined which must have a 

value. Since the fust structure in any array of structures points upward in the tree, the 

tree can be traversed upward, also. These two properties are used to encode an object 

identifier in an SNMP message (a series of numbers identifying the object) from the 

name of the object, or to decode an object identifier to determine the name of the object 

represented. 

Using the MIB 

An SNMP object identifier is a series of integers separated by periods. Each 

·object in the MIB has a unique SNMP identifier. For all MIB objects, the fust five 

integers in an SNMP identifier are 1, 3, 6, 1, 2, and 1 (based on MIB tree in Figure 5). 

The MIB object ifOperStatus has the identifier 1.3.6.1.2.1.2.2.1.8. The interfaces is the 

second entry in the MIB's top level, so it produces the 2 after the sequence 1.3.6.1.2.1. 

iffable is the second entry in interfaces, and generates the following 2. ifEntry is the 

first entry in iITable to account for the next 1. The ifOperStatus is the eighth entry in 

ifEntry, for the final 8. This produces the SNMP object identifier for ifOperStatus of 

1.3.6.1.2.1.2.2.1.8. From the top of the MIB, one must descend through the MIB objects 

interfaces, iITable, and ifEntry to get to ifOperStatus. 
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Decoding identifiers 

The MIB tree is arranged so that in each array of structures at any level, the array 

element index for the object of interest at that level corresponds to its equivalent digit in 

the SNMP identifier. Given that the MIB is identified by 1.3.6.1.2.1, the interfaces 

structure's index is 2 to correspond to the next integer in the identifier, the ifTaable 

structure's index is 2 in its array of structures, the ifEntry structure's index is 1, and the 

ifOperStatus structure's index is 8. Thus, 1.3 .6.1.2.1.2.2.1.8 eventually leads to the 

ifOperStatus object. 

Encoding identifiers 

Because SNMP identifier encoding rules prevent any integer in an identifier from 

being zero, the zeroeth element in each structure array is not used to decode an identifier. 

In the MIB, the general pointer in the structure for the object itEntry points to the array 

of structures containing the one for ifOperStatus. However, it really points to the first 

element (the one with an index of zero) in the array of structures. Since the general 

pointer in that structure will never point to an object because its index is zero, it can be 

used to point "backwards" to the structure for itEntry. 

When the general pointer in the first structure in an array of structures is a null 

pointer the top of the MIB tree has been reached. The MIB prefix of five integers can 

then be added to the existing list of indices to produce a complete SNMP identifier. 

To ease finding a specific object's structure in the MIB, a set of pointers are 

provided. One pointer is available for each object so its structure can be found without 

traversing the set of MIB structures. The object information structure pointer 'mibroot' 

points to the highest level MIB array of structures. Its member structures are for the 

objects system, interfaces, at, ip, icmp, tcp, udp, and egp. 
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SNMP Trap Message Structures 

When SNMP agents generate unsolicited information, or trap, messages, the type 

of message is indicated by an integer in the message. This integer is used as the index in 

an array of object information structures. The function pointer in the selected structure 

points to the function which will perform a task appropriate to the type of trap message 

received. If the object specified in the trap message is one being monitored by the user's 

program, that object's value will be modified to match that in the trap message. The 

change flag and time stamp will also be updated. If the object in the trap message is not 

being monitored, a message is displayed on the console indicating the content of the 

message. 

The Socket Data Structure 

To store information related to the types of active network connections while the 

application is running, a socket data structure is created for each connection. This is 

external to the SNMP program but it is required for interfacing with the Ethernet 

connection. A socket is used so that multiple connections from the computer running the 

application to other devices may be maintained simultaneously. A received packet 

contains a remote socket number which associates it with a program running on the 

remote device, and a local socket number which links it with the application running on 

the local computer. The elements of the socket data structure are 1) a pointer to another 

socket data structure (so structures can be linked together), 2) a pointer to an agent 

information structure as previously described, 3) a socket identifier (also called a 

network descriptor), 4) a request identifier number used for linking a reply message to a 

request message, 5) a network interface driver option object, 6) the remote computer's 

Internet address, 7) the remote computer application's socket number, 8) the local socket 

number, and 9) a network protocol indicator. These structures are linked together using 
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the socket data structure pointers, with the object 'socketroot' pointing to the beginning of 

the chain. 

Packet Driver Data Structures 

The part of the program which communicates with the packet driver for the 

network interface also uses a number of structures and queues. An Address Resolution 

Protocol (ARP) table of Internet address and Ethernet address equivalencies is 

maintained through a chain of structures. Packets received by the packet driver are 

stored on a packet queue, from which they may be removed and added to either the UDP 

packet queue or the Transmission Control Protocol queue. Internet Control Message 

Protocol packets and ARP packets are processed immediately, so they require no queues. 
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Objects Configuration File Format 

To know which objects are associated with which agents, the application must be 

given a objects configuration file name that contains agent names and object names for 

the agent. To identify which objects are to be accessed in which agent, the information is 

separated into groups of objects associated with an agent, called a object list. Groups of 

object lists associated for an agent are always associated with a community string. To 

differentiate between community strings, agent names, object names, and indices, the text 

file must be generated in a specific format. The objects configuration files included in 

Appendix C were used during the testing process of the tool. Since there is not a standard 

for defining this objects configuration file, this format was created for this application 

only. 

Community and Object Lists 

A community list is a community string, which is followed by one or more object 

lists. Community lists are terminated by the end of the objects configuration file, or by 

encountering another community string. Object lists within a community list are 

separated by blank lines. Lines containing comments are not considered blank lines. 

Each object list must be part of a community list. Therefore, the first non

comment and non-blank line must contain a community string. After a community has 

been specified, that name is used as the default community string for following object 

lists until a new community string is encountered. When a new community string is 

encountered, it becomes the default community string. Any object lists not immediately 

following a community string are given the default community string. Community 

strings have unique properties so that community lists are separated from each other. 

An object list consists of the agent's name followed by the objects and associated 

indices to be accessed in that agent. The index for an object must be on the same line as 
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the object and separated from it only by one or more spaces or tab characters. No blank 

lines may appear in an object list. 

Community strings 

A community string must start at the beginning of a line, and must not begin with 

the '#' character ' " ' character. Should it do so, it will be considered a comment, not a 

community string. No other names in the SNMP database file start at the beginning of a 

line. A community string is terminated by a space, tab, or end-of line character, unless 

the name is enclosed in double quote characters. When a community string begins with a 

double quote character, (i.e., the double quote character is the first character on the line) 

the community string is terminated by another double quote character and so may include 

space or tab characters. The double quote characters enclosing a name are not considered 

part of the name when SNMP messages are generated. 

Agent names 

Since agent names must not start in the first character position on a line, they 

must be preceded by one or more spaces or tab characters. If the agent name 

immediately follows a community string, the agent name may be on the same line as the 

community string, but separated from it by one or more spaces or tabs. If a community 

string is not supplied immediately before an agent name, the application will assign the 

default community string to that agent. An agent name is terminated by a space, tab, or 

end-of-line character. The agent name can be only the agent's Internet address in standard 

Internet "dot" notation (such as 192.239.44.1). Since no spaces or tabs are allowed in an 

agent name, it need not be enclosed in double quotes. If it is enclosed in double quotes, 

they will be ignored. 
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Object names 

Like agent names, object names may not begin with the first character on a line 

and are terminated by a space, tab, or end-of line character. Valid object names were 

defined in Chapters 2-4, and must be entered exactly in the form presented there, 

including spelling and capitalization. Object names need not be enclosed in double quote 

characters because no spaces are allowed in them. 

Object names must not be separated from each other, or the agent name they are 

associated with, by blank lines. Blank lines separate object lists from each other. 

Indices 

An index must be on the same line as the object it modifies. It must be separated 

from the object name by one or more spaces or tabs. If an object name has no index on 

the same line, the application assumes no index is to be associated with that object. 

An index is specific to its associated object. Some objects do not require indices 

(such as itNumber or sysUpTime); others require multiple indices, such as interface 

objects. When multiple indices are required, they are separated by either a single space 

or comma. When they are separated by a space, the entire set of indices must be 

enclosed by a pair of double quote characters. When double quotes are not used, the 

index name is terminated by the first space, tab, or end-of-line character encountered. 

Comments 

A comment is initiated by a '#' character either at the beginning of a line in the 

objects configuration file, or elsewhere in a line preceded by a space or tab character. A 

comment is terminated by the end of the line on which it was started. A '#' character not 

at the beginning of a line and not preceded by a space or tab character will not be 

considered as the beginning of a comment, but will be included in the field currently 

being scanned. 
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Local Configuration information 

The only network interface configuration information required to run the 

application is that for a packet driver. Three objects must be provided: the local 

interface's IP address, the IP network mask, and the local gateway's IP address. All three 

values are assigned by the manager of the network on which the host running this 

application resides. 

Local Configuration information is entered in the objects configuration file in a 

format similar to that of a community list. The community string for the local 

configuration information must be '<Configuration>'("<>" brackets included). The 

agent field must be 'pktdvr'. The objects are 'locipaddr=x. x. x. x' for the local IP 

address, 'ipmask=x. x. x. x' for the IP network mask, and 'gw=x. x. x. x' for the local 

gateway's IP address. In the examples each 'x' is an integer between O and 255, inclusive. 

If the network is not using any subnet, the value of ipmask would be 255.255.255.0 to 

indicate there is not any subnet for the network. 
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Program Structure and Execution Flow 

When the program starts, it reads the supplied objects configuration file and 

creates the database in memory by calling the routine 'initsnrnp()'. This routine initializes 

the SNMP data structures and creates the memory-resident copy of the SNMP agent and 

object database. The 'initsnmp()' routine calls 'initmib()' to create the MIB tree. It calls 

'initudp()' to initialize the packet driver. Also, it calls 'initrcv()' to initialize the routine to 

handle the trap messages. Upon the successful return from 'initsnmp()', the routine 

'pollagents()' is called to interrogate the specified agents for their values of the indicated 

objects. The 'pollagents()' routine calls 'getreqid()' to find the object identifier. It calls 

'getconnid()' to get network connection identification for Get-request message. Also, it 

calls 'sendudppkts()' to send the Get-request message to the agent. If the call to 

'pollagents()' completes successfully, the memory resident database of agent objects may 

be accessed and the values tested for any abnormalities. Finally, the values of the objects 

are printed on the console using 'dispall()'. Then the program goes inside a loop (main 

loop) to repeat the above process until the exit key is pressed (CTRL-END). The top 

level flow chart of the program and the structure chart of the program is shown in Figure 

6 and 4. 
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Figure 6. Program Top Level Flow Chart. 
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Displaying Objects 

The routine 'dispall()' is a special case of 'dispinfo()'. The 'dispinfo()' 

demonstrates how a user can access the memory-resident SNMP agent and object list. 

First, 'dispinfo()' asks for a pointer to the first agent information block by calling 

'getnxtroutp()' with a null argument. It then passes to 'getnxtvarp()' the pointer from the 

call to 'getnxtroutp()' and a null object information block pointer, getting a pointer to the 

first object information block for the specified agent. 

The operational flag passed to 'dispinfo()' indicates whether all object values are 

to be displayed. If not all objects are being displayed, only those which have changed in 

value will be displayed. If the value should not be displayed, the 'getnxtvarp()' is called 

to get a pointer to the next object information block. 

If the value should be shown, and if the agent's address has not yet been 

displayed, the agent's name from the agent information block is retrieved using 

'getroutaddr()' and is then displayed. Then the object's name and index are retrieved 

using 'getvarstr()' and 'getinxstr()', and are then displayed. Finally the object's value is to 

be accessed. First, though, it should be determined whether the value can be represented 

as a character string, such as "up" or "down", instead of its numerical value. A routine, 

'xlatevalue()', is available to determine if a string representation of the value exists. 

The 'xlatevalue()' routine, when passed a pointer to an object information block, 

will try to return a pointer to a null-terminated ASCII string representing the object's 

value. If the value can not be translated, a null pointer will be returned. The 'dispinfo()' 

calls 'xlatevalue()' to attempt to retrieve an ASCII string for the object information block 

of interest. If it is successful, the string is shown on the console. If it is not successful, 

the object's actual value must be displayed. For retrieving the value, the type of object is 

first determined by calling 'getvartype()'. This returns a pointer to a null-terminated 

ASCII string of characters which indicates the object type. From there it can be displayed 
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correctly by calling the 'printf()' function. Finally, the object's time stamp is retrieved 

using 'getvartime()' and is displayed as shown in Figure 7. 

Interrogating agents 

For agent 192.239.44.1 

iplnDelivers.0 was 494007, Thr Jun 24 11 :06:30 1993 

ipOutRequests.0 was 989315, Thr Jun 24 11:06:30 1993 

Figure 7. Example Display Screen. 

After the time stamp has been displayed, the object's change flag is set to zero and 

'getnxtvarp()' is called to find the next object to process. Failing to find another object 

causes 'getnxtroutp()' to be called to find the next agent information block. When the last 

object in the last agent information block has been processed, 'dispinfo()' terminates and 

control is returned to 'main()'. 
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At the beginning of the main loop the keyboard is tested. If function key 1 (Fl) 

has been pressed, 'dispall()' is called. If the function key 2 (F2) has been pressed the 

debug level is entered (either 0, 1, or 2). Debug level 1 causes the content of the next 

packet to be printed in hexadecimal. Debug level 2 causes the content of the next packet 

along with the connection information to be printed in hexadecimal as shown in Figure 8. 

debug level set to 2 

rcvpkts: the received packet was 

30 5c 02 010004 06 70 75 62 6c 69 63 a2 4f02 4f 02 04 Of 19 00 00 02 010002 01 00 

30 41 30 0d 06 08 2b 06 01 02 01 04 08 00 41 01 00 30 Of 06 08 2b 06 08 2b 06 01 02 

010409 00 410307 89 de 30 0f 06 08 2b 06 010201 04 0a 00 41 03 Of 18 d2 30 0e 06 

08 2b 06 01 02 01 04 Ob 00 41 02 le c4 

received a response packet from 192.239 .44.1 

rcvpkts: successfully analyzed the response packet 

rcvpkts: fhost = 012cefc0, addr = 192.239.44.1 

rcvpkts : requestid = 31126 

rcvpkts : socketroot = 771 a 

For agent 192.239.44.1 

ipln.Delivers.0 was 494007, Thr Jun 24 11:06:30 1993 

ipOutRequests.0 was 989315, Thr Jun 24 11:06:30 1993 

Figure 8. Example Debug Screen. 
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When function key 3 (F3) has been pressed, any alanns that might be sounding 

(described below) are disabled. If CTRL-END (EXIT) has been hit, the variable 

G_PROGRUN is set to FALSE to notify the program to exit gracefully. If there was not 

any key stroke, control is given to 'rcvpkts()'. 

The 'rcvpkts()' checks to see if any unsolicited packets, such as SNMP trap 

messages, have been received. If there were no execution errors and no packets received, 

as determined by the value returned by 'rcvpkts()', the section of the program is entered 

which counts the number of times the current loop has been executed. If the count is not 

a multiple of sixty, the clock on the display is updated to show that the program is still 

executing properly. 

If the count is a multiple of sixty, 'pollagents()' is called again to obtain new 

values for the database objects. If 'pollagents()' has been called ten times without calling 

'dispall()', 'dispall()' is also executed. Otherwise, 'dispchgs()' is called to show on the 

console only those object values that have changed since the last 'pollagents()' invocation. 

An alann situation refers to the operational status of an agent interface which has 

been retrieved and was not "up". If such a situation is discovered, an alann is sounded 

once every second for the first five seconds, and once every minute thereafter until a F3 

is entered on the keyboard, or the alann condition goes away. Alarm conditions are 

checked by calling the routine 'ckopstat()'. 

The 'ckopstat()' uses the routines 'getnxtroutp()' and 'getnxtvarp()' to get pointers 

to the agent and object information blocks in the memory-resident SNMP agent and 

object database. The name of each object is retrieved by invoking 'getvarstr()' and is 

compared to ifOperStatus, the MIB object for an interface's operational status. If the 

comparison is exact, the object's value is checked. If the value is not "up", 'ckopstat()' 

returns a minus one; otherwise, it goes to the next object. If all ifOperStatus objects are 

"up", a zero is returned. 
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If 'ckopstat()' returns a non-zero value, then 'main()' calls 'beep()' to sound the 

alarm. When this completes, the loop variable G_PROGRUN is checked. If it is TRUE, 

execution returns to the beginning of the loop. If it is FALSE, the loop is exited and 

'endsnmp()' is called. This gracefully tenninates independent functions, such as the 

packet driver, so that the main program can exit without leaving the packet driver in a 

state which might interfere with the operating system. 
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Testing 

The program was tested on several PCs in Grote Hall room 208. This room was 

suggested by the UTC network engineer Mike Meyer. IP addresses for the PCs and the 

agent, along with the community string of the agent, were provided by Mr. Meyer. The 

program was tested with the objects configuration file shown in Appendix C. Since UTC 

currently has only one device (router) that supports SNMP, the test was done for that 

device only. The results of the tests on all four PCs in room 208 were the same for UTC's 

router. 

The object ifNumber was tested first to find the number of interfaces on the 

router and the result was : 

itNumber.0 was 8, Thr Jun 2411:06:301993 

The tag '.0' on the object name indicate the object did not have an index. It returned 8 as 

the number of interfaces for the device with a time stamp to show the date and time of 

the object value. Therefore, the operational status of all eight interfaces was tested and 

the following results were obtained for interfaces 1, 2, 3, 5 and 6. 

ifOperStatus.1 was Up, Thr Jun 2411:07:301993 

ifOperStatus.2 was Up, Thr Jun 2411:07:301993 

ifOperStatus.3 was Up, Thr Jun 2411:07:301993 

ifOperStatus.S was Up, Thr Jun 2411:07:301993 

ifOperStatus.6 was Up, Thr Jun 2411:07:301993 

This result showed five interfaces were up and running. The following results were 

obtained for interfaces 4, 7 and 8. 

ifOperStatus.4 was down, Thr Jun 2411:08:301993 

ifOperStatus.7 was down, Thr Jun 2411:08:301993 

ifOperStatus.8 was down, Thr Jun 2411:08:301993 
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These interface cards were not running at the time of testing. Therefore, their operating 

status was displayed as down. As soon as the operation status of these interfaces was 

displayed, the alarm system started making the beeping sound to notify that the interfaces 

were not operating. The alarm was acknowledged by pressing F3 key, and the beep 

sound was not made after that. 

The object sysUpTime was tested for different time durations. Since this object 

displays the number of seconds the device has been up and running, it is constantly 

changing in value. The program is designed to display the value of the object once a 

minute ( if the object changes value). The following results were obtained for a period of 

two minutes. 

sysUpTime.0 was 52274315, Thr Jun 2411:17:30 1993 

sysUpTime.0 was 52274375, Thr Jun 2411:18:301993 

sysUpTime.0 was 52274435, Thr Jun 2411:19:301993 

The value of sysUpTime changed by a factor of 60 every time. Since there is 60 seconds 

in every minute the result was as expected. 

The Objects iffype and if'Speed were tested to find types and speeds of each 

interface. The results were as following: 

ifType.1 was ethernet-csmacd, Thr Jun 2411:27:301993 

if'Speed.l was 10000000, Thr Jun 2411:17:301993 

ifType.2 was proPointToPointSerial, Thr Jun 2411:27:301993 

if'Speed.2 was 448000, Thr Jun 2411:17:30 1993 

iffype.3 was ethernet-csmacd, Thr Jun 2411:27:30 1993 

if'Speed.3 was 10000000, Thr Jun 2411:17:301993 

iffype.4 was proPointToPointSerial, Thr Jun 2411:27:30 1993 

if'Speed.4 was 1544000, Thr Jun 2411:17:301993 

iffype.5 was ethernet-csmacd, Thr Jun 2411:27:30 1993 

if'Speed.5 was 10000000, Thr Jun 2411:17:301993 
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ifType.6 was proPointToPointSerial, Thr Jun 2411:27:301993 

ifSpeed.6 was 320000, Thr Jun 2411:17:301993 

ifType.7 was ethernet-csmacd, Thr Jun 2411:27:301993 

ifSpeed.7 was 10000000, Thr Jun 2411:17:301993 

ifType.8 was proPointToPointSerial, Thr Jun 2411:27:301993 

ifSpeed.8 was 1544000, Thr Jun 24 11:17:30 1993 

It showed interfaces 1, 3, 5 and 7 as Ethernet cards with a speed of 10 Mbits per seconds. 

Also it displayed interfaces 2, 4, 6 and 8 as serial interfaces with different speed 

configurations. 

A stress test was done to see how many objects the program can handle at the 

same time. There was not any problem with the number of objects used in the objects 

configuration file. But, it was very important to maintain the objects configuration file in 

the correct format. If the objects configuration file did not have the correct format, the 

program was not be able to create the objects database in memory, and it would exit the 

program with an error message. The complete objects configuration file that was used for 

testing the program is included in Appendix C . The results of the tests are shown in 

Appendix C along with the objects' names as comments (starting with#). The results of 

the tests were confirmed by Mr. Meyer as being correct, indicating that the program was 

functioning properly. 
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Chapter 6 

Summary 

Network Management with SNMP 

As the size of the data network increases, the need for network management tools 

increases also. SNMP is one of the industry standards for network management. It offers 

comprehensive services in most areas of network management. SNMP has several 

advantages compared to other network management protocols. 

SNMP assumes only a basic connection less mode access to underlying layers. 

The OSI Common Management Information Protocol (CMIP), uses a connection 

oriented model. Both SNMP and CMIP use request-reply interactions. There are fewer 

operations with SNMP, because functionality of the action, create, and delete operations 

of the OSI Common Management Information Service (CMIS), can be performed by the 

single SNMP set operation. The trade-off here is one of defining complexity in the 

operators or operands. The SNMP approach focuses on a few simple operators with 

complicated operands, whilst the CMIP approach focuses on more numerous, more 

complicated operators with simple operands. 

Although SNMP is a powerful protocol for network management, it has a few 

drawbacks. The original RFC 1098 defines the SNMP for IP network only. IP is a widely 

used datagram protocol for networking. However, not all networks rely on IP for 

delivery. This is one of the reasons why the Internet community recogni:zes SNMP as a 

temporary solution to the need for a standard network management protocol. A possible 

solution to this problem is the use of SNMP proxy agents. SNMP proxy agents can 

gather information from network devices that do not speak IP and then convey this 

information to a management station with SNMP, thus allowing non-IP network devices 

to be managed via SNMP. A disadvantage of SNMP proxy agents is that specific 

software must be written for each non IP protocol network device. Another possible 
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solution is to implement SNMP on top of other transport protocols, thus allowing it to 

work in networks that do not support IP. 

Another problem is that SNMP can be inefficient in retrieving large tables of 

data. SNMP retrieves tables with Get-Next-Request message. However, using this 

message to retrieve large tables of data can burden both the network and the destination 

agent, because the manager station needs to send one request message for each entity in 

the table in each row. My suggestion to this is having a Get-Column or Get-Row operator 

to retrieve each column or row of the table with one message instead of multiple 

messages for each row or column. For example, suppose a table with 2000 rows and 4 

columns is to be retrieved. With current operators 2x4x2000 (16000) packets need to be 

sent on the network to retrieve the table. But if there was a Get-Row operator, only 

2x2000 ( 4000) packets need to be sent on the network to retrieve the table. It reduces the 

traffic on the network significantly. 

The last problem with SNMP is the security of the community string. The SNMP 

protocol does not provide information or allow configuration changes of a network 

device without some sort of validation of the ID of the originator of the message. The 

community string is used as a security password to access the device object. This string is 

sent within SNMP packets in clear ASCII text. With very little effort (with a device 

showing the traffic on a network), a person can learn the community string used by a 

given SNMP agent. This easy access presents a potential security problem in SNMP 

protocol. My suggestion is to have data encryption for the community string which is 

recognizable (such as a key for encryption) by the agent and the manager station. 

Future of SNMP 

The philosophy of SNMP was influenced by the concepts of the Internet-standard 

Network Management Framework. Both SNMP and management framework are largely 

derived from SGMP (Simple Gateway Monitoring Protocol [12]). SNMP was 
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purposefully designed to be a simple protocol, requiring few resources to implement 

efficiently. 

CMIP was developed by the ISO with different goals than the SNMP. SNMP was 

originally intended for use by IP devices only, while CMIP was intended to be non

protocol specific and for use in the management of all network devices. SNMP was the 

IAB short-term plan for network management protocol, while CMIP was their long tenn 

plan for future requirement. Therefore, the further development of SNMP will be aimed 

toward keeping the protocol as close as possible to CMIP protocol and eventually toward 

having CMIP as the only standard in the Internet community. 

The Network Management Tool (SNMPMGR) 

The Simple Network Management Protocol is becoming widely supported by 

vendors of Internet Protocol network interconnection devices as a vehicle for managing 

the operation of those devices. The management tools provided by the vendors, 

however, are usually designed to manage only the vendor's equipment. Because they are 

designed to be very visual and elegant, they frequently run only on specific computers, 

such as expensive workstations. A few vendor independent management packages are 

available, but these also require specific workstations for execution. For example, the 

Cisco System provides a SNMP network management tool called Cisco Works. It requires 

a SUN workstation with 32MB of RAM, very large disk space (1GB) and is very 

expensive ($9995). CiscoWorks uses the Cisco specific commands to communicate with 

the agents. Therefore, it works only with Cisco products. 

Novell (NetWare) provides an SNMP network management tool with their file 

server package. It runs only on the Novell file server. It will gather information 

concerning the health of the file server only. A five user NetWare costs around $1095. 

This project (SNMPMGR) was undertaken to develop a management tool for the 

University of Tennessee at Chattanooga campus network which runs on a personal 
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computer. The program accesses network devices, reads values of specific device objects, 

and prints the values of those objects on the console regardless of the brand of the 

devices. The devices can be gateways, routers, bridges, host network interfaces -- any 

device which maintains tables of MIB objects as defined in Internet RFC 1066, 

"Management Information Base for Network Management of TCP/IP based Internets", 

and which supports the SNMP. The objects can be the operational state of a specific 

interface, the input error count of an interface (whether or not a device can forward 

network packets), etc. The program is vendor independent, because it does not use any 

vendor specific commands to communicate with the agents. It simply uses the SNMP 

messages to request information from the agents. Therefore program can be used on any 

devices that support the SNMP protocol ( network management standard protocol). Since 

UTC has only one device (router) that support SNMP, SNMPMGR was tested on that 

device only. 

The usefulness of this application is that the data it acquires as it runs can be 

analyzed by someone to determine if a network malfunction has occurred, or if problems 

may be imminent because error counts have exceeded specific thresholds. With the same 

SNMP functions that this application uses, other programs can be written so that a 

network manager will no longer have to wait for a user to report difficulties. Problems 

can be avoided before they occur rather than corrected after they occur by looking at 

historical information and predicting maintenance such an interface card is not 

functioning properly. This application has been implemented only on hosts connected to 

Ethernets because that type of network is used at the University of Tennessee at 

Chattanooga. 
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Suggestion for Future Development 

SNMPMGR can be expanded in the following ways. 

1) A Graphical User Interface (GUI) can be added to the program to allow runtime 

changes in the objects being monitored. The GUI can be used to display the health of a 

device in graphical format such as bar chart or pie chart. 

2) The program can be modified to provide an archiving system for objects. The archive 

files can be used for historical analysis of the health of a device. 

3) A report writer can be added to the program that produces a customized reports from 

the archive file for the network managers. 
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Glossary 
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Glossary 

abstract syntax : a description of a data type that is independent of machine-oriented 

structures and restrictions. 

ASN.l : Abstract Syntax Notation One, the OSI language for describing abstract syntax. 

access mode: the level of authorization implied by an SNMP community. 

Accounting Management : The process of gathering statistics about resources on the 

network, establishing metrics, checking quotas, determining costs, and billing 

network clients. 

address : The location of a network device or service, for example, an IP address or 

socket for a program. 

agent : A set of software in a network device that is responsible for handling requests by 

a particular protocol, such as SNMP. 

alarm : A sound or message used to grab the attention of a network engineer. 

ARP : Address Resolution Protocol, The protocol in the Internet suite of protocols used 

to map IP addresses onto Ethernet (and other media) addresses. 

ANSI : American National Standard Institute. The U.S. national standardization body. 

ANSI is a member of ISO. 

Application Layer : The seventh layer of ISO model that responsible for managing 

communication between applications. 

BER : Basic Encoding Rules, the OSI language for describing transfer syntax. 

checksum : An arithmetic sum used to verify data integrity. 
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CMIP : Common Management Information Protocol, the OSI protocol for network 

management. 

CMIS : Common Management Information Service, the application service element 

responsible for exchanging network management information. 

community : An administrative relationship between SNMP entities. 

community string : An ASCII string used for authentication by SNMP. 

Configuration Management : The process of obtaining information from network 

devices and using it to manage their setup. 

connection-less mode : A service in which the network delivers data between two 

systems independent of other simultaneous communication. 

connection-oriented mode : A service that has three distinct phase: establishment, in 

which two or more users are bound to a connection; data transfer, in which data 

is exchanged between the users, and, release, in which the binding is terminated. 

datagram : A piece of data sent to a network that provides connection-less service. 

data link layer : The second layer of the OSI Reference Model; responsible for 

addressing, transmission, error detection, and framing on a channel. 

DoD : Department of Defense, A branch of the United States Government responsible 

for the nation's defense; responsible for developing the DOD protocols, such as 

TCP/IP. 

dotted quad notation : A convention for writing IP address in textual format. 
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EGP : Exterior Gateway Protocol, a routing protocol for passing reachability 

information between autonomous systems. 

encryption : The scrambling of data through the use of an algorithm. 

Ethernet : A networking protocol developed originally by Xerox Corporation for use on 

LANs. 

Fault Management : The process of identifying network faults, isolating the cause of 

the fault, and if possible, correcting the fault. 

fragment : A piece of a packet that has been broken into smaller units. 

fragmentation : The process of breaking an IP datagram into smaller parts, such that 

each fragment can be transmitted in whole on a given physical medium. 

gateway : A network device that can perform protocol conversion from one protocol 

stack to another. 

host : A computer system on a data network (the end-system). 

JAB : Internet Activities Board, A group that oversees the work in networking 

technology and protocols for the TCP/IP intemetworking community. 

interface : A connection between two network devices or hosts. 

Internet : A large collection of connected networks running the Internet suite of 

protocols. 

internet : Internet usage, a network in the OSI sense. 

internetwork : A collection of networks interconnected by network devices that 

generally act as a single network. 
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Internet suit of protocols : a collection of computer-communication protocols originally 

developed under DoD sponsorship. The Internet suite of protocols is currently the 

de facto solution for open networking. 

IP : Internet Protocol, a network layer protocol that contains addressing and control 

information for packets to routed. 

ISO : International Organization for Standardization, an international body that 

develops, suggests, and names standards for network protocols. 

ISO Reference Model : A network architecture model developed by the ISO; used 

universally for understanding and teaching network functionality. 

IP address : A 32-bit quantity used to represent a point of attachment in an internet. 

LAN : Local Area Network, A high-speed network covering a limited geographic area, 

such as a single building. 

managed node : A network device that can be managed by a network management 

protocol. 

MIB : Management Information Base, a database of managed objects accessed by 

network management protocols. 

MIB-I: The first MIB defined for managing TCP/IP-based internets. 

MIB-11: The current standard MIB defined for managing TCP/IP-based internets. 

network access point : A location, such as a port or software program, by which users 

obtain access to the network. 
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Network Layer : The third layer of OSI systems responsible for data transfer across the 

network, independent of both the media comprising the underlying subnetworks 

and the topology of those subnetworks. 

network management protocol : The protocol used to convey management 

information. 

network protocol : A protocol that operates at the network layer. 

octet : An 8-bit or a byte in communication industry. 

open system : A system running the OSI protocol stack. 

OSI : Open System Interconnection, an international effort to facilitate communications 

among computers of different manufacture and technology. 

packet : A logical collection of data. 

PDU : Protocol Data Unit, a data object exchanged by protocol machines, usually 

containing both protocol control information and user data. 

Physical Layer : The first layer of the ISO Reference Model; defines the mechanical, 

physical, and electrical interface to a network and its associated medium. 

polling: The process whereby one device queries other devices for information. 

port number : An interface to a network device which identifies an application entity to 

a transport service in the Internet suite of protocols. 

Presentation Layer : The sixth layer of the ISO Reference Model; controls the syntax of 

information passed between two Application Layer programs. 
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protocol : A formal description of a set of rules and conventions that describe how 

network devices exchange information. 

proxy agent : An agent that can gather information about other systems and then relay 

this information to a management station via a protocol, such as SNMP. 

reassembly : The process of recombining fragments, at the final destination, into the 

original IP datagram. 

repeater : A Physical Layer network devices that regenerates and propagates bits 

between two network segments. 

RFC : Request For Comments, the document series describing the Internet suite of 

protocols and related experiments. 

router : A network device that can decide how to forward packets through a network by 

examining Network Layer information. 

Security Management : The process of protecting access to sensitive information found 

on systems attached to a data network. 

segment: The unit of exchange in the TCP. 

Session Layer : The fifth layer of the ISO Reference Model; coordinates sess10n 

activities between applications, such as remote procedure calls. 

SGMP : Simple Gateway Monitoring Protocol, a network management protocol that was 

considered for Internet standardization and later evolved into SNMP. 

SMI : Structure of Management Information, the rules used to define the objects that can 

be accessed via a network management protocol (MIB). 
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SMTP : Simple Mail Transfer Protocol, an Internet protocol providing electronic mail 

services. 

SNMP : Simple Network Management Protocol, A network management protocol used 

for managing IP network devices. 

socket : A software data structure that provide a communication access point within a 

network device. 

subnet mask : A 32-bit quantity indicating which bits in an IP address that identify the 

physical network. 

TCP : Transmission Control Protocol, a Transport Layer protocol that provides reliable 

transmission of data on IP networks. 

TCP/IP : The two most popular Internet protocols that provide Transport Layer and 

Network Layer services. 

Transport Layer : The fourth layer of the ISO Reference Model, responsible for reliable 

network communication between hosts. 

trap : Unsolicited message sent by an SNMP agent to a management station to alert 

about a specific network event. 

UDP : User Datagram Protocol, a connection-less transport protocol used on IP 

networks. 

variable : In SNMP usage means a pairing of an object instance name and associated 

value. 

Workstation : A mid-sized computer system designed for a small number of user. 
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/*-main()--------------*/ 
/* Listen for Simple Network Management Protocol trap packets from 
the SNMP agent. lf nothing is heard from it for one minute, 
interrogate it to find o ut if it is still alive. 

•t 

/*- include files------------•/ 

#include "common.h" /* get structures and definitions */

#define DEFSTORAGE 
#include ''\gary\snmp\snmp_srclscreen\snmpmgr.h" 
#undef DEFSTORAGE 

#include 
#include 
#include 

<dos.h> 
<conio.h> 

<stdio.Ii> /* for console i/o */ 

#include <malloc.h> 
#include <stdlib.h> 

t• for malloc(), free() functions • J 
/* for malloc(), free(), atoi() functions */ 

#include <time.Ii> /* for 1ocaltime()' and 'asctimeO' */ 

/*-miscellanous definitions----------*/ 
#define B UFFERSIZ 64 /* character buffer size */ 
#define MIBFlLE "std.mib" 

int univerr = O; 

main( int argc, char *argv□) 
{ /* listen for UDP packets from the agent*/ 

extern int uni verr; 
extern int verbose; 
int wait( unsigned int); 
int initsnmp( char •, char **); 
int rcvpkts( void); 
int endsnmp( void); 
int pollagents( void); 
int dispchgs( void); 
int ckopstal( void); 
char *asctime( const struct trn *); 
struct tm *localtime( const time_t *); 
void free( void *); 
void *malloc( size_t); 
time_t time( time_t *); 
time_t cwtime; 

int endflag, t• packet receive loop flag •t 
status, tocnt, printto, 
i, j, dbase, mi bcnt, warnflag; 

char **mibptr, ••ptrptr; 

// Create a stack 

_stlclen = 65500U; 

if( argc < 2) { 
fprintf( stderr, "%s: enter SNMP database file name\n", PROGNAME); 
fprintf( stderr, "%s: usage: %s snmpdbname In", PROGNAME, PROGNAME); 
exit( I); 

I 
verbose = warnflag = dbase = mibcnt = j = O; 
warnenable = I ; 

mibcnt = I; 
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if( ( mibptr"' (char**) malloc( ( size_t) ( ( sizeof( char*)) • ( mi bent+ I))))== NULL) 
( 

fprintf( stderr, "%s: memory allocation errorln", PROGNAME); 
exit( I); 

ptrptr = mibptr; 

*ptrptr = MIBFILE; 

i = initsnmp( argv(l], mibptr); 

if( i < 0) 
( 

fprintf( stderr, "%s: couldn't initialize the snmp routiaes\n", PROGNAME); 
endsnmp(); 

init_ win(); 

if( mibptr != NULL) 
free( ( void *) mibptr); 

exit( I); 

G_pgmrun = TRUE; 

set_maindisp(); 
get_time_now O; 
disp_time (); 

cprintf( "interrogating agents\n\r"); 
if( ( status = pollagentsO) < 0) 
( 

fprintf( stderr, "%s: can't interrogate the agents, error %d\n" PROGNAME, status); 
endsnmp(); 

dispall(); 

free( ( void *) mibptr); 
exit( I); 

printto = tocnt = endflag = O; 

while (G_pgmrun) 

// at top of loop, update clock if onscreen 

get_time_now (); 

d isp_time (); 

ff process any outstanding keystrokes 
key_main(); 

/* start receiving packets */ 

if( ( status = rcvpkts()) < 0) 
I /* error on receiving packets?*/ 

fprintf( stderr, "%s: error %don receipt of packets\n", PROGNAME, status); 

I 
else 
{ 

if( status = 0) 
I /* no errors, no packets received? • / 

tocnt++; 
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} 

if( tocnt % 60= 0) 
I I* time to interrogate the agents? */ 

if( ( status = pollagentsO) < 0) 

I 
fprintf( std err, 

tocnt = O; 
printto++; 

"%s: can't interrogate the agents, error %d\n", PROGNAME, status); 

if( printto % 10 == 0) 
dispall(); 

else 
dispchgs(); 

if( ( wamflag = ckopstat()) = 0) /* check operational status*/ 
wamenable = l; /* enable warning if op status is okay*/ 

if( ( wamenable > 0) && ( wamflag > 0)) 
{ 
t• warning enabled and op status no< okay? */ 

if( wamenable < 6) 
{ 
/* yes, sound a waring once a sec.? */ 

I 
else 

I 

beep(); /* yes, sound! bell */ 

/* sound warning once a minute */ 
if( ( wamenable % 60) = 0) 

beep(); 

wamenable++; /* increment the bell count */ 

) II while G_PGMRUN; /* loop while exit flag is clear */ 

cleanexit(); 

endsnmp(); 
free( ( void *) mibptr); 

exit( 0); 
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l*---dispchgsO----- --------*/ 
/* Show any infonnation in the database that has changed since the last 
time the data was shown. 

*I 

int dispchgsO 
( 

int dispinfo( int); 
return( dispinfo( 0)); 

/*---dispallQ-------------*/ 
/* Show all infonnation in the database whether or not it has been 
shown before. 

*I 

int dispall() 
( 

int dispinfo( int); 
return( dispinfo( -1)); 

l*-dispinfoQ-------------*/ 
/* If flag is :zero, print on the standard output only that data that 
has changed since it was last read. If flag is non-:zero, print all the 
data. 

*I 

int dispinfo( flag) 
int flag; { 

struct routinfo *getnxtroutp( struct routinfo *); 
struct varinfo •getnxtvarp( struct routinfo *, struct varinfo *); 
int getroutaddr( struct routinfo •, char *, int); 
int getvarstr( struct varinfo *, char •, int); 
int getinxstr( struct varinfo *,char*, int); 
int getvarval( struct varinfo *, void *, int); 
int clrvarchfl( struct varinfo *); 
unsigned long getvartime( struct varinfo *); 
char *getvartype( struct varinfo *); 
char *xlatevalue( struct varinfo *); 
char *asctime( const struct tm *); 
struct tm *localtime( const time_t *); 
struct routinfo *rinfop; 
struct varinfo *vblkp; 
int headerflag, i; 
unsigned long Ii; 
char tempbuf[ BUFFERSlZ], *strp; 

if( ( rinfop = getnxtroutp( NULL)) == NULL) 
( 

cprintf( "There is no agent infonnation\n\r"); 

while( rinfop != NULL) 
( 

headertlag = O; 
vblkp = NULL; 
while( ( vblkp = getnxtvarp( rinfop, vblkp)) != NULL) 
{ 

if( ( flag != 0) II ( getvarchfl( vblkp) != 0)) 
{ 

if( headerflag = 0) 
{ 

headerflag-; 

if( getroutaddr( rinfop, tempbuf, BUFFERSIZ) < 0) 
cprintf( "dispinfo: can't get agent string\n'c"); 
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cprintf( ''\r\n\nFor agent %s\nlr", tempbuf); 
} 
if( ( i = getvarstr( vblkp, tempbuf, BUFFERSIZ)) < 0) 

cprintf(" Can't get variable, error %d\nlr", i); 

cprintf(" %s", tempbuf); 

if( ( i = getinxstr( vblkp, tempbuf, BUFFERSIZ)) < 0) 
cprintf( ''\nlr Can't get index, error %d\nlr", i); 

if( i == 0) /* was there an index?*/ 
cprintf( " was "); /* no, don't print an index */ 

else /* there was an index, print it */ 
cprintf( ".%s was", tempbuf); 

if( ( strp = xlatevalue( vblkp)) != NULL) 
{ 

else 

\ 

cprintf( "%s, ", strp ); 

if( ( strp = getvartype( vblkp)) = NULL) 

else 
{ 

cprintf( "\nlr Can't get variable type\nlr"); 

for( i = O; strp[ i] != 'V.J; i++); 

} 
else 

\ 

if( cmpstr( strp, "Wlsigned long", i) == 0) 
( 

} 

if( getvarval( vblkp, ( void *) &Ii, sizeof( Ii))< 0) 
fprintf( stderr, ''\n Can't get long integer value\n"); 

else 
( 

cprintf( "%Ju, ", Ii); 

else 
( 

if( cmpstr( strp, "int", i) = 0) 
\ 

} 
else 
{ 

if( getvarval( vblkp, ( void *) &i, sizeof( i)) < 0) 
fprintf( stderr, ''\n Can't get integer\n"); 

else 
cprintf( "%d, ", i); 

if( cmpstr( strp, "hex string", i) = 0) 
if( getvarval( vblkp, ( void *) tempbuf, BUFFERSIZ) < 0) 

fprintf( stderr,''\n Can't get hex stringln"); 
else 
{ 

cprintf( "%s, ", tempbuf); 
} 

else 
{ 
if( cmpstr( Strp, "ASCII string", i)== 0) 
{ 

if( getvarval( vblkp, ( void *) tempbuf,BUFFERSIZ) < 0) 
fprintf( stderr,''\n Can't get ASCII string\n"); 

else 
{ 

cprintf( "%s, ", tempbuf); 

if( cmpstr( Strp, "integer string", i) == 0) 
{ 

if( getvarval( vblkp,( void*) tempbuf, BUFFERSIZ) < 0) 
fprintf( stderr,"\n Can't get integer string\n"); 
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l 

l 

/* now add the time stamp to the line */ 

else 

I 

I 
l 
else 

cprintf( "%s, ",tempbuf); 

fprintf( stderr,"\n Unsupported variable type \"%s\"\n",strp); 

if( ( U = getvartime( vblkp)) < 0L) 

fprintf( stderr, "\n Can't get time stamp\n"); 
else 
{ 

if( Ii ==0L) 
cprintf( "timestamp is 0\nlr"); 

else 
cprintf( "%sir" ,asctime( localtime( ( time_t *)&Ii))); 

if( clrvarchfl( vblkp) < 0) /* cleared this variable's flag? */ 
fprintf( stderr, "\!Can't clear the change tlag\n"); 

rinfop = getnxtroulp( rinfop ); 

return( 0); 

/*-ckopstat()-------------•/ 
/* Check all variables in the database for ifOperStatus. If one is 
found and its status is not 'up', return one. Otherwise return zero 
unless there is an error; then return ERROR. 

., 
int ckopstat( void) { 

struct routinfo •getnxtroulp( struct routinfo *); 
struct varinfo *getnxtvarp( struct routinfo *, struct varinfo *); 
int getvarstr( struct varinfo *, char •, int); 
int cmpstr{ unsigned char •, unsigned char •, int); 
char vamame[ STRINGSIZ]; 
struct routinfo *rinfop; 
struct varinfo •vinfop; 
rinfop = getnxtroulp( NULL); /* get first agent pointer */ 

while( rinfop != NULL) 
{ 

vinfop = getnxtvarp( rinfop, NULL); /* get first variable ptr */ 

while( vinfop != NULL) 
{ 

I 

if( getvarstr( vinfop, vamame, STRINGSIZ) < 0) 

I 
fprintf( stderr, "ckopstat: can't get variable nameln"); 
return( ERROR); 

if( crnpstr( ( unsigned char *) varname, ( unsigned char*) "ifOperStatus", 13) = 0) 
{ 

if( *( ( int *) vinfop->varvalue) != I) 
return( I); 

vinfop = getnxtvarp( rinfop, vinfop); /* get next variable ptr */ 

rinfop = getnxtroutp( rinfop); /* get next agent pointer */ 
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I 
return( O); 

I 
II END SNMPMGR.C 
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t•--getcmunp()--------------*/ 
t• Given a network descriptor, retwn the pointer to the SNMP community 
associated with that nd. Return NULL on error. 

*I 

#include "/gary/snmplsnmp_src/pd/pdnet.h" 
#include "/gary/snmp/snmp_src/pd/soclcmgr/soclcmgr.h" 
#include <stdio.h> /* for NULL */ 

unsigned char *getcmtmp( int nd) 
( 

extern struct sockdata •socketroot; 
struct sockdata •sockdatap; 

sockdatap = socketroot; 

while( ( sockdatap->nd != nd) && (sockdatap->nxtstrcp != NULL)) 
sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
( 

fprintf( slderr, "getcmtmp: no sockdata for nd %d\n", nd); 
return( NULL); 

return( ( unsigned char *)&( sockdatap->routinfop-xommunity[O])); 

//end getcmunp.c 
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*/---getconninfo()------------*/ 
/* Given a network descriptor, fill in the given array with the 
information about the connection associated with that descriptor. 
Return error if the network descriptor is not allocated; return O on 
success . . , 
#include 
#include 

''\garylsnmp\5nrr.,_src\pd\pdnelh" 
<stdio.h> /* for NULL, fprintf(), etc. */

int getconninfo( int nd, struct sockdata •sockinfop) 
{ 

extern struct sockdata •socketroot; 
struct sockdata *sockdatap; 

if( socketroot = NULL) 
{ 

fprintf( stderr, "getconninfo: socketroot is NULL\n"); 
return( ERROR); 

sockdatap = socketroot; 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
( 

fprintf( stclerr, "getconninfo: no matching nd found for %d\n", nd); 
return( ERROR); 

sockinfop->nd = sockdatap->nd; 
sockinfop->reqid = sockdatap->reqid; 
sockinfop->routinfop = sockdatap->routinfop; 
sockinfop->fhost = sockdatap->fhost; 
sockinfop->fsocket = sockdatap->fsocket; 
sockinfop->lsocket = sockdatap->lsocket; 
sockinfop->protocol = sockdatap->protocol; 

return( 0); 

II end getconni.c 
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/*--getnxtsendnd0-------------*/ 
/* Given a send network descriptor, find the next send network descriptor 
in the socket information table. If the given network descriptor is -1, 
find the first send network descriptor in the table. Return ERROR on 
error . . , 
#include "\gary~\irunp_srclpd'¢neth" 
#include <stdio.h> /* for NULL, fprintf(), etc. */

int getnxtsendnd( int nd) 
{ 

I 

extern struct sockdata •socketroot; 
struct sockdata *sockdatap; 

if( socketroot = NULL) 
( /* no socket info? */ 

return( ERROR); t• right, error •t 

sockdatap = socketroot; /* start from the first info blk */ 

if( nd != ( -1)) 
{ /* looking foc send block following the nd one*/ 

/* loop while we haven't found the nd block */ 
while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
{ 

sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != od) 
( /* found the right block? */ 

fprintf( stderr, "getnxtsendnd: can't find matching nd for %d\n",nd); 
return( ERROR - 3); /* no, error */ 

} 
if( sockdatap->reqid < ( long)( -1)) 
I I* does this blk have the right request id along with the right nd? */ 

fprintf( stderr, "getnxtsendnd: wrong request id, reqid is %!din", sockdatap->reqid); 
return( ERROR - 4); /* no, error*/ 

if( sockdatap->nxtstrcp = NULL) 
I 

return( ERROR - 6); 

else 
sockdatap = sockdatap->nxtslr'cp; 

/* we found the right send blk, look for the next send block */ 

while( ( sockdatap->reqid < ( long)( -1)) && ( sockdatap->nxtstrcp != NULL)) 
I 

sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->reqid < ( long)( -1)) 
{ /* found a send blk? */ 

return( ERROR · 2); 

rerurn( sockdatap->nd); 

/* no, error */ 

/* return the nd of the right blk */ 

// end getnxtsn.c 
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1•-- ge1nxttrapnd0------------·•1 
!• Given a trap network descriptor, return the next trap network 
descriptor in the socket information table. If the network 
descriptOr passed to this routine is -1, start with the ftrst trap 
network descriptor. Return ERROR on error. 

*I 

#include ''\gary\snmp\s~_src~th" 
#include <stdio.h> /* for NULL, fprintfO, etc. •1 

int getnxttrapnd( int nd) 

I 

} 

extern sttuct sockdata "socketroot; 
struct sockdata *sockdatap; 

if( socketroot == NULL) 
{ /* no socket info? */ 

return( ERROR); /* right, error */ 

sockdatap = socketroot; 

if( nd != ( - 1)) 
{ /* looking for trap block following the nd one */ 

/* loop while we haven't found the nd block */ 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
{ 

sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
I l* found the right block? */ 

fprintf( stderr, "getnxttrapnd: no matching nd found for %din", nd); 
return( ERROR - 3); /* no, error*/ 

if( sockdatap->reqid != ( long)( -2)) 
( /* does this blk have the right request id along with the right nd? */ 

fprintf( stderr, "getnxttrapnd: incorrect request id found, %!din", sockdatap->reqid); 
return( ERROR - 4); /* no, error*/ 

if( sockdatap->nxtstrcp = NULL) 
I /* is there a next block? */ 

return( ERROR - 6); I* no, error */ 

} 
else /* there is a next block * / 

sockdatap = sockdatap->nxtstrcp; /* point to it */ 

/* we found the right trap blk, look for the next trap block*/ 

while( ( sockdatap->reqid != ( long)( -2)) && ( sockdatap->nxtstrcp != NULL)) 
{ 

/* loop while we find non-trap blocks */ 
sockdatap = sockdatap->nx tstrcp; 

if( sockdatap->reqid != ( long)( -2)) 
{ /* found a trap blk? */ 

return( ERROR - 2); 
} 

/* no, error */ 

return( sockdatap->nd); /* return the nd of the right blk */ 

//end getnxttn.c 
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/*--- getconnreqidO ------------*/ 
/* Given a network descriptor (nd), return the request id in the 
connection information structure. Return NULL on error. 

*I 

#include ''\garylsnmp\snmp_src\pd\pdnet.h" 
#include <Stdio.II> /* for NULL, fprintfO, etc. */ 

long getconnreqid( int nd) 
{ 

) 

extern int verbose; 
e,i.tem struct sockdata *socketroot; 
e,i.tem int univerr; 
struct sockdata •sockdatap; 

if( socketroot = NULL) 
{ 

fprintf( stderr, "getconnreqid: socketroot is NULL\n"); 
univerr =-I; 
return( NULL); 

sockdatap = socketroot ; 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
{ 

if( verbose= 513) 
fprintf( stderr, "getconnreqid: found nd = %cl, request id= %Id\n", 

sockdatap->nd, sockdatap->reqid); 
sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
I 

fprintf( stderr, "getconnreqid: no matching nd found for %d\n", nd); 
univerr = -2; 
return( NULL); 

if( verbose= 513) 
fprintf( stderr, "getconnreqid: returning nd = %cl, request id= %1d\n", sockdatap->nd, sockdatap->reqid); 

return( sockdatap->reqid); 

// END GETREQID.C 
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/* netc - network functions 
*I 

/*--include files-------------•/ 
#include ''\garylsnmplsnmp_src\pd\5ockmg!\sockmgr.h" 
#include ''\garylsnmplsnmp_src'¢\pdneth" 
#include <stdio.h> /* for NULL, fprintfQ, etc. */ 
#include «los.h> /* for FP _OFFO, etc. */ 
#include <malloc.h> /* for malloc(), etc. •t 

/*-set_cption11---------------*/ 
/* Enable the option specified for the networlc descriptor given . . , 
int set_option( int nd, int proto, int option, char far *optionaddr, int optionlen) 
{ 

return( 0); 

/*-net_list.en()-------------*/ 
/* Enable the packet driver for receiving IP packets. 

*I 

int net_listen( int nd, int proto, s1ruet addr •sockinfop) 
{ 

extern struct dvrinfo pdvrinfo; 
extern int iphandle; 
extern int netermo; 
extern void far buffmgr( void); 

int initdvr( struct dvrinfo •, unsigned char • , int, char far *); 

if( iphandle < 0) 
{ 

int iptype; 
iptype = BY1ESW AP( E_ TYPE_IP); 
if( ( iphandle = initdvr( &pdvrinfo, ( unsigned char*) &iptype, 

sizeof( iptype), ( char far*) buffmgr)) < 0) 

netermo = iphandle; 
return( ERROR); 

sockinfop->protocol = ( unsigned char) proto; 

return( 0); 
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/*-- net_readfrom()-------------*/ 
/* Given a network descriptor, a pointer to a buffer, the length of 
that buffer, a pointer to socket data, and a flags integer, check the 
appropriate packet queue (as identified by the socket protocol) for 
packets meant for the specified network descriptor. If any are found, 
copy the data from the packets into the buffer, providing the buffer 
is large enough. 

*I 

int net_readfrom( in t nd, char *buffer, wtsigned int buflen, 
struct addr •sockinfop, unsigned int flags) 

extern struct bufferblk far *udpqptr, far •tcpqptr, far *icmpqptr; 
extern int netermo; 

int getpkts( void); 
int fmovestr( unsigned char far *, unsigned char far *, int); 

struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
struct updhdr far *udphdrp; 
struct tcphdr far *tcphdrp; 
unsigned char far *ucp; 
struct bufferblk far • qptr, far •prevbbp; 
int datalen; 

getpktsO; 

if( sockinfop->protocol = ( unsigned char) IP _PROTO_UDP) 
prevbbp = qptr = udpqptr; 

else 
{ 

if( sockinfop->protocol = ( wtsigned char) IP _FROTO_ TCP) 
prevbbp = qptr = tcpqptr; 
else 
( 

fprintf( stderr, "net_readfrom: unrecognized protocol %02x\n", sockinfop->protocol); 
netermo=0; 

return( ERROR); 

if( FP _OFF( qptr) = NULL) 
return( 0); 

while( ( qptr->nxtblockp != NULL) && ( qptr->handle != nd)) 
( 

prevbbp = qptr; 
FP _OFF( qptr) = ( unsigned int) qptr->nxtblockp; 

if( qptr->handle != nd) 
return( 0); 

if( qptr->bufferlen > buflen) 
return( ERROR); 

if( qptr == udpqptr) 
FP _OFF( udpqptr) = ( unsigned int) qptr->nxtblockp; 

else 
( 

if( qptr = tcpqptr) 
FP _OFF( tcpqptr) = ( unsigned int) qptr->nxtblockp; 

else 
( 

prevbbp->nxtblockp = qptr->nxtblockp; 
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ethhdrp = ( struct ethhdr far *) qptr->data; 

iphdrp = ( struct iphdr far *) ( ethhdrp + I); 

datalen = BYTESW AP( iphdrp->ippktlen); /* get ip pkt Jen */ 

datalen -= F _IP _IHL( iphdrp->ipver_hl); /* subtract the ip header */ 

ucp = ( unsigned char far *) ( ( unsigned char far *) iphdrp + 
F _IP _IHL( iphdrp->ipver_hl)); 

if( sockinfop->prOlocol = IP _PROTO_UDP) 
{ 

else 
{ 

ucp += sizeof( struct udphdr ); 
datalen-= sizeof( struct udphdr); 

if( sockinfop->protocol = IP_PROTO_TCP) 
{ 

tcphdrp = ( struct tcphdr far *) ucp; 
ucp += F _TCP _HDL( tcphdrp->0ffset); 
datalen -= F _ TCP JIDL( tcphdrp->0ffset); 

fmovestr( ucp, ( unsigned char far *) buffer, datalen); 
qptr->usedflag = O; 

return( datalen); 
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~--- net_connect()-------------*/ 
/* Given a network descriptor, the protocol to use in sending packets, 
and a pointer to a struct containing the foreign host, foreign socket, 
and local socket to use, establish a connection with the foreign 
machine. Only UDP is currently supported . . , 
int net_connect( int nd, int proto, struct addr •sockinfop) 
{ 

extern int iphandle; 
extern struct dvrinfo pdvrinfo; 
extern int netermo; 

void far buffmgr( void); 
int net__getdesc( void); 
int initdvr( struct dvrinfo *, unsigned char *, int, char far *); 

if( proto != IP _PROTO_UDP) 
return( ERROR); 

sock.infop->protocol = ( unsigned char) proto; 

if( iphandle < 0) 
{ 

int iptype; 
iptype = BYTESW AP( E_ TYPE_IP); 

if( ( iphandle = ioitdvr( &pdvrinfo, ( unsigned char *) &iptype. 
sizeof( iptype), ( char far*) buffmgr)) < 0) 

if( nd < 0) 
{ 

return( nd); 

netermo = iphandle; 
return( ERROR); 

if( ( nd = net__getdesc()) < 0) 
return( ERROR); 
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~-- net_writeto()-------------*/ 
/* Given a network descriptor, a pointer to a buffer containing data, 
the length of the data buffer, a pointer to socket information, and 
any flags, send a packet containing the data in the buffer to the host 
specified by the network descriptor and the socket information. Only 
UDP protocol is supported currently. 

int net_writeto( int nd, char *buffer, tmsigned int buflen, 

extern struct dvrinfo pdvrinfo; 

void *malloc( size_t); 
void free( void *); 

struct addr *sockinfop, unsigned int flags) 

int movestt( unsigned char*, unsigned char*, int); 
unsigned char *getethaddr( unsigned char*); 

struct ethhdr *ethhdrp; 
struct iphdr *iphdrp; 
struct udphdr *udphdrp; 
unsigned char *ucp; 
inti; 

if( sockinfop-->protocol != IP _pROTO_UDP) 
{ 

fprintf( slderr, "net_ writeto: socket protocol not UDPln"); 
return( ERROR); 

if( ( ethhdrp = ( struct ethhdr *) rnalloc( E_MX_PSlZ)) = NULL) 
{ 

fprintf( stderr, "net_writeto: can·t get memory for a packetln"); 
return( ERROR); 

if( ( ucp = getethaddr( ( unsigned char *) &( sockinfop-->tbost))) = NULL) 
{ 

fprintf( stderr, "net_writeto: can't get host ethemet addressln"); 
return( ERROR); 

movestr( ucp, ethhdrp->destaddr, E_ADD_SIZ); 

movestr( pdvrinfo.locethaddr, ethhdrp-->srcaddr, E_ADD_SIZ); 

ethhdrp->type = BYTESW AP( E_ 1YPE_IP); 

iphdrp = ( struct iphdr *) ( ethhdrp + I); 

initiphdr( iphdrp); 

movestr( ( unsigned char*) &( sockinfop-->fhost), iphdrp-->destaddr, IP _ADD_SIZ); 
udphdrp = ( struct udphdr *) ( ( unsigned char *) iphdrp + IP _IHL (iphdrp-->ipver_hl)); 

udphdrp-->srcport = BYTESW AP( sockinfop--->lsocket); 

udphdrp-->destport = BYTESW AP( sockinfop--->fsocket); 

ioitudppkt( iphdrp, sii.eof( struct ethhdr) + IP _IHL( iphdrp-->ipver_hl) + sii.eof( struct udphdr) + buflen, buffer, buflen); 

i = sendpkt( ( unsigned char*) ethhdrp, sizeof( struct ethhdr) + BYTESW AP( iphdrp >ippktlen)); 

free( ( void *) ethhdrp ); 
if( i < 0) 
{ 

fprintf( stderr, "net_writeto: error %don sending packetln", i); 
return( ERROR); 

83 



return( 0); 
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,.. 

f"-net_getdescQ-------------*/ 
/* Return the next available network descriptor. 

*I 

struct netdesc 
{ 

struct netdesc *nxtdescp; 
intnd; 

l *firstndp = NULL; 

int net_getdesc( void) 
{ 

extern struct netdesc *firsmdp; 
void *malloc( size_t); 
struct netdesc *cwmdp, *nextndp; 

if( fu:stndp = NULL) 
{ 

if( ( curmdp = firstndp = 
( struct netdesc *) malloc( siz.eof( struct netdesc))) = NULL) 

return( ERROR); 

l 
else 
{ 

curmdp->nxtdescp = NULL; 
curmdp->nd = MIN_ND; 

curmdp = firstndp; 
while( (curmdp->nxtdescp != NULL) && ( curmdp->nxtdescp->nd = 
currndp->nd + 1 ) ) 
{ 

curmdp = curmdp->nxtdescp; 
l 

if( curmdp->nxtdescp = NULL) 
nextndp = NULL; 

else 
nextndp = curmdp->nxtdescp; 

if( ( curmdp->nxtdescp = 
( struct netdesc *) malloc( sizeof( struct netdesc))) == NULL) 

if( nextndp != NULL) 
curmdp->nxtdescp = nextndp; 

fprintf( stderr, "net_getdesc: memory allocation error\n"); 

return( ERROR); 

curmdp->nxtdescp->nd = curmdp->nd + I ; 
curmdp = curmdp->nxtdescp; 

if( nextndp != NULL) 
currndp->nxtdescp = nextndp; 

else 
currndp->nxtdescp = NULL; 

return( currndp->nd); 
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,. __ net_releaseallO -------------*/ 
,. Release all network descriptors currently in use. 

*I 

int net_releaseall( void) 
{ 

extern struct netdesc *firstndp; 
extern int arphandle, iphandle; 

void free( void *); 
int relhandle( int); 

struct netdesc *currndp; 

while( firstndp != NULL) 

I 
currndp = firstndp; 
firstndp = currndp->nxtdescp; 
free( ( void *) curmdp); 

if( arphandle >= 0) 

I 
relhandle( arphandle); 
arphandle = ( -I); 

if( iphandle >= 0) 
{ 

return( 0); 

relhandle( iphandle); 
iphandle = ( -1); 

/*-net.release()-------------*/ 
/* Release the specified network descriptor. 
*I 

int net_release( int nd) 
{ 

extern struct netdesc *firstndp; 
void free( void *); 
stcuct netdesc *currndp, *prevndp; 

if( firstndp = NULL) 
{ 

return( 0); 

curmdp = firstndp; 
prevndp = NULL; 

while( (curmdp->nd != nd) && ( curmdp->nxtdescp != NULL)) 
{ 

prevndp = currndp; 
cwmdp = curmdp->nxtdescp; 

if( curmdp->nd != nd) 
{ 

return( 0); 

if( prevndp = NULL) 
firstndp = curmdp->nxtdescp; 

else 
prevndp->nxtdescp = curmdp->nxtdescp; 
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free( ( void *) curmdp ); 

return( 0); 

/*--- pneterrol()------------*/ 
/* Print an error message based on the errors in neterrno and 
netsubermo. 

*I 

void pnelerror( char • msg) 
{ 

extern int neterrno; 
extem int netsubermo; 
fprintf( stderr, "%s", msg); 

//ENDNET.C 
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t-- setconnreqid0-----------*/ 
/* Given a network descriptor (nd), set the request id in the 
connection information structure. Return ERROR on error; zero on 
success . . , 
#include "\gary\mmp\snmp_srclpd\pdnet.h" 
#include <stdio.h> /* for NULL •t 

int setconnreqid( int nd, long requestid) 
( 

extern int verbose; 
extern struct sockdata *socketroot; 
struct sockdata *sockdatap; 

if( socketroot = NULL) 
( 

fprintf( stderr, "setconnreqid: socketroot is NULL\n"); 
return( ERROR); 

sockdatap = socketroot; 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
( 

if( verbose= 514) 
fprintf( stderr, "setconnreqid: found nd = %d, request id= %ld\n", 

sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
{ 

sockdatap->nd, sockdatap->reqid); 

fprintf( stderr, "setconnreqid: no matching nd found for %d\n", nd); 
return( ERROR); 

sockdatap->reqid = requestid; 

if( verbose= 514) 
fprintf( stderr, "setconnreqid: set nd = %d, request id= %1d\n", sockdatap->nd, sockdatap->reqid); 

return( 0); 

II END SETREQID.C 
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/*- settinfop() --- -----------*/ 
/* Given a network descriptor, set the pointer to the SNMP community 

associated with that nd. Retwn ERROR on error; zero on success. 
•t 

#include "\garylsnmp\5runp_src\pd\pdneth" 
#include <stdio.It> /* for NULL, fprintf(), etc. */ 

int setrinfop( int nd, struct routinfo •routinfop) 
{ 

extern struct sockdata •socketroot; 
struct sockdata •sockdatap; 
sockdatap = socketroot; 

while( ( sockdatap->nd != nd) && (sockdatap->nxtstrcp != NULL)) 
sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->nd != nd) 
{ 

fprintf( stderr, "setrinfop: no sockdata for nd %d\n", nd); 
return( ERROR); 

sockdatap->roulinfop = routinfop; 

return( 0); 

II END SETRINFP.C 

/*---sockglob.c------ --------*/ 
/*---- global variables */ 

#include ''\gary\5nmp\5nrnp_srclpd'pdnetb" 

int uni verr, 
netenno, 
netsuberrno; 

struct dvrinfo pdvrinfo; 

int pdvector = O; 

// END SOCKGLOB.C 
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/*-enchainbufO--------------*/ 
/* Add the buffer identified by the handle 'handle', the buffer pointer 

'buffer', and the buffer length 'bufferlen' to the chain of buffers. A 
buffer block of type 'bufferblk' is created for each buffer. The buffer 
blocks are chained together with the external pointer 'bufroot' pointing 
to the first of the chained blocks. This routine is useful only with 

*I 

the dummy packet driver and simulates what a packet driver would do with 
a full buffer. 

#include <stdio.II> 
#include <dos.h> 

/* for fprintfO, etc. */ 
/* for int86x() • / 

#define ERROR(-1) 

int enchainbuf( int handle, int bufferlen, unsigned char far *buffer) 
( 

extern int pdvector; 
extern int far asmerr; 
void segread( struct SREGS *); 
int int86x( int, union REGS • , union REGS • , struct SREGS *); 
struct SREGS segregs; 
union REGS regs; 

fprintf( stderr, "enchainbuf:\n"); 

segread( &segregs); /* get the segment registers*/ 

regs.x.ax = I ; /* set the function number*/ 
regs.x.bx = ( unsigned int) handle; /* set the handle */ 
regs.x.cx = ( unsigned int) bufferlen; /* set the buffer length */ 
regs.x.si = FP _ OFF( buffer); /* set the buffer segment addr */ 
segregs.ds = FP _SEG( buffer); /* set the buffer offset addr */ 

int86x( pdvector, &regs, &regs, &segregs); /* call the driver*/ 
if( regs.x.cflag != 0) 
I f* error on software interrupt? */ 

fprintf( stderr, "enchainbuf: error on int86x call\n"); 
return( ERROR); 

if( asmerr != 0) 
{ f* any assembly language routine errors? */ 

return( 0); 

fprintf( stderr, "enchainbuf: asmerr was %d\n", asmerr); 
return( ERROR - I); /* yes, return error */ 

ff END ENCHNBUF.C 
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!*--· getbufO--------------*t 
t• Get a buffer from the buffer manager routine 'buffmgr' in the same 
manner a packet driver would request one. This routine is useful only 
with the dummy packet driver dummypd. 

*I 

#include <stdio.h> 
#include <dos.h> 

/* for fprinlfO, etc. */ 
/* for int86x() •t 

unsigned char far •getbuf( int handle, unsigned int !en) 
{ 

extern int pdvector; 
extern int far asmerr; 
void segread( struct SREGS *); 
int int86x( int, union REGS *, union REGS *, struc.1 SREGS *); 
struct SREGS segregs; 
union REGS regs; 
unsigned char far *buffer; 

fprintf( stderr, "getbuf:\n"); 

segread( &segregs); /* get segment regism */ 
regs.x.ax = O; /* set the function number •t 
regs.x.bx = ( unsigned int) handle; /* set the handle •t 
regs.x.cx = len; /* set the required buffer length */ 
regs.x.di = O; t• clear the buffer offset */ 
segregs.es = O; /* clear the buffer segment */ 
int86x( pdvector, &regs, &regs, &segregs); /* call the driver */ 

if( regs.x.dlag != 0) 
I /* error on software interrupt?*/ 

fprinlf( stderr, "getbuf: error on int86x call\n"); 
return( ( unsigned char far *) NULL); /* yes, error */ 

FP _SEG( buffer) = segregs.es; 
FP _OFF( buffer)= regs.x.di; 

/* get buffer segment */ 
/* get buffer offset */ 

if( buffer= ( unsigned char far *) NULL) 
I /* no buffer? */ 

fprintf( stderr, "getbuf: 0:0 returned, no buffer allocated\n"); 
fprintf( stderr, "\tasmerr is %din", asmerr); 

return( ( unsigned char far *) NULL); /* right, error */ 

fprintf( stderr, "getbuf: returning buffer at %04x:%04x\n", FP _SEG( buffer), 

FP _OFF( buffer)); 

return( buffer); /* return a pointer to the buffer •t 

// END GETBUF.C 
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/$-- getlocaddr() -------------*/ 
/* Get the local network address associated with 'handle' and put it 
in 'buffer', which is 'bufflen' bytes long. 

*I 

#include <stdio.h> 
#include «los.h> 

#define ERROR 

/* for fprintfO, etc. */ 
/* for int86x0 • / 

( -1) 

int getlocaddr( int handle, unsigned char *buffer, int bufflen) 
{ 

extern int pdvector; 
void segread( struct SREGS *); 
int int86x( int, union REGS • , union REGS • , struct SREGS *); 
char *prdvrerr( int); 
struct SREGS segregs; 
union REGS regs; 

segread( &segregs); /* get the segment registers */ 
regs.h.ah = 6; /* set get_addressO function number*/ 
regs.x.bx = ( unsigned int) handle; /* set the handle */ 
regs.x.cx = ( unsigned int) bufflen;/* set the buffer length */ 
regs.x.di = ( unsigned int) buffer; /* set the buffer addr */ 
segregs.es = segregs.ds; /* set the buffer segment addr */ 
int86x( pdvector, &regs, &regs, &segregs); /* call the software int */ 

if( regs.x.cflag != 0) 
I /* error on software interrupt?*/ 

fprintf( stderr, "getlocaddr: error on int86x call\n"); 
fprintf( stderr, "\!driver error was %sin", prdvrerr( ( int) regs.h.dh)); 

return( ERROR); /* yes, error * / 

retum(O); 

// END GETLOCAD.C 
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/*-getpdint()--------------*/ 
/* Find the software interrupt between 0x60 and 0x80, inclusive, 
used by the packet driver. 

*I 

#include <stdio.h> 
#include <dos.h> 

/* for fprintf(), etc. */ 
/* for int86x() • t 

#define ERROR 

int getpdint( void) 

( -1) 

( 
int fcmpstr( unsigned char far•, unsigned char far*, int); 
void ( interrupt far* _dos_getvect( unsigned int)X); 
unsigned char far *veep; 
unsigned int vec =Ox60; /* it was 0x60; */ 
int status; 

while( vec < ( ( unsigned int) 0x81 /*it was 81 */)) 
{ /* while the vector we are looking at is within the range, loop*/ 

veep= ( W1.Signed char far *)_dos_getvect( vec); /* get the vector associated with the vector number */ 

if( veep != NULL) 
I I* is the pointer null? • / 

/* the vector isn't null */ 

vec++; 

if( ( status = fcmpstr( ( unsigned char far *) &( veep[3]), 
( unsigned char far *) "PKT DRVR", 9)) 

==0) 
/* is this the packet driver? */ 
return( ( int) vec); /* yes, return the vectornurnber */ 

/* not the packet driver, go to the next one*/ 

return( ERROR); /* no packet driver found, return em>r */ 

// END GETPDINT.C 
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/*-getdvrinfo()-------------*/ 
/* Get information about the packet driver using the software interrupt 
'pdvectol' . . , 
#include ''\gary\snmp~nnip_src\pd\pdnet.h" /* get packet driver header*/ 
#include <stdio.h> /* for fprinlfO, etc. */ 
#include <dos.h> /* for int86xO */ 

int getdvrinfo( struct dvrinfo *dvrinfop) 
{ 

extern int pdvector; 
void segread( sttuct SREGS *); 
int int86x( int, union REGS•, union REGS*, struct SREGS *); 
char *prdvrerr( int); 
sttuct SREGS segregs; 
union REGS regs; 

segread( &segregs); /* get the segment registers */ 
regs.x.ax = 0xlff; /* set the driver_info() function no. */ 
regs.x.bx = ( unsigned int) dvrinfop->handle; /* set the handle*/ 
int86x( pdvector, &regs, &regs, &segregs); /* call the software int */ 
if( regs.x.cflag != 0) 
{ /* error on software interrupt? */ 

fprinlf( stderr, "getdvrinfo: error on in186x call\n"); 
fprinlf( stderr, "\!driver error was %s\n", prdvrerr( ( inl) regs.h.dh)); 

return( ERROR); 

dvrinfop->version = ( int) regs.x.bx; 
dvrinfop->elass = ( int) regs.h.ch; 
dvrinfop->type = ( int) regs.x.dx; 
dvrinfop->number = ( int) regs.h.cl; 
dvrinfop->flag = ( int) regs.h.al; 
FP _SEG( dvrinfop->narne) = segregs.ds; 
FP _OFF( dvrinfop->name) = regs.x.si; 

return( O); 

II END GTDVRINF.C 

I* yes, error • / 

/* set the interface version •t 
/* set the interface class •t 
t• set the interface type */ 
/* set the interface number */ 
/* set the basic/exten. flag */ 
/* set the dvr name segment */ 
/* set the dvr name offset */ 
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r--- -initdvrO--------------•t 
/* Initialize the packet driver using the software interrupt 'pdvector'. 
Given the class, type, and number of the interface using pdvector, send 
it the 'type' of packets to receive, the length of the 'type' specification 
(typelen), and the address (buffsubr) of the routine which manages 
memory buffers for the packet driver. 

*I 

#include ''\gary\snmp\snmp_srclpdlpdnet.h" /* get packet driver header */ 
#include <stdio.II> /* for fprintf(), etc. */ 
#include <dos.h> t• for int86x() */ 

int initdvr( struct dvrinfo *dvrinfop, IDlsigned char *typep, int typelen, 
char far *buffsubr) 

extern int pdvector; 
void segread( struct SREGS *); 
int int86x( int, union REGS *, union REGS •, struct SREGS *); 
char *prdvrerr( int); 
int getlocaddr( int, unsigned char*, int); 
struct SREGS segregs; 
union REGS regs; 
int handle, status; 

segread( &segregs); /* get the segment registers */ 
regs.h.ah = 2; /* set the access_type() function number*/ 
regs.h.al = ( unsigned int) dvrinfop-xlass; /* set the class no. */ 
regs.x.bx = ( unsigned int) dvrinfop->type; t• set the type no. */ 
regs.h.dl = ( unsigned int) dvrinfop->number; /* set the number no. */ 
regs.x.si = ( unsigned int) typep; /* set the 'type' location */ 
regs.x.cx = ( unsigned int) typelen; /* set the 'type' len */ 
segregs.es= ( unsigned int) FP _SEG( buffsubr); /* set the buffer manager routine's segment location */ 
regs.x.di = ( unsigned int) FP _OFF( buffsubr); /* set the buffer manager routine's offset location*/ 

int86x( pdvector, &regs, &regs, &segregs); /* call the software int */ 
if( regs.x.cflag != 0) 
{ /* error on software interrupt?*/ 

fprintf( stderr, "iaitdvr: error on int86x call\n"); 
fprintf( stderr, "\!driver error was %s\n", 
prdvrerr( ( int) regs.h.dh)); 
return( ERROR); 

handle= ( int) regs.x.ax; /* set the handle */ 

/* yes, error * / 

if( (status= getlocaddr( handle, dvrinfop->locethaddr, E_ADD_SIZ)) < 0) 
( 

return( ERROR- I); 

I 
return( handle); 

II END INIIDVR.C 
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/♦'---initinfo()-------------*/ 

/* From the configuration information in the SNMP database, initialize 
the packet driver's local information. Return zero on success; ERROR 
on error. 

*I 

#include "\gary\snmp\snmp_src\pd\pdneth" 
#include ''\gary\snmp\snmp_src\snmp\snmp.h" 
#include <stdio.II> 

int initinfo( void) 
( 

extern struct routinfo *firstrinfop; 
extern struct dvrinfo pdvrinfo; 
int cmpstr( unsigned char•, unsigned char*, int); 
long atonetaddr( char *); 
void free( void *); 
int status; 
struct routinfo *rinfop, *previnfop; 
struct varinfo *vblkp; 

if( firstrinfop = NULL) 
return( ERROR); 

t• is there any database information?*/ 
I* no, error */ 

previnfop = rinfop = firstrinfop; t• point at the first info block */ 
status= cmpstr( rinfop->community, "<Configuration>"., 16); /* is it 

a configuration block?*/ 
while( ( status != 0) && ( rinfop->nxtblock I= NULL)) 
I /* while it isn't, loop*/ 

previnfop = rinfop; /* save the previous block's loc */ 
rinfop = rinfop->nxtblock; /* point at the next */ 
status= cmpstr( rinfop->community, "<Configuration>", 16); 

if( status != 0) 
return( ERROR); 

/* was any configuration info found? */ 
/* no, error */ 

if( rinfop == previnfop) /♦' yes, remove the block from the chain */ 
firstrinfop = rinfop->nxtblock; /* if it was the first, change the pointer to the first block */ 

else /* it wasn't the first, change the previous block's pointer*/ 
previnfop->nxtblock = rinfop->nxtblock; 

vblkp = rinfop->vblockp; 
free( (void*) rinfop); 

/* point at the first variable block*/ 
/* release the router info block */ 
/* initialize the driver info fields */ 

pdvrinfo.locgw[ OJ = pdvrinfo.locipaddr[ OJ = pdvrinfo.locipmask[ OJ = '\O'; 

while( vblkp != NULL) 
( 

inti; 
struct varinfo *prvblkp; 

/* while there is configuration info, loop */ 

prvblkp = vblkp; /* save the current block's location */ 
/* find the '=' in the string */ 

for( i = I ; ( i < STRINGSIZ) && ( vblkp->variable[ i] != '='); i++); 
if( ++i < STRINGSIZ) 
( /* is there more after the'=' sign?*/ 

while( ( ( vblkp->variable[ iJ = '') II ( vblkp->variable[ i] = '\I')) && 
( i < STRINGSIZ)) /* yes */ 

i++; /* find the first ascii integer*/ 
if( ( i < STRINGSIZ) && ( ( vblkp->variable[ iJ >= '0') II 

( vblkp->variable[ i] <= '9'))) 

/* did we find an integer? */ 

switch( ( vblkp->variable[0] & UCASEMSK)) 
I I* yes *I 
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case( 'G'); /* if it was a 'g', get the gateway addr */ 
if( pdvrinfo.locgw[ OJ = '\O') 
*( ( long *) &( pdvrinfo.locgw[ OJ)) = 

atonetaddr( &( vblkp->variable[ i))); 
break; 

case( 'I'): /* if it was an 'i', get the ip mask •t 
if( pdvrinfo.locipmask[ OJ = 'VJ) 
*( ( long *) &( pdvrinfo.locipmask[ OJ))= 
atonetaddr( &( vblkp->variable[ i])); 
break; 

case( 'L '): t• if it was an 'I', get the local ip addr */ 
if( pdvrinfo.locipaddr[ OJ = '\O') 
*( ( long *) & ( pdvrinfo.locipaddr[ OJ)) = 
atonetaddr( &( vblkp->variable[ i))); 

) t• else, ignore this block */ 
/* else, ignore this block */ 

vblkp = vblkp->nxtblock; 
free( (void*) prvblkp); 

/* point to the next block */ 
t• release the old one •t 

if( ( pdvrinfo.locipaddr[ OJ= '\O') II ( pdvrinfo.locgw[ OJ= '\O') II ( pdvrinfo.locipmask[ OJ== '\O')) 
/* were any fields not initialized? */ 
return( ERROR); t• yes, error*/ 

return( 0); /* no errors*/ 

// END INITINFO.C 
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/*-getinxstr()-------------*/ 
/* Given a pointer to a variable info block, a pointer to a character 
buffer and its length, put the index in the form of an ASCll string 
into the buffer. Return the number of characters put into the 
buffer, not including the 'VJ'. Return ERROR on error. 

*I 

#include ''\gary\<inmp\snmp_src\<;nmp\<;mnp.h" /* for structures*/ 
#include <stdio.h> /* for NULL, fprintf(), etc. */ 

#defme ERROR ( -1) 

int getinxstr( variable, buffer, buflen) 
struct varinfo *variable; 
char *buffer; 
int buflen; 

extern struct routinfo *firstrinfop; 
long decdsubid( unsigned char **); 
struct routinfo '"rinfop; 
struct varinfo *vblkp; 
int endflag, i,j; 
unsigned char tempbuf[STRINGSIZ + 16), *bytep, *bytep 1; 

endflag = 0; 
rinfop = firsttinfop; /* make sure 'variable' is a valid pointer */ 
while( ( rinfop != NULL) && ( endllag = 0)) 
{ /* loop while there are router blocks to look at */ 

vblkp = rinfop->vblockp; /* point to tihe first variable block*/ 

while( ( vblkp != NULL) && ( endtlag == 0))' 
I I* loop while there are variable blocks to look at*/ 

if( vblkp = variable) /* is this the right variable block'! */ 
endflag++; /* yes, set the flag */ 

else 
vblkp = vblkp->nxtblock; 

} 
/* no, continue looping */ 

rinfop = rinfop->nxtblock; /* go to the next router block */ 

if( vblkp != variable) /* did we find the right variable block?*/ 
return( ERROR); I* no, error */ 

bytep = ( unsigned char *) &( vblkp->index[0]); 
bytepl = ( unsigned char*) &( vblkp->index[ ( int) vblkp->indexlen]); 
i =0; 

while( ( bytep < bytepl) && ( i < STRINGSIZ)) 
{ 

sprintf( ( char *) &tempbuf[i), "%d. ", ( int) decdsubid( &bytep )); 

while( ( tempbuf[i] != (unsigned char) 'VJ') && ( i < STRINGSIZ)) 
i++; 

if( bytep < bytep I ) /* index too large for temp buffer? */ 
/* yes, error * / return( ERROR • I); 

if( i > buflen) /* given buffer too small? */ 

if( i>0) 
( 

return( ERROR - 2); /* yes, error * / 

/* was there an index? */ 
tempbuf[i - l J = 'VJ'; /* yes, overwrite the last '.' with "fJ' */ 

for(j = 0 ;j < i ; j++) /* move it to the user's buffer*/ 
buffer(j] = tempbuf[j]; 
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else 
I I* there was no index */ 

} 
return( i); 

// END GETINXST.C 

if( buflen < 2) /* user's buffer too small? */ 
return( ERROR - 3); /* yes, error*/ 

buffer[ OJ = 'O'; 
buffer[ I J = '\O'; 
i = I; 

/* put zero in user's buffer */ 
/* null terminate the string */ 
/* set the number of characters in the buffer */ 
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/*-- gelnXtchangeO------------ -*/ 
/* Given a pointer to a router info block and a pointer to a 
variable info block associated with that router, return a 
pointer to the next block associated with the same router in which 
the change flag is set If the given pointer to a variable block is 
NULL, return the first such block. Return NULL on error. 

*I 

#include ''\gary\snmp\snmp_src\wnp\wnp.h" 
#include <stdio.h> 

/* for structures */ 
/* for NULL, fprintfO, etc. */ 

struct varinfo *getnxtchange( router, variable) 
struct routinfo *router; 
struct varinfo *variable; 

extern struct routinfo *firstrinfop; 
struct routinfo *rinfop; 
struct varinfo *vblkp; 
int endflag, i; 

endflag = O; 
rinfop = firstrinfop; 
while{ ( rinfop != NULL) && ( rinfop != router)) 

rinfop = rinfop->nxtblock; 

if( rinfop != router) 
return( NULL); 

if( variable= NULL) 
{ 

else 

vblkp = rinfop->vblockp; 

if( vblkp-xhangeflag > 0) 
return( vblkp); 

/* make sure 'variable' is a valid pointer */ 
/* loop while there are router blocks to look at */ 
/* go to the next router block */ 

/* found the right router block? */ 
/* no, error */ 

/* asking for first change block? */ 
/* yes, point to first variable blk */ 

/* is its change flag set? */ 
/* yes, return a pointer to it*/ 

{ /* not asking for first block, find given one */ 
vblkp = rinfop->vblockp; /* point to the first variable block */ 
while( ( vblkp != NULL) && ( vblkp != variable)) /* loop while there are variable blocks to look at*/ 
vblkp = vblkp->nxtblock; /* no match, continue looping */ 

if( vblkp != variable) /* did we find the right variable block? */ 
return( NULL); /* no, error*/ 
/* now we start looking for the next changed block */ 

vblkp = vblkp->nxtblock; /* point to next block • / 

while( ( vblkp != NULL) && ( vblkp->changeflag <= 0)) /* loop while we can't find a changed block */ 
vblkp = vblkp->nxtblock; /* no match, continue searching */ 

if( ( vblkp = NULL) II ( vblkp-><:hangeflag <= 0)) 
return( NULL); 

/* found a block?*/ 
t• no, error */ 

return( vblkp); /* yes, return a pointer to it*/ 

II END GETNXTCH.C 
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I*-getnxtroutp()------------*/ 
/* Given a pointer to a router info block, find the next router info 
block in the chain. If 'router' is NULL, find the first block in 
the chain. Return a the pointer to the next block on success, or 
NULL on error. 

*I 

#include <stdio.h> /* for NULL. 'sprintfO', and 'fprintfO' */ 
#include ''\gary\snmp\snmp_src\somp\wnp.h" 

struct routinfo *getnxtroutp( router) 
struct routinfo *router; 
{ 

extern struct routiofo *fJIStriofop; 
struct routinfo *rinfop; 

if( router== NULL) 
return( firstrinfop ); 

rinfop = firstrinfop; 

/* for structures */ 

I"' asking for a pointer to the first block? */ 
/* yes, return it */ 

/* find the current block */ 

while( ( rinfop != router) && ( rinfop->nxtblock != NULL)) 
rinfop = rinfop->nxtblock; 

if( rinfop != router) 
return( NULL); 

return( router->nxtblock); 

// END GETNXTRP.C 

/* found the current block?*/ 
/* no, error */ 

/* return a pointer to the next block */ 
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~--getnxtvarp()------------*/ 
/* Given a pointer to a router info block and a pointer to a 
variable info block, return a pointer to the next variable info 
block for that router. If the given variable info block is NULL, 
return the first variable info block for the given router. Return 
NULL on error. 

•t 

#include ''\gary\snmp\snmp_src\snmp\snmp.h" 
#include <stdio.It> 

struct varinfo *getnxtvarp( router, variable) 
struct routinfo *router; 
struct varinfo *variable; 

extern struct routinfo *firstrinfop; 
struct routinfo *rinfop; 
struct varinfo *vblkp; 

/* for NULL, fprintfO, etc. */ 

/* check to see if the router block given is a valid one */ 

rinfop = firstrinfop; /* point to the first router block */ 

/* loop while this router block pointer is not the one we want */ 

while( ( rinfop != router) && ( rinfo!>'>nxtblock != NULL)) 
rinfop = rinfof>'>nxtblock; /* point to the next block */ 

if( rinfop != router) 
return( NULL); 

if( variable= NULL) 
return( rinfOf>'>vblockp); 

vblkp = rinfof>'>Vblockp; 

/* found the right block? */ 
/* no, error */ 

/* yes, is the first variable block desired?*/ 
/* yes, return it •t 

/* point to the first variable block */ 
/* loop while we're not at the right block */ 

while( ( vblkp != variable) && ( vblkf>'>nxtblock != NULL)) 
vblkp = vblkf>'>nxtblock; /* point to the next block */ 

return( vblk.f>'>nxtblock); /* return the pointer to the next block, whether there is a block or the pointer is NULL */ 

II END GETNXTVP.C 
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,.._getrouladdr()------------*/ 
/* Given a pointer to a routing info block, put the address of the 
router in the buffer 'buff. Return the number of characters, not 
including the \O', or ERROR on error . . , 
#include "\gary\snmplsnmp_src\snmp~mp.h" 

#define ERROR ( -1) 

int getroutaddr( router, buff, butlen) 
struct routinfo '"router; 
char *buff; 
int buflen; 

inti; 
char *bytep; 

bytep = ( char *) &( router->routeraddr[0]); 

for( i = 0; ( bytep[i) != \0') && ( i < buflen) ; i++) 
buff[i] = bytep[i) ; 

if( bytep[i) != '\O') 
return( ERROR); 

buff[i] = bytep[i]; 

return( i); 

/* move the \O' to the buffer */ 

II END GETRADDR.C 
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I*-gelrooterp()------------*/ 
t• Given a pointer to a string containing the ascii address of a 
router and a pointer to a router info block, return a pointer to the 
next router info block matching the ascii address after the pointed 
to block, or return NULL on error. If the router block pointer is 
null, return the first router block matching the address. 

*I 

#include <stdio.ID /* for NULL, 'sprintf()', and 'fprintfO' */ 
#include ''\gary\snmp\snmp_src\snmp\snmp.h" 

struct routinfo *getrouterp( routeraddr, routinfop) 
char •routeraddr; 
struct routinfo *routinfop; 

extern struct routinfo *firstrinfop; 
int cmpstr( unsigned char •, unsigned char • , int); 
struct routinfo *rinfop; 
int i, status, nxtflag; 

rinfop = firstrinfop; 

for( i = 0; routeraddr[i] != '\O'; i++); 

i++; 

if( routinfop = NULL) 
nxtflag = I; 

else 
nxtflag = 0; 

do 

/* for structures */ 

/* find the first block */ 
t• get the length of the given address string */ 

/* add in the character */ 

/* retwn the first block found? •t 
I* yes*/ 

/* no, find a later block */ 

( /* find the block with the matching address string •t 

status= cmpstr( ( unsigned char*) routeraddr, ( unsigned char*) &( rinfop->routeraddr[0]), i); 
if( status != 0) /* did the strings match */ 

else 
{ 

rinfop = rinfop->nx.tblock; /* no, go to the next block */ 

if( nxtflag <= 0) 
{ 

/* the strings matched */ 

/* do we want this block? */ 

status = I ; /* no, negate the match */ 
if( routinfop = rinfop) /* do we want the next block? */ 
nxtflag = I; /*yes*/ 
rinfop = rinfop->nxtblock; /* point to the next block */ 

/* else, we want this block, do nothing */ 

} while( ( status != 0) && ( rinfop != NULL)); 

return( rinfop ); 

/* loop while the strings didn't match and there is a next block */ 

t• return either NULL or a pointer to the right block •t 

II END GETROlITP.C 
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t---getvarchgt1O------------*t 
/* Given a pointer to a variable info block, retwn the value of the 
changetlag. A positive value indicates a change has taken place, zero 
indicates no change, negative values indicate errors. 

*I 

#include "\garylsnmp~_src\snmplsnmp.h" 
#include <stdio.It> 

#define ERROR (-I) 

int getvarchfl( variable) 
sbUct varinfo *variable; 

extern sbUct routinfo *firstrinfop; 
struct routinfo '"rinfop; 
struct varinfo *vblkp; 
intendflag; 

endtlag = O; 
rinfop = firstrinfop; 

while( ( rinfop != NULL) && ( endflag = 0)) 
{ loop while there are router blocks to look at */ 

vblkp = rinfop->vblockp; 

I* for structures */ 
/* for NULL. fprintf(), etc. •t 

/* malce sure 'variable' is a valid pointer */ 

/* point to the first variable block */ 

while( ( vblkp != NULL) && ( endflag = 0)) 
{ /* loop while there are variable blocks to look at */ 

if( vblkp = variable) 
endflag++; 

else 

/* is this the right variable block? */ 
/* yes, set the flag*/ 

vblkp = vblkp->nxtblock; t• no, continue looping */ 
} 
rinfop = rinfop->nxtblock; /* go to the next router block */ 

if( vblkp != variable) /* did we find the right variable block? */ 
retwn( ERROR); /* no, error */ 

return( ( int) vblkp->ehangeflag); 

// END GETV ARFL.C 
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/*-getvarp()--------------*/ 
/* Given poinlels to strings containing a router address, a variable 
name, and an index, return a pointer to a variable info block that 
matches the criteria. Return NULL on error. 

#include ''\gary\<;nmplsnmp_srclsnmp\mrnp.h" 
#include <stdio.h> 

/* for strucrures */ 
/* for NULL, fprintfO, etc. */ 

struct varinfo *getvarp( router, variable, index) 
char *router, *variable, *index; 

extern struct obj info *isoorgroot; 
int cmpstr( unsigned char*, unsigned char *, int); 
struct objinfo *searcharr( struet objinfo *,char*); 
int encdindex( unsigned char *, unsigned char •, int, struct obj info *); 
struct routinfo *getrouterp( char *, struct routinfo *); 
struct varinfo *getnxtvarp( struct routinfo *, struet varinfo *); 
struct routinfo *rinfop; 
struct objinfo *objinfop; 
struct varinfo *vblkp; 
int varlen, status; 
unsigned char tempbuf[STRINGSIZJ; 

/* is the router address valid? */ 

if( ( rinfop = getrouterp( router, NULL))= NULL) 

I 
return( NULL); /* no, error */ 

if( ( objinfop = searcbarr( /* mibroot */ isoorgroot, variable))== NULL) 
{ 

return( NULL); 
/* is 'variable' a MIB variable? */ 
/* no, error */ 
/* yes it is, get the variable string's length */ 

for( varlen = 0; variable[varlen] !='VY; varlen++); 
varlen++; /* include the '\O' */ 
vblkp = NULL; /* get the first variable block for the given router */ 

do 
{ /* check this variable block for the one we want */ 

if( ( vblkp = getnxtvarp( rinfop, vblkp)) = NULL) 
{ 

/* is there a variable block to examine? */ 

return( NULL); /* no, return NULL */ 
/* we have a variable block, test it */ 

/* does the given variable string match this variable's string? */ 

if( (status= cmpstr( ( unsigned char *) variable, ( unsigned char *) &( vblkp->variable[0J), varlen)) = 0) 

I 
/* the variable names match, do the indexes?*/ 
/* first encode the given index string */ 

if( (status= encdindex( ( unsigned char*) index, ternpbuf, 

STRINGSIZ, objinfop)) < 0) 
{ /* did the index string encode properly?*/ 

return( NULL); /* no, error*/ 
/* the index string encoded properly */ 

if( status = vblkp->indexlen) 
{ /* do the index lengths match? yes, compare the indexes */ 

status= cmpstr( tempbuf, vblkp->index, status); 

else /* the index lengths didn't match */ 
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status= (-1); 

else ~ the variable strings didn't match */ 
status= (-1 ); 

} while( status != 0); 
return( vblkp ); 

/* loop while we haven't found the right variable block */ 
/* return a pointer to the variable block*/ 

// END GETV ARP.C 

/*-getvarstr()-------------*/ 
/* Given a pointer to a variable info block, a pointer to a character 
buffer and its length, put the variable name into the buffer. Return 
the number of characters put into the buffer, not including the VJ'. 
Return ERROR on error. 

*I 

#include ''\gary\snmp\snmp_src\snmp\mmp.h" 
#include <stdio.h> 

#define ERROR ( -1) 

int getvarstr( variable, buffer, buflen) 
struct varinfo *variable; 
char *buffer; 
int buflen; 

extern struct routinfo *firstrinfop; 
struct routinfo *rinfop; 
struct va.rinfo *vblkp; 
int endflag, i; 

endflag = O; 
rinfop = firstrinfop; 

while( ( rinfop != NULL) && ( endflag = 0)) 

/* for structures */ 
/* for NULL, fprintfO, etc. */ 

/* make sure 'variable' is a valid pointer */ 

{ /* loop while there are router blocks to look at*/ 

} 

vblkp = rinfop->vblockp; /* point to the first variable block */ 

while( ( vblkp != NULL) && ( endflag = 0)) 
{ /* loop while there are variable blocks to look at */ 

if( vblkp = variable) 
endflag++; 

else 

/* is this the right variable block? */ 
/* yes, set the flag */ 

vblkp = vblkp->nxtblock; I* no, continue looping */ 
I 
rinfop = rinfop->nxtblock; 

I 
if( vblkp != variable) 
return( ERROR); 

/* go to the next router block */ 

/* did we find the right variable block? */ 
/* no, error • / 

for( i = 0; ( vblkp->variable[i] != '\O') && ( i < buflen) ; i++) 
buffer[i) = vblkp->variable[i]; 

if( vblkp->variable[i] != VJ') 
return( ERROR - 1 ); 

buffer[i J = '\O'; 

return( i); 

II END GETV ARST.C 

I*-getvartime()------------*/ 
/* Given a pointer to a variable info block, return the time stamp of 
that variable. Return ERROR on errors. 

*I 
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#include 
#include 

''\gary\snmplsnmp_srclsnmp\mnp.h" 
<stdio.h> 

/* for structures * / 
/* for NULL, fprintfO, etc. */ 

#define ERROR ( -1) 

unsigned long getvartime( variable) 
struct varinfo *variable; 

extern struct rootinfo *firsttinfop; 
struct rootinfo *rinfop; 
struct varinfo *vblkp; 
int endflag; 
eodflag = O; 

riofop = firstrinfop; /* make sure 'variable' is a valid pointer */ 

while( ( rinfop != NULL) && ( endflag = 0)) 
{ /* loop while there are rooter blocks to look at */ 

vblkp = rinfop->vblockp; /* point to the first variable block */ 

while( ( vblkp != NULL) && ( endflag = 0)) 
{ /* loop while there are variable blocks to look at */ 

if( vblkp = variable) 
endflag-; 

else 

/* is this the right variable block? */ 
/* yes, set the flag */ 

vblkp = vblkp->nxtblock; /* no, continue looping */ 
} 
rinfop = rinfop->nxtblock; 

} 
if( vblkp != variable) 

return( ( long) ERROR); 

return( vblkp->tirnestamp); 

// END GETV ARTM.C 

/* go to the next router block */ 

/* did we find the right variable block?*/ 
/* no, error */ 
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t--getvartypeO------------•t 
,- Given a pointer to a variable info block, return a pointer to a 
character string which indicates what the type of the pointer to 
variable is. Return NULL on error . . , 
#include ''\gary\$1\mp~nrop_src\mib\mib.h" 
#include ''\gary~nmp\snmp_src\snmp\snmp.h" 
#include <stdio.h> 

t• for objinfo structure def •t 
,- for structures •t 
t• for NULL, fprintf(), etc. •t 

char •getvartype( variable) 
struct varinfo •variable; 

extern struct rootinfo *firstrinfop; 
extem struct objinfo •isoorgroot; 

static char vartype_s□[ 16] = 
( "int", "unsigned int", "char", 
"unsigned char", "char•", "long", 
"unsigned long", "ASCII string", 
"hex string", "integer string" 
l; 

struct objinfo •searcbarr( struct obj info •, char *); 
int crnpsb'( unsigned char •, unsigned char •, int); 

struct objinfo *objinfop; 
struct rootinfo •rinfop; 
struct varinfo •vblkp; 
inti; 

rinfop = firstrinfop; 

while( rinfop != NULL) 
( 

vblkp = rinfop->vblockp; 
while( vblkp != NULL) 
( 

if( ( objinfop = searcharr( isoorgroo<, ( char •) &( vblkp->variable[ 01))) = NULL) 

I 

l 

fprintf( stderr, "getvartype: %snot in the MJB\n" ,( char *) &( vblkp->variable[ OJ)); 

for( i = O; objinfop->objname[ i] != "D'; i++); 

if( vblkp = variable) 

I 
switch( vblkp->vanype) 

I 
case ( UIN11D): 

return( vartype_s( OJ); 
case ( UOCTSTRID): 

else 

case ( ImegerStrlO): 

case ( IpAddrlD): 

case ( GaugeID): 

default: 

vblkp = vblkp->nxtblock; 

return( vartype_s[ 81); 

return( vartype_s( 91); 

return( vartype_s( 71); 

return( vartype_s( 61); 

return( NULL}; 

rinfop = rinfop->nxtblock; 
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I 
return( NULL); 

II END GETVARTY.C 

110 



/*--getvarvaJQ - ----------- --•/ 
1• Given a pointer to a variable info structure and a pointer to a 
memory location, copy the value of the variable into the storage location. 
Return the number of bytes used for the value, or ERROR on error . . , 
#include "\gary\s!IJl1)\snmp_src\sn.n1)\sn!Tl).h" 
#include <sldio.h> 

/* foe StruClllreS */ 
I* foe NULL, fprintfQ, etc. */ 

#define ERROR ( -1) 

int getvarval( variable, storage, slorsize) 
slruCt varinfo •variable; 
void •storage; 
inl s1orsize; 

extern struct rou1info *firsuinfop; 
slruel routinfo •rinfop; 
s1ruc1 varinfo •vblkp; 
int endflag, 
valuelen, i, j; 
unsigned char *bytep; 

endflag = 0; 
rinfop = firslJinfop; /* make sure 'variable' is a valid pointer*/ 

while( ( rinfop != NULL) && ( endflag = 0)) 
{ ;• loop while there are router blocks to look at •1 

vblkp = rinfop->vblockp; /* point to the first variable block •; 

while( ( vblkp != NULL) && ( endflag = 0)) 
{ /* loop while there arevariable blocks 10 look at*/ 

if( vblkp = variable) 
endflag-++; 

I* is Ibis the right variable block? */ 
/* yes, SCI lhe flag ., 

else 
vblkp = vblkp->ru:tblock; /* no, continue looping */ 

I 
rinfop = rinfop->nxtblock; /* go 10 the next router block */ 

if( vblkp != variable) 
return( ERROR); 

switch( vblkp->vartype) 

/* did we find the right variable block? •t 
t• no, error • / 

( /* find the size of the value • / 
case ( UINTID): 

case ( UOCfSTRJD): 
case ( lnlegerStrlD): 
case ( DisplStrID): 
case ( UOBJIDID): 

case ( IpAddrlD): 

case ( CounterID): 
case ( TimeTickslD): 
case ( GaugelD): 

valuelen = sizeof( int); 
bytep = ( unsigned char *) vblkp->varvalue; 
break; 

valuelen = *( ( inl *) vblkp->varvalue); 
bytep = ( ( unsigned char *) vblkp->varvalue + sizeof( int)); 
break; 

valuelen = 4; 
bytep = ( unsigned char*) vblkp->varvalue; 
break; 

valuelen = sizeof( unsigned long); 
bytep = ( unsigned char *) vblkp->varvalue; 
if( valuelen > s1orsize) 

return( ERROR - I); 

111 



I 
else 

I 

if( ( vblkp->vartype == UOCTSTRID) II ( vblkp->vartype = IpAddrlD) II 
( vblkp->vartype = DisplStrlD) 11 ( vblkp->vartype = UOBJlDID) II 
( vblkp->vartype = IntegerStrlD)) 

I* is the data string data? */ 
if( vblkp->vartype == UOCTSTRID) 
( 

l 
else 
{ 

if( ( valuelen + valuelen + valuelen + I ) > storsize) 
I* yes, enough room? * I 

return( ERROR - 3); /* oo, error*/ 

for( i = 0,j = 0; i < valuelen; i++) 
{ /* convert it to ASCII *I 

sprintf( &( ( ( char *) storage)[ j)), "%02x-", bytep[ i]); 

while( ( ( (char*) storage)[ j] != '\O') && (j < storsize)) 
j++; 

( (char*) storage)[ j - I J = '\O'; 

valuelen = j; /* save the length of the converted string */ 

/* show it as ASCII data */ 

if( ( vblkp->vartype = IpAddrlD) II 
( vblkp->vartype == lntegerStrID) II 
( vblkp->vartype = UOBJIDID)) 

( /* is it binary? yes, translate it into ASCII and move it */ 

l 
else 

for( i = 0, j = 0; ( i < valuelen) && (j < storsize); i++) 

I 
sprintf( &( ( ( char *)storage)[j]), "%d.", ( int) bytep[ i]); 

while( ( ( (char*) storage)[ j] != '\0') && (j < storsize)) 
j++; 

if( ( j >= storsize) && ( i < valuelen)) 
/* storage not large eoough? */ 
return( ERROR - 7); /* yes, error * / 

((char*) storage)[j - I)= '\O'; /* make the last'.' a '\O' */ 

valuelen = j; 

{ /* it's an ASCII string (DisplStrID), just move it*/ 

if( storsi:ze < ( valuelen + I)) 
return( ERROR - 4); 

for ( i = 0; i < valuelen; i++) 
( ( char *) storage)[ i] = bytep[ i]; 

( ( char *) storage)[ i++] = '\O'; 

valuelen = i; 

/* enough room for '\O'? */ 
/* oo, error * / 

/* move it*/ 

/* terminate it */ 

/* save the length of the moved string */ 

/* oot data string, just move it */ 

for( i = 0; i < valuelen; i++) 
( ( unsigned char *) storage)[ i] = bytep[ i]; 
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return( valuelen); 

// END GE1V ARVL.C 

t--- initrcv()-- ----------*/ 
/* Initialize the SNMP monitoring code. Return ERROR on error; zero 
on success. 

*I 

#include <stdio.It> 

#define ERROR 

int initrcv( void) 
( 

int settraps( void); 
int status; 

/* for NULL, fprintf(), etc. */ 

( -1) 

if( ( status = settraps()) < 0) 
{ 

fprintf( stderr, "initrcv: can't set traps, error %d\n", status); 
return( ERROR - 3); 

return( O); 

// END INI1RCV.C 
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r---- initsnmp()--------------*/ 
/* Initialize the MIB database and the UDP driver. 

*I 

#include "\gary\snmp\snmp_src\snmp\snmp.h" /* foe structures */ 
#include <stdio.h> /* foe NULL, fprintf(), etc. */ 

#define ERROR ( -1) 

int initsnmp( char *dbase, char *mibptr□) 
{ 

extern stroct routinfo *firstrinfop; 
int initmib( char *, char**); 
int initudp( void); 
int initrcv( void); 
int status; 

if( ( dbase = NULL) II ( mibptr = NULL)) 
{ 

if( dbase = NULL) 
fprintf( stderr, "initsnmp: SNMP database file is null\n"); 

if( mibptr = NULL) 
fprintf( stderr, "initsnmp: MIB file pointer is null\n"); 

return( ERROR); 

if( initmib( dbase, mibptr) < 0) 
{ /* initialize the MIB database*/ 

I 

fprintf( stderr, "initsnmp: can't initialize MIB database\n"); 
return( ERROR- l); 

if( firstrinfop = NULL) 
{ 

} 

fprintf( stderr, "initsomp: no SNMP database info exists\n"); 
return( ERROR - 2); 

if( (status= initudp()) < 0) 
{ 

) 

fprintf( stderr, "initsnmp: can't initialize UDP driver\n"); 
return( ERROR - 3); 

if( (status= initrcv( )) < 0) 
{ 

) 
return( 0); 

II END INITSNMP.C 

fprintf( stderr, "initsnmp: call to initrcv failed, error %d\n", status); 
return( ERROR - 4); 
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/*-pollagentsO------------- */ 
/* Check the status of the routers by interrogating them. Return 
ERROR on error; zero on success . 

. , 
#include ''\gary\snmp\mmp_src\snmp\snmp.h" /* for routinfo struct */ 
#include ''\gary\snmp\snmp_src\net\nelh" /* for NOW AITINGFL, sockdata sttuct */ 
#include <stdio.h> I* for NULL, fprintfO, etc. */ 

#define 
#define 
#define 
#define 
#define 

ERROR 
ENETPKTSIZ 
IPHDRSIZ20 
UDPHDRSIZ 
REQBUFSIZ 

( -1) 
1500 /* max. data bytes in an Ethernet packet */ 

/* IP packet header size in bytes */ 
8 /* UDP packet headec size in bytes */ 
(ENETPKTSIZ - IPHDRSIZ - UDPHDRSJZ) /* Get Request packet size*/ 

int pollagentsO 
{ 

extern sttuct routinfo *firstrinfop; 
extern sttuct sockdata •socketroot; 
extern int univerr; 
extern int verbose; 

long getreq( sttuct routinfo •, unsigned char•, int *); 
int gerudpnd( long, unsigned int, unsigned int, unsigned long); 
int udprelease( int); 
int sendudppkt( int, unsigned char *, int, int); 
int setconnreqid( int, long); 
int rcvpkts( void); 
int cktraps( void); 
int cleartraps( void); 
int setrinfop( int, sttuct routinfo *); 
int deldata( unsigned char *); 
long atonetaddr( char *); 

unsigned char buffer[REQBUFSIZ], *bytep; 
int buflen, nd, plen, flags, status, i; 
struct routinfo *rinfop; 
sttuct sockdata *sockdatap; 
long requestid; 
unsigned long fhost; 

if( verbose= 2) 
cprintf( ''\rnpollagents: checking routers\n\r"); 

flags = univerr = O; 
rinfop = firstrinfop; 

while( rinfop != NULL) 
{ 

int tocnt; 
buflen = REQBUFSIZ; 

if( ( requestid = getreq( rinfop, buffer, &buflen)) < 0L) 
{ 

/* req pkt formatted? */ 
cprintf( "pollagents: can't fonnat a %s req pktln\r", &( rinfop->routeraddr[0l)); 
if( univerr = -33) 

cprintf( ''\!packet too large\n\r"); 
else 

cprintf( "\runiverr = %dln\r", univerr); 

return( ERROR); 

/* packet was successfully formatted */ 

if( verbose= 2) 
{ 

cprintf( "pollagents: packet was formatted as\n\r"); 
for( i = 0; i < buflen ; i++) 
cprintf( "%02x ", buffer[i]); 
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cprintf( " \n\r"); 

fhost = atonetaddr( &( rinfop->routeraddr[0])); 

if( verbose == 2) 
cprintf( "pollagents: fhost = %08lx, addr = %s\n\r", fhost, &( rinfop->routeraddr[0])); 

t• set router address • t 
if( ( nd = getudpnd( thost, ( W1Signed int)GElREQPORT, ( unsigned int)(), 

( unsigned long)NOWAffiNGFL)) < 0) 

cprintf("pollagents: can't get nd for sending, error %d\n\r", nd); 
return( ERROR• I); 

/* got an nd, set the req id • / 

if( verbose = 2) 
cprintf( "poll agents: requestid = %ld\n\r", requestid); 

setconnre.qid( nd, requestid); 
setrinfop( nd, rinfop); 

if( verbose= 2) 

tocnt= 0; 

do 
( 

cprintf( "pollagents: requestid = %ld\n\r", requestid); 

if( verbose == 2) 
cprintf( "pollagents: socketroot"' %04x\n\r", socketroot); 

/* send the request packet •t 
/* buflen contains the length of the buffer •t 

if( ( plen = sendudppkt( nd, buffer, buflen, flags))< 0) 
{ 

cprintf( "pollagents: can't send a request, error %d\n\r", plen); 
udprelease( nd); 
return( ERROR - 2); 

/* a request has been sent, wait for a reply */ 

if( verbose= 2) 
I 

bytep = ( unsigned char •) &fhost; 
cprintf( "pollagents: interrogating %d.%d.%d.%d\n\r", ( int)*bytep, ( int)•( bytep + I), 

( int)*( bytep + 2), ( int)•( bytep +i)); 

cprintf( ''\twith re.quest id %ld\n\r", requestid); 

if( ( status = rcvpkts()) < 0) 
{ 

tocnt++; 

cprintf( "pollagents: error %don receiving packets\nlr", status); 

if( status== -5) 
{ 

cprintf( "\Ire.quest packet format was bad\n\r"); 
udprelease( nd); 
return( ERROR - 3); 

} while( ( tocnt < 5) && (status< I)); 

if( status < I) 
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bytep = ( unsigned char *)&fhost; 

cprintf( "cannot poll %d.%d.%d.%d\n\r", ( int)*bytep, ( int)*( bytep + I), ( int)*( bytep + 2), 

deldata( ( llllSigned char*) &fhost); 

udprelease( nd); /* give up on this agent*/ 
rinfop = rinfop->nxlblock; 

if( verbose== 2) 
cprintf( "poUagents: socketroot = %04x\n\r", socketroot); 

if( (status= cktrapsO) < 0) 
{ 

cprintf( "pollagents: error %don setting traps\n\r", status); 
retwn( ERROR- 4); 

if( verbose == 2) 
cprintf( "pollagents: socketroot = %04x\nlr", socketroot); 

return( 0); 

II END POLLAGEN.C 
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/*-prhexstI()-------------*/ 
/* Given a pointer to a string of bytes, the number of bytes to convert, 
the buffer to put them in, and the size of the buffer, interpret the 
string as hexadecimal data to be converted to ASCII in the given buffer. 
Return the number of bytes used in the buffer, or ERROR on error. 

*I 

#include <stdio.h> /* for NULL, fprintfO, etc. */ 
#include ''\gary\snmp\snmp_src\snmp\snmp.h" /* for STR.INGSIZ */ 

#define ERROR ( -I) 

int prhexstr( hexdata, numbytes, buffer, buflen) 
unsigned char *hexdata; 
char *buffer; 
int nurnbytes, buflen; 

int i,j; 
char tempbuf[STRINGSIZ + 16]; 

for( i = 0,j = 0; ( i < numbytes) && (j <= STR.INGSIZ); i++) 
{ 

sprintf( &tempbuf[j], "%02x", hexdata[i]); 

while( ( tempbuf{j] != '\0') && (j <= ( STR.INGSIZ + 16))) 
j++; 

if( i < numbytes) 
return( ERROR); 

if( j >= buflen) 
return( ERROR - 1 ); 

for(i=0;i<=j ;i++) 
buffer[i] = ternpbuf[i]; 

retum(j); 

II END PRHEXSTR.C 
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,.-- rcvpktsO - -------------*/ 
/* If there are any packets to process, do so. If there are replies 
expected to transmitted packets, loop for a while waiting for the 
replies. If the replies aren't received, stop listening for them and 
go back to listening for trap packets . . , 
#include ''\gary\snmplsnmp_src\net\neth" 
#include ''\garylsnmplsnmp_srclsnmplsnmp.h" 
#include <stdio.h> 

/* for structures */ 
/* for TRAPID, etc. */ 
/* for NULL. fprintf(), etc. */ 

#define 
#define 

ENETPKTSIZ 
ERROR 

1500 
( -1) 

/* max. bytes in an Ethernet packet*/ 

int rcvpkts() 
( 

extern int verbose; 

int getudppkt( int, unsigned char •, unsigned int, unsigned int); 
int udprelease( int); 
int getconninfo( int, struct sockdata *); 
int setconnreqid( int, long); 
long getconnreqid( int); 
int analtrap( int, unsigned char*); 
int wait( unsigned int); 
char *checkpkt( unsigned char *, int, int); 
int analresp( int, unsigned char *); 
int getnxtsendnd( int); 
int getnxttrapnd( int); 

struct sockdata sockinfo; 
int mi, status, tocnt, plen, flags, activflag, errflag, buflen, i; 
long requestid; 
unsigned char buffer(ENETPKTSIZ], /* received packet buffer*/ 
*bytep, 
*pdu; /* pdu object pointers */ 

errflag = activflag =flags= O; 
nd = getnxttrapnd( ( intX -1)); /* get first trap nd */ 

while( nd >= 0) 
( 

do 
( 

/* loop while there are trap nd's */ 

if( ( plen = getudppkt( nd, buffer, ( int)ENETPKTSIZ, flags))> 0) 
( 

/* any queued trap packets to process? */ 

if( verbose = I) 
( 

cprintf( "lnlrlnrcvpkts: the received packet waslnlr"); 
for( i =0; i < plen; i++) 

cprintf( "%02x ", buffer[i]); 

cprintf( " ln\r"); 

if( ( pdu = ( unsigned char*) checkpkt( buffer, plen, nd))!= NULL) 
{ 

/* is the packet an SNMP packet? */ 

if( *pdu = TRAPID) 
I I* yes, is it a trap packet? */ 

if( verbose= I) 
( 
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bytep = ( unsigned char *)&( sockinfo.fhost); 
cprintf("received a trap packet from %d.%d.%d.%d\n\r", 

( int)*bytep, ( int)*( bytep + I), 
( int)*( bytep + 2), ( int)*( bytep + 3)); 



) 

else 
{ 

} 

else 
{ 

else 

activflag++; 

if( (status= analtrap( nd, pdu)) < 0) 
{ 
t• analyze trap data successful? •t 

l 

cprintf("rcvpkts: trap packet analysis error %d\n\r", status); 
errllag = -1; 

else 
{ 

if( verbose == I ) 
cprintf("rcvpkts: successfully analyzed a trap pkt\n\r"); 

{ t• non-trap SNMP packet received on trapnd */ 
cprintf( 
"rcvpkts: non-trap SNMP packet received on trapnd = %d\n\r", nd); 
errllag = -2; 

t• non-SNMP packet received on trapnd */ 
cprintf("rcvpkts: non-SNMP packet received on trapnd = %<1\n\r", nd); 
errllag = -3; 

/* plen <= 0 */ 
if( plen < 0) 
{ 

cprintf("rcvpkts: error %don trap nd %d\n\r", plen, nd); 

if( plen = ERROR) 
cprintf( "\tno net descriptors allocated\n\r"); 

else 
{ 

if( plen = ( ERROR- I)) 
cprintf( "\tnet descriptor not allocated\n\r"); 

else 
cprintf("\terror on reading from net driver\nlr"); 

l 
errllag = -4; 

) while( plen > 0); /* loop while there are still packets queued on this nd */ 

nd = getnxttrapnd( nd); /* go to the next trap nd */ 

nd = getnxtsendnd( ( int)( -I)); /* get first send nd •t 

while( nd >= 0) 
{ /* loop while there are send nd's •t 

if( ( requestid = getconnreqid( nd)) >= 0L) 
{ 

tocnt = 0; 
do 
{ 

/* any outstanding replies? */ 
/* yes, wait for them •t 

/* look for queued pkts on this nd */ 
if( ( plen = getudppkt( nd, buffer, ( int)ENETPKTSIZ, flags))> 0) 
{ 

if( verbose == I) 
{ 

cprintf( "rcvpkts: the received packet was\nlr"); 

for( i=0;i<plen;i++) 
cprintf( "%02x ", buffer[i]); 

cprintf( " \n\r"); 
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} 
else 

} 
if( ( pdu = ( unsigned char*) checkpkt( buffer, plen, nd)) != NULL) 
{ 

else 
( 

/* is the packet an SNMP packet? */ 

if( *pdu = RESPID) 
I /* yes, is it a response pkt? */ 

if( verbose = l) 

else 
( 

( 
bytep = ( tmsigned char *)&( sockinfo.fhost); 
cprintf( 
"received a response packet from .%d.%d.%d\nlr", 

( int)*bytep, ( int)*( bytep + I), 
( int)*( bytep + 2), ( int)*( bytep + 3)); 

activflag++; 

if( (status= analresp( nd, pdu)) < 0) 
( 

I* yes, analysis successful?*/ 
cprintf( 
"rcvpkts: error %d on analyzing the response 

packet\n\r", status); 

else 

/* error -14 indicates error-status in pkt*/ 
errflag = -5; 

{ /* response pkt analysis successful */ 
if( verbose == I ) 
cprintf( 
"rcvpkts:successfully analyzed the response 

packet\n\r"); 
setconnreqid( status, ( longX -1)); 

/* clear status of this nd */ 

t• non-response SNMP packet received*/ 
cprintf( 

"rcvpkts: non-response SNMP packet received on nd %d\n\r", nd); 
plen = O; 
tocnt-; 
errflag = -6; 

/* non-SNMP packet received */ 
cprintf( 

"rcvpkts: non-SNMP packet received on nd %d\n\r", nd); 
plen=O; 
tocnt--; 
errflag = -7; 

I t• packet length is <= 0 */ 
if( plen < 0) 
( 

tocnt = 5; t• tmknown error, exit*/ 
cprintf( 
"rcvpkts: error %d received on send nd %<1\n\r", 
plen, nd); 
if( plen == ERROR) 

else 
{ 
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cprintf("\tno net descriptors allocated\n\r"); 

if( plen = ( ERROR - I)) 
cprintf("\tnet descriptor not allocated\n\r"); 

else 
cprintf("\terror on reading from net river\n\r"); 



tocnt++; 
wait( I 000); 

errflag = -8; 

/* done with this check on the queue */ 
/* increment the time-out count */ 

} while( ( tocnt < 5) && ( plen <= 0)); 
/* wait one thousand milliseconds •t 
/* loop for five 

} 
nd = getnxtsendnd( nd); 

} 
if( errflag < 0) 

return( errflag); 

if( activflag > 0) 
return( I); 

return( O); 

// END RCVPKTS.C 

/*--- global variable------------*/ 
#include <stdio.It> /* for NULL, 'sprintfO', and 'fprintf()' */ 

struct routinfo *firstrinfop = NULL; 
int verbose= O; 

II END UIGLOB.C 
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seconds while a reply is not received on this send nd */ 
/* done with outstanding replies on this send nd */ 
/* go to the next send nd */ 
t• loop while there are send nd's * / 
/* any errors? */ 
/* yes, return < 0 */ 

/* any valid activity? */ 
/* yes, return > 0 • / 

/* no activity, return O */ 



/*--- xlatevalueO -------------*/ 
t• Given a pointer to a variable info block, translate the numeric 
value of the variable into a character string suitable for sending 
10 a console. Return a pointer to the character string on success; 
NULL on error . . , 
#include ''\garylsnmplsnrnp_srclsnmp\mmp.h" /* forstructures */ 
#include ''\gary\mniplsnmp_src\mib\mib.h" /* forstructures */ 
#include <stdio.h> /* for NULL, fprintf(), etc. */ 

char *xlatevalue( struct varinfo *varinfop) 
{ 

extern struct objinfo *isoorgroot; 

struct obj info *searcharr( struct obj info • , char *); 
int cmpstr( unsigned char • , unsigned char • , int); 
char •getvartype( struct varinfo *); 
int getvarval( struct varinfo •, void •, int); 

struct objinfo *objinfop; 
int i,j; 
unsigned long Ii, lj; 
unsigned char *ubytep; 
char *bytep; 
static char tempbuflSTRINGSIZ]; 

if( ( obji.nfop = searcharr( /* mibroot •t isoorgroot, 
( char *) &( varinfop->variable[0]))) = NULL) 

fprintf( stderr, "xlatevalue: %s isn't a MIB variable\n", 
&( varinfop->variable[0])); 

return( Nill..L); 

if( objinfop->ptr == NULL) 
{ 

return( NULL); 

if( ( ubytep = ( unsigned char *) getvartype( varinfop)) == NULL) 
{ 

fprintf( stderr, "xlatevalue: can't get variable type for %sin", (char*) &( varinfop->variable[0])); 
return( NULL); 

for( i = 0; ubytep[i] != '\0'; i++); 
i++; 

if( cmpstr( ubytep, ( unsigned char*) "int". i) = 0) 
{ 

) 
else 
{ 

if( getvarval( varinfop, ( void •) &i, sizrof(i)) < 0) 
{ 

I 

fprintf( stderr, "xlatevalue: can't get an integer value\n"); 
return( NULL); 

for( j = 0 ; ( j < i) && ( ( ( char ••) ( objinfop->ptr))(j] != NULL) ; j++ ); 

if( ( ( (char **) ( objinfop->ptr))(j] = NULL) II ( i < 0)) 
return( NULL); 

return( ( ( char **X objinfop->ptr))[i]); 

if( cmpstr( ubytep, ( unsigned char *) "wisigned long", i) = 0) 
{ 

if( getvarval( varinfop, ( void *) &Ii, sizeof( Ii)) < 0) 
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else 
{ 

// END XLA TEV AL.C 

I 

fprintf( stderr, "xlatevalue: can't get a long value\n"); 
return( NULL); 

for ( lj = 0L ; ( lj < Ii) && 
( ( (char**) ( objinfop->plr))[ ( int)lj] != NULL) ; 

lj++); 
if( ( ( (char**) ( objinfop->plr))[ ( int)lj] = NULL) II 

(Ii< 0L)) 
return( NULL); 

return( ( ( char **) ( objinfop->plr))[( int) Lil); 

if( cmpstr( ubytep, ( unsigned char • ) "ASCII string", i) = 0) 
{ 

} 
else 
{ 

return( NULL); 

if( cmpstr( ubytep, ( unsigned char*) "hex string", i) = 0) 
{ 

I 
else 
{ 

return( NULL); 

fprintf( stderr, "xlatevalue: \"%s\" is currently unsupported\n", 

ubytep); 
return( NULL); 
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/*- analtrap() ------------*/ 
/* Given a trap protocol data unit (pdu), analyze it. Return non
zero on error, zero on no error. 

*I 
#include <stdio.h> 
#include "\gary\snmp\mmp_srclsrunplsnmp.h" 
#include "\gary\snmplsnrnp_src\miblmib.h" 

#define ERROR 

int analtrap( nd, pdu) 
int nd; 
unsigned char *pdu; 

(-1) 

extern struct objinfo traptypes□; 
int getobjptrs( unsigned char •, struct objptrs *); 
struct objinfo *getobjiclstrc( unsigned char *); 
unsigned char *getnxtobj( Wlsigned char *); 
struct objinfo •strep; 
struct objptrs objp; 
unsigned char *bytep, *endata; 
inti, status; 
long •agentaddr; 

I* for fprintf() */ 
/* for struct objptrs */ 

/* for struct objinfo */ 

/* error returned status *I 

/* decode the POU implied sequence */ 

if( *pdu != TRAPID) 
return( ERROR); 

/* pointing to a trap pdu? */ 
I* no, return error * / 

if( getobjptrs( pdu, &objp) < 0) 
return( ERROR- I ); 

/* got object pointers?*/ 
/* no, error */ 

endata = objp.endatap; 

bytep = objp.datap; 

if( *bytep l= UOBRDID) 
return( ERROR - 2); 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR - 3); 

if( objp.endobjp > endata) 
return( ERROR); 

bytep = objp.datap; 

if( ( bytep = getnxtobj( objp.tagp)) == NULL) 
return( ERROR - 4); 

if( *bytep != IpAddrID) 
return( ERROR - 5); 

/* find the end of the data */ 

/* decode the 'enterprise' variable*/ 

/* fmd the beginning of the data */ 

/* found the 'enterprise' variable?*/ 
/* no, error */ 

/* got object pointers?*/ 
I* no, error */ 

/* moved past the end of the data? */ 
/* yes, error • / 

/* point to the data field */ 

/* found the 'agent- addr' object? */ 
/* no, error */ 

/* foWld the 'agent-addr' variable?*/ 
I* no, error */ 

/* decode the 'agent-addr' variable */ 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR - 6); 

if( objp.endobjp > endata) 
return( ERROR - 7); 

bytep = objp.datap; 

agentaddr = ( long *) bytep; 

if( ( bytep = getnxtobj( objp.tagp)) = NULL) 
return( ERROR - 8); 

if( *bytep != UINTID) 
{ /* found the 'generic-trap' variable?*/ 

/* got the 'agent-addr' pointers?*/ 
/* no, error */ 

/* moved past the end of the data? */ 
I* yes, error * / 

/* save a pointer to the agent address */ 

/* found 'generic-trap' object? */ 
/* no, error • / 
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} 

fprintf( stderr, "analtrap: *bytep = %02x\n", *bytep); 
return( ERROR - 9); /* no, error •1 

/• decode the 'generic-trap' variable*/ 
if( getobjptrs( bytep, &objp) < 0) /* got 'generic-trap' pointers? */ 

return( ERROR - I 0); /* no, error */ 

if( objp.endobjp > endata) 
return( ERROR - 11); 

bytep = objp.datap; 

if( ( ( intX *bytep) < 0) II ( ( int)( *bytep) > 6)) 
return( ERROR - 12); 

/* moved past the end of the data?*/ 
/* yes, error * / 

/* point to the data field */ 

/* is it O - 6? */ 
/* no, error * / 

if( (status= ( traptypes[( intX *bytep)].functX *agentaddr, pdu)) < 0) 
/* called the appropriate function successfully?*/ 

fprintf( stderr, "analtrap: trap timction \"%s\''retumed error %d\n", traptypes[( int)*bytep].objname, status); 

if( ( bytep = getnxtobj( objp.tagp)) == NULL) 
return( ERROR - 13); 

if( *bytep != UINTID) 
return( ERROR - 14); 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR - IS); 

if( objp.endobjp > endata) 
return( ERROR- 16); 

bytep = objp.datap; 

if( ( bytep = getnxtobj( objp.tagp)) == NULL) 
return( ERROR- 17); 

if( *bytep != TimeTicksID) 
return( ERROR - 18); 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR - 19); 

if( objp.endobjp > endata) 
return( ERROR - 20); 

bytep = objp.datap; 

if( ( bytep = getnxtobj( objp.tagp)) = NULL) 
return( ERROR - 21); 

if( *bytep != USEQID) 
return( ERROR - 22); 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR - 23); 

if( objp.endobjp > endata) 
return( ERROR - 24); 

bytep = objp.datap; 
return( 0); 

/* found the 'specific-trap' object?*/ 
/* no, error */ 

/* found the 'specific-trap' object? */ 
/* no, error */ 

/* got the 'specific-trap' pointers? */ 
/* no, error */ 

/* moved past the end of the data? */ 
/* yes, error * / 

/* point to the data */ 

I* fowld 'time-stamp'? */ 
/* no, error*/ 

/* fowld the 'time-stamp' variable? */ 
r• no, error •1 

/* got 'time-stamp' pointers? */ 
I* no, error */ 

/* moved past the end of the data? * / 
t• yes, error * / 

/* point to the data */ 

/* found 'var-bind'?*/ 
I* no, error •r 

/* found the variable? • / 
r• no, error • / 

/* got 'variable-bindings' pointers? */ 
/* no, error */ 

r• moved past the end of the data? • / 
/* yes, error * / 

/* point to the data ., 

II END ANAL TRAP.C 

/*--- authenticationFailure trap---------*/ 
#include <stdio.ii> /* for fprintfO */ 

int authenticationFailure_f( agentaddr, pdutag) 
long agentaddr; 
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llllSigned char *pdutag; 

unsigned char *bytep; 
inti; 

1• print a message */ 

bytep = ( unsigned char •) &agentaddr; 

fprintf( stderr, " Agent address "); 

for( i = 0; i < sizeof( agentaddr); i++) 
fprintf( stderr, "%d.", ( int)•( bytep++)); 

fprintf( stdout, " had an authentication failure\n"); 

return( 0); 

II ENDAUTI-IFAIL.C 

/*-cktrapsO-- -----------•/ 
/* Check for trap packet reception enabled. If not, do so . . , 
#include <stdio.h> /* for fprintf() */ 

#define ERROR 

int cktraps() 
{ 

int getnxttrapnd( int); 
int getnxtsendnd( int); 
int settraps( void); 
int udprelease( int); 
int nd; 

( -1) 

if( ( nd = getnxttrapnd( ( int)( -1))) < 0) 
{ /* are traps set? */ 

if( ( nd = settraps()) < 0) 
I /* can we set traps? */ 

fprintf( stderr, "cktraps: can't set traps, error %d\n", nd); 
return( ERROR); /* no, error */ 

} 

else 
{ t• traps are set • I 

while( nd >= 0) 
{ /* while more than one trap nd is active */ 

if( ( nd = getnxttrapnd( nd)) >= 0) t• get the extras */ 
udprelease( nd); t• and release them*/ 

} 
return( 0); 

} 

II END CKTRAPS.C 

t• traps are set • / 
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/*--cleartrapS() ------------*/ 
/* Clear any trap nd's that have been allocated. Return zero. 

*I 

int cleartraps() 

I 
int getmrnrapnd( int); 
int udprelease( int); 
int ndl, nd2; 

ndl = getnxttrapnd( ( intX -1)); 

while( ndl >= 0) 

I 
nd2 = getnxttrapnd( nd I); 
udprelease( nd l); 
ndl = nd2; 

return( O); 

II END CLRTRAPS.C 

/*--coldStart trap-----------*/ 
#include <stdio.h> /* for fprintf() */ 

int coldStart_f( agentaddr, pdutag) 
long agentaddr; 

I 

} 

unsigned char *pdutag; 

unsigned char *bytep; 
int i; 

/* print a message */ 

bytep = ( unsigned char *) &agentaddr; 

fprinlf( stderr, "Agent address "); 

for( i = 0; i < size.of( agentaddr); i++) 
fprintf( stderr, "%d.", ( int)*( bytep++)); 

fprinlf( stdout, "had a cold start\n"); 

return( O); 

II END COLDSTRT.C 

/*--- egpNeighborLoss trap----------*/ 
#include <stdio.h> /* for fprintf() */ 

int egpNeighborLoss_f( agentaddr, pdutag) 
long agentaddr; 
unsigned char *pdutag; 

unsigned char *bytep; 
inti; 

/* print a message */ 

} 

bytep = ( unsigned char *) &agentaddr; 
fprintf( stderr, "Agent address "); 

for( i = 0 ; i < sizeof( agentaddr) ; i++) 
fprintf( stderr, "%d.", ( int)*( bytep++)); 

fprintf( stdout, "had an EGP neighbor loss\n"); 
return( O); 

II END EGPWSS.C 
/*--- entelpriseSpecific trap----------*/ 
#include <stdio.Ii> /* for fprintf() */ 
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int enterpriseSpecific_f( agentaddr, pdutag) 
long agentaddr; 
unsigned char *pdutag; 

unsigned char *bytep; 
inti; 
bytep = ( unsigned char *) &agentaddr; 

fprintf( stderr," Agent address "); 

for( i = 0 ; i < sizeof( agentaddr) ; i-) 
fprintf( stderr, "%d.", ( int)*( byte~)); 

fprintf( stdout, " had an enterprise specific trap\n"); 

return( O); 

II END ENTERSPF.C 

/* print a message */ 
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/$-- linkDown trap------------*/ 
/* Given a network descriptor telling which connection the packet 
came in on and the protocol data unit (pdu) itself, process the info 
for a 'link.Down' trap. Return ERROR on error. 

*I 

#include <stdio.h> /* for 'fprintfO' */ 
#include "\gary\snmp\snmp_src\snmp\snmp.h" /* for struct routinfo, objptrs */ 
#include ''\gary\snmp\snmp_src\mib\mib.h" /* for struct objinfo */ 

#define ERROR (-1) /* error returned status*/ 

int linkDownJ( agentaddr, pdu) 
long agentaddr; 
unsigned char *pdu; 

extern unsigned char updnval□; 
extern int uni verr; 
extern struct objinfo *isoorgroot; 

unsigned char *getnxtobj( unsigned char *); 
int getobjptrs( unsigned char *, struct objptrs *); 
struct routinfo *getroutinfo( long, struct routinfo *); 
struct varinfo *getvarinfo( struct routinfo •, struct obj info •, unsigned char *, int); 
int saveval( struct varinfo • , unsigned char *); 
struct objinfo *getobjidstrc( unsigned char*); 
int cmpstr( unsigned char*, unsigned char•, int); 

struct obj info *searcharr( struct obj info *, char *); 
struct objptrs objp; 
struct objinfo *objinfop; 
struct routinfo *rinfop; 
struct varinfo *vinfop; 
unsigned char *seqp; 
int linknump, i; 

if( getobjptrs( pdu, &objp) < 0) 
{ /* got the pdu pointers? */ 

fprintf( stderr, "linkDown: couldn't get pdu pointers"1"); 

return( ERROR); r• no, error */ 
/* objp.datap points to the 'Enterprise' variable */ 

for( i = 0; i < 5; i++) /* fmd the 'variable bindings' */ 
if( ( objp.datap = getnxtobj( objp.datap)) = NULL) 

/* found the next obj? */ 
fprintf( stderr, "link.Down: couldn't skip to variable bindings\n"); 
return( ERROR - I); /* no, error */ 

if( getobjptrs( objp.datap, &objp) < 0) 
I /* found the variable bindings sequence? */ 

fprintf( stderr, "linkDown: couldn't find var bind sequence pointers\n"); 
return( ERROR - 2); /* no, error */ 

if( getobjptrs( objp.datap, &objp) < 0) 
( /* found obj id sequence? */ 

fprintf( stderr, "link.Down: couldn't find obj id sequence pointers\n"); 
return( ERROR - 3); 

seqp = objp.tagp; /* save the sequence pointer•/ 

if( getobjptrs( objp.datap, &objp) < 0) 
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/* found the obj id pointers? */ 

fprintf( stderr, "linkDown: couldn't get obj identifier pointers\n"); 
return( ERROR - 4); /* no, error*/ 

if( ( objinfop = getobjidstrc( objp.tagp)) = NULL) 
{ 

/* found object structure? */ 
unsigned char *bytep; 
fprintf( stderr, "linkDown: couldn't get obj id stl\lCture\n"); 
fprintf( stderr, "linkDown: pointers are %04x %04x %04x %04x %04x\n", 

objp.tagp, objp.lenp, objp.datap, objp.endatap, objp.endobjp); 

bytep = objp.tagp; 

fprintf( stderr, "linkDown: object is\n\l"); 

while( bytep < objp.endobjp) 
fprintf( stderr, "%02x ", *( byiep++)); 

putc( '\n', stderr); 
return( ERROR - 5); /* no, error */ 

if( ( cmpstr( ( unsigned char *) objinfop->objname, ( unsigned char *) "iflndex", 8)) != 0) 
{ 

/* found the right structure? */ 
fprintf( stderr, "linkDown: wrong stl\lCture retrieved\n"); 
fprintf( stderr, "linkDown: retrieved structure was %sin", objinfop->objname); 
return( ERROR - 6); /* no, error */ 

if( objinfop->funct != NULL) 
I I* iflndex_f pointer exists?*/ 

if( ( linknump = ( objinfop->funct)( seqp)) < 0) 
{ /* yes, got the interface value from iflndex_f? */ 

fprintf( stderr, "linkDown: couldn't get intedace valuevt"); 
return( ERROR - 7); /* no, error */ 

if( ( objinfop = searcharr( isoorgroot. "ifOperStatus")) == NULL) 

I 
fprintf( stderr, "linkDown: couldn't find ifOperStatus structure\n"); 
return( ERROR - 8); 

/* now update variable database */ 
if( ( rinfop = getroutinfo( agentaddr, NULL))= NULL) 
{ 

else 
{ 

/* got router info pointer from the net desc? */ 
unsigned char *bytep; /* no, print a message*/ 

bytep = ( unsigned char *) &agentaddr; 
fprintf( stderr, " Agent address "); 
for( i = O ; i < sizeof( agentaddr) ; i++) 

fprintf( stderr, "%d.", ( int)*( bytep++)); 

fprintf( stdout," link %dis down\n", linknump); 
return( 0); /* no router info, so print a message */ 

if( ( vinfop = getvarinfo( rinfop, objinfop, ( unsigned char*) &linknump, I))= NULL) 
( 

/* got variable info block?*/ 
unsigned char *bytep; 
bytep = ( unsigned char *) &agentaddr; 
fprintf( stderr," Agent address"); 
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l 

for( i = 0; i < sizeof( agentaddr); i++) 
fprintf( stderr, "%d.", ( int)*( bytep-++)); 

fprintf( stdout," link %dis down\n", linknump); 
return( 0); t• no variable info, so print a message*/ 

l 
updnval[2] = 2; /* set 'down' value in fake object for saveval() */ 

if( ( i = saveval( vinfop, ( unsigned char *) updnval)) < 0) 
{ 

fprintf( stderr, "linkDown: saveval() returned %d\n", i); 
return( ERROR- 10); 

else /* no iflndexJ function pointer exists •t 
return( ERROR- 11); 

return( 0); 

II END LINKDOWN.C 
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r--- linkUp trap-------------*/ 
/* Given a network descriptor telling which connection the packet 
came in on and the protocol data unit (pdu) itself, process the info 
for a ' link Up' trap. Return ERROR on error. 

*I 

#include <stdio.h> /* for 'fprintf()' */ 
#include ''\gary\snrnp\snmp_src\snmp\snmp.h" /* for struct routinfo, objptrs */ 
#include ''\gary\snmp\snrnp_src\mib\mib.h" /* for struct objinfo */ 

#define ERROR (-1) /* error returned status */ 

int linkUp_f( agentaddr, pdu) 
long agentaddr; 
unsigned char *pdu; 

extern unsigned char updnval[]; 
extern int uni verr; 
extern struct objinfo *isoorgroot; 

unsigned char *getnxtobj( unsigned char *); 
int getobjptrs( unsigned char *, struct objptrs *); 
struct routinfo *getroutinfo( long, struct routinfo *); 
struct varinfo *getvarinfo( struct routinfo *, struct obj info *, unsigned char *, int); 
int saveval( struct varinfo *, unsigned char*); 
struct objinfo *getobjid~trc( unsigned char*); 
int cmpstr( unsigned char •, unsigned char *, int); 
struct objinfo *searcharr( struct obj info•, char*); 

struct objptrs objp; 
struct objinfo *obj inf op; 
struct routinfo *rinfop; 
struct varinfo *vinfop; 
unsigned char *seqp; 
int linknump, i; 

if( getobjptrs( pdu, &objp) < 0) 
{ /* got the pdu pointers? */ 

fprintf( stderr, "link Up: couldn't get pdu pointers\n"); 
return( ERROR); /* no, error */ 

/* objp.datap points to the 'Enterprise' variable*/ 

for( i = O ; i < 5 ; i++) /* find the 'variable bindings' */ 
if( ( objp.datap = getnxtobj( objp.datap)) = NULL) 

I 
/* found the next obj? */ 

fprintf( stderr, "linkUp: couldn't skip to variable bindingsln"); 
rewm( ERROR - I); /* no, error*/ 

if( getobjptrs( objp.datap, &objp) < 0) 
{ /* found the variable bindings sequence?*/ 

fprintf( stderr, "linkUp: couldn't find va,r bind sequence pointers\n"); 
return( ERROR - 2); /* no, error */ 

if( getobjptrs( objp.datap, &objp) < 0) 
{ /* found obj id sequence? */ 

fprintf( stderr, "link Up: couldn't find obj id sequence pointersln"); 
return( ERROR - 3); 

seqp = objp.tagp; /* save the sequence pointer*/ 

if( getobjptrs( objp.datap, &objp) < 0) 
I /* found the obj id pointers? */ 
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fprintf( stderr, "link Up: couldn't get obj identifier pointers\n"); 
return( ERROR - 4); /* no, error */ 

if( ( objinfop = getobjidstrc( objp.tagp)) = NULL) 
( /* fmmd object structure? */ 

unsigned char *bytep; 
fprintf( stderr, "linkUp: couldn't get obj id structureln"); 
fprintf( stderr, "linkUp: pointers are %04x %04x %04x %04/l %04xln", 

objp.tagp, objp.lenp, objp.datap, objp.endatap, objp.endobjp); 

bytep = objp.tagp; 
fprintf( stderr, "linkUp: object isln\t"); 

while( bytep < objp.endobjp) 
fprintf( stderr, "%02x ", *( bytep++)); 

putc( 'In', stderr); 

return( ERROR - 5); /* no, error */ 

if( ( cmpstr( ( unsigned char *) objinfop->objname, ( unsigned char *) "illndex", 8)) != 0) 
( 

/* found the right structure? */ 
fprintf( stderr, "linkUp: wrong structure retrievedln"); 
fprintf( stderr, "link Up: retrieved structure was %sin", objinfop->objname); 
return( ERROR - 6); /* no, error*/ 

if( objinfop->funct != NULL) 
( /* is there an iflndellJ pointer? • / 

if( ( linknump = ( objinfop->funct)( seqp)) < 0) 
( 
/* yes, gotthe interface index value? */ 

fprintf( stderr, "linkUp: couldn't get interface value\n"); 
return( ERROR - 7); /* no, error */ 

if( ( objinfop = searcharr( isoorgroot, "ifOperStatus")) == NULL) 
( 

fprintf( stderr, "link Up: couldn't get ifOperStatus structureln"); 
return( ERROR - 8); 

/* now update variable database*/ 

if( ( rinfop = getroutinfo( agentaddr, NULL))= NULL) 
( 

else 
( 

/* got router info pointer from the net desc? */ 
unsigned char *bytep; /* no, print a message */ 

bytep = ( unsigned char *) &agentaddr; 
fprintf( stderr, " Agent address"); 

for( i = 0 ; i < sizeof( agentaddr) ; i++) 
fprintf( stderr, "%d.", ( int)*( bytep++ )); 

fprintf( stdout," link %dis upln", linknurnp); 
return(0); /* no router info, so print a message */ 

if( ( vinfop = getvarinfo( rinfop, objinfop, ( unsigned char *) &linknump, I)) == NULL) 
( 

/* got variable info block? */ 
unsigned char *bytep; /* no, print a message */ 
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bytep = ( unsigned char *) &agentaddr; 
fprintf( stderr, " Agent address"); 

for( i = 0; i < sizeof( agentaddr); i++) 
fprintf( stderr, "%d.", ( int)*( bytep++ )); 

fprintf( stdout," link %dis upln", linknump); 

return( O); /* no variable info, so print a message */ 

updnval[2] = I; /* set 'up' value in fake object for saveval() */ 

if( ( i = saveval( vinfop, ( unsigned char *) updnval)) < 0) 
{ 

fprintf( stderr, "linkUp: saveval() returned %din", i); 
return( ERROR- 10); 

else /* no iflndel\_f pointer el\ists */ 

return( ERROR- 11); 

return( 0); 

// END LINKUP.C 
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/*--- settraps() ------------*/ 
/* Start the UDP secver 10 listen for SNMP Trap packets. Return ERROR 
on error; zero on success . . , 
#include <stdio.h> t• for fprintfQ • t 
#include "\gary\snmp\snmp_src\snmp\snmp.h" 
#include "\gary\snmp\snmp_src\net\net.h" 

t• for TRAPPORT, etc. */ 
/* for NOW AffiNGFL */ 

#define ERROR 

int settraps() 
I 

( -1) 

int udplisten( long, unsigned int, unsigned int, unsigned long); 
int udprelease( int); 
int setconnreqid( int, long); 
int trapnd; 

/* set option to non-blocking •t 
/* try to start the UDP server •t 

if( ( trapnd = udplisten( 0L, ( int)TRAPPORT, ( int)TRAPPORT, 

} 

( unsigned long)NOWAITINGFL)) < 0) 

/* listen for any host's trap pon on our trap port. error? */ 
fprintf( stderr, "settraps: udplisten returned error %d\n", trapnd); 
return( ERROR); /* error •t 

if( setconrueqid( trapnd, ( longX -2)) < 0) 
I /* marked this nd as a trap, not a send or receive nd? •t 

} 
return( 0); 

fprintf( stderr, "settraps: couldn't set lrapnd %d req id to -2\n", trapnd); 
udprelease( trapnd ); 
return( ERROR - I); 1• no, error*/ 

// END SETTRAPS.C 

l*-lraplypeS------------•1 
#include <stdio.h> /* for NULL */ 
#include ''\gary\snmp\snmp_src\rnib\mib.h" t• for struct objinfo */ 
t•-- trap name slrings --•t 
char lraptypes_s□[25] = { "ooldStart", "warmStart", "linkDown", "linkUp", 

"authenticationFailure", "egpNeighborLoss", 
"enterpriseSpecific" 

}; 
/*- trap structures of pointers -*/ 

int coldStart • ..f( tong, unsigned char *); 
int warmStanJ( long, unsigned char *); 
int linkDownJ( long, unsigned char *); 
int linkUpJ( loog, unsigned char *); 
int authenticationFailureJ( long, unsigned char *); 
int egpNeighborLoss_f( long, unsigned char *); 
int enterpriseSpecific_f( long, unsigned char •); 

sll'Uct objinfo lraptypes0 = ( ( traptypes_s[0], 0, NULL. -1, coldStartJ}, 

}; 
II END TRAPTYPE.C 

{ traptypes_s[IJ, 0, NULL, -1, warmStart_f}, 
{ traptypes_s[2), 0, NULL,-!, linkDownJ), 
{ traptypes_s[3J, 0, NULL, -1, linkUpJ}, 
{ traptypes_s[4], 0, NULL, -1, authenticationFailureJ}, 
I traptypes_s[5], 0, NULL, -1, egpNeighborLoss_f}, 
( traptypes_s[6], 0, NULL, -1, enterpriseSpecificJ} 

/*- linkUpllinkDown object for saveval() -------*/ 
#i.nclude ''\gary\snmp\snmp_src\snmp\snmp.h" t• for UINTID •t 
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unsigned char updnval□ = { ( unsigned char) UINTID, 0x0I, 0 }; 

// END UPDNV AL.C 

/*---- warmStart ttap------------*/ 
#include <stdio.h> /* for fprintf() */ 

int warmStartJ( agentaddr, pdutag) 
long agentaddr; 
unsigned char *pdutag; 

unsigned char *bytep; 
inti; 

/* print a message */ 

bytep = ( unsigned char *) &agentaddr; 

fprintf( stderr, " Agent address "); 

for( i = 0 ; i < size.of( agentaddr) ; i++) 
fprintf( stderr, "%d.", ( int)*( bytep++)); 

fprintf( stdout, " had a warm start\n"); 

return( 0); 

// END WARMSTRT.C 

/*-cmpstr()--------------*/ 
/* Given pointers to two strings, compare them for the given number 
of bytes. If they compare, return zero . . , 
#define ERROR ( -1) 

int cmpstr( unsigned char •src, unsigned char *dest, int count) 
{ 

inti; 

if( count <= 0) 
return( ERROR); 

for( i = 0; i < count; i++) 
( 

} 
return( 0); 

if( src[ i] != dest[ i]) 
return( ERROR); 

// END CMPSTR.C 
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/*-fcmpstt()--------------*/ 
/* Compare 'bytecnt' bytes of two byte strings pointed to by far pointers . . , 
#include <stdio.h> /* for fprintf(), etc. */ 

#define ERROR (-1) 

int fcmpslI{ wisigned char far •src I, w,signed char far *src2, int bytecnt) 
{ 

inti; 

if( bytecnt <= 0) 
{ /* negative or zero byte count? */ 

fprintf( stderr, "fcmpstr: bytecnt is %d, error\n", bytecnt); 
return( ERROR - I); /* yes, error•; 

for( i = 0; i < bytecnt; i++, srcl++, src2++) 
{ 

if( •srcl != •src2) 
i = bytecnt + I; 

/* non-matching bytes? */ 
/* yes, terminate the comparison • / 

if( i > bytecnt) /* comparison abnormally terminated? */ 
return( ERROR); /* yes, error*/ 

return( 0); 

// END FCMPSTR.C 
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/*--- findstr() ----------*/ 
/* A function to find a null tenninated string (str) in another 
null terminated text string (text). The nulls don't have to match. 
Return the location of the first matching character in 'text'. 

*/ 

#include <stdio.h> 
#include <malloc.h> 

/* for 'fprintf()', 'getchar()' */ 
/* for 'mal loc()' */ 

#include <stdlib.h> 

unsigned char *findstr( str, text) 
unsigned char *str, 
*text; 

void *rnallocO; 

void free(); 

struct shiftblk 
{ 

int value; 

/* for 'free()' */ 

struct shiftblk *nxtptr; 
} *( shiftbk[256)), /* array of pointers */ 

*shiftval, 
*shiftptr; 

int i, index, strlen; 
unsigned char *strend, •sttptr, *endptr, •textptr, *textend; 

/* find the end of the text • / 
for( textend =text; *textend != "lY; !extend++); 

/* find the length of the test string */ 
for( strend = str ; ( ( int)( strend - str) < 32766) && ( •strend != '\O') ; strend++ ); 

strlen = ( int)( strend - str); 
shiftval = ( struct shiftblk *)malloc( strlen • siz.eof( sttuct shiftblk)); 

if( ( int)( textend - text) < strlen) 

return( NULL); /* return an error if the text is shorter than the test string */ 
/* initialize the shift table with the initial value of the test string length */ 

for( i = 0; i < 256; i++) 
shiftbk[i] = NULL; 

/* store in the shift table the shift values for the char in the test string */ 

for( strptr = strend -1, index= 0; strptr >= str; strptr-, index++) 

I 
i = *sttptr; 
if( shiftbk[i] == NULL) 

shiftptr = shiftbk[i] = &( shiftval[index]); 
else 
I 

} 

shiftptr = shiftbk[i]; 

while( shiftptr->nxtptr != NULL) 
shiftptr = shiftptr->nxtptr; 

shiftptr = shiftptr->nxtptr = &( shiftval[index]); 

shiftptr->nxtptr = NULL; 
shiftptr->value = ( int)( strend - Strptr - I); 

/* finished setting up the shift table, begin testing */ 

endptr = text + strlen - I; /* mark position in te:x.t where match testing begins */ 

while( ( textptr = endptr) < textend) 
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{ /* while we don't point past the end of text, try to find a match; mark the point in the text to begin testing for matches */ 

strptr = strend - I ; /* point to the end of the string to be matched • / 

while( ( *strptr = *textptr) && ( strptr >= str)) 
{ 

/* while chars match and the whole string hasn't been tested, loop */ 

strptr- ; 
textptr-; 
endptr-; 

if( Strplr >= Str) 
I I* character mismatch? */ 

else 
{ 

i = ( int)*( textptr++ ); 
if( shiftbk[i] = NULL) 
{ 

else 
{ 

endptr += strlen; /* yes, get the shift value and shift */ 

shiftptr = shiftbk[i); 

while( ( shiftptr->value <= ( strend - strptr - I)) && ( shiftptr != NULL)) 
{ 

shiftptr = shiftptr->nxtptr; 

if( shiftptr == NULL) 
{ 

} 
else 
( 

endptr += strlen; 

endptr += shiftptr->value; 

free( shiftval); 
return( ++lextptr); /* no, return the pointer to the 

free( shiftval); 

return( NULL); 

II END FINDSTR.C 

match location • / 

/* loop while we don't point past the end of text*/ 

/* no match, return an error • / 
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t--fmovestr()-------------*/ 
/* Move a string of characters from one far location to anolher. 
Return the number of characters moved . 

. , 
#include <dos.h> 

#define ERROR 

/* for FP _OFF(), etc. */ 

( -1) 

int fmovestr( unsigned char far *src, unsigned char far *dest, int count) 
{ 

inti; 

if( count <= O) 
return( ERROR); 

if( FP _SEO( src) < FP _SEG( dest)) 
{ 

else 
{ 

for( i = count - I; i >= O; i-) 
dest[ i] = src[ i]; 

if( FP_SEG( src) = FP_SEG( desl)) 
{ 

else 
{ 

if( FP _OFF( src) < FP _OFF( dest)) 
{ 

} 
else 
{ 

for( i = count - I; i >= O; i--) 
dest[ i] = src[ i]; 

for( i = 0; i < count; i++) 
dest[ i] = src[ i]; 

for( i = O; i < count; i++) 
dest[ i] = src[ i]; 

return( i); 
} 

// END FMOVESTR.C 
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/*--- getreply()------------- */ 
/* Test to see if the first character received from the console 
matches the one passed to this routine. Discard the rest of the 
input line, including the 'In'. 

*I 

#include <stdio.h> /* for 'getcbar()' */ 

#define 
#define 

ERROR 
UCASEMSK 

(-1) 
0x5f 

/* error returned status */ 
/* mask converting char to upper case */ 

int getreply( newchar) 
char newchar; 

l 

int reply, tmp; 

if( ( getchar() & UCASEMSK) = ( newchar & UCASEMSK)) 
reply=0; 

else 
reply= l; 

while( ( ( tmp = getchar()) != 'In') && ( tmp != ERROR)); 

if( tmp == ERROR) 
return( ERROR); 

return( reply); 

II END GETREPL Y.C 

/*--- movenstr()--------------*/ 
/* Given a pointer to a null terminated string and a pointer to a 
location to which that string is to be replicated, move all of the 
bytes including the null terminator. Return the number of bytes 
moved on success not including the null terminator; ERROR on failure. 

*I 

int movenstr( srcp, dstp) 
unsigned char •srcp, *dstp; 

int ten; 

if( srcp < dstp) 
{ /* are we moving from a higher location in memory to a lower one? */ 

else 
{ 

for( len = 0 ; •srcp != VJ' ; len++) /* moving from higher to lower */ 
*( dstp++) = *( srcp++ ); /* loop while the byte is not null */ 

*dstp = •srcp; /* move the 'VJ */ 

/* moving from a lower location to a higher one */ 

unsigned char •sourcep, *destp; 

for( len = 0, sourcep = srcp; •sourcep != 'I[)' ; len++, sourcep++ ); 
/* find the length and end of the source string */ 

destp = dstp + len; /* initialize the destination pointer */ 

while( sourcep >= srcp) /* loop while not all bytes have been moved */ 
*( destp--) = *( sourcep-); 

return( len); 
} 
II END MOVENSTR.C 
l"--movestr()------ --------*/ 
/* Given a pointer to a string of bytes, a pointer to the desired 
location of those bytes, and the number of bytes in the string, move 
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them so that the destination string does not overwrite the source 
string. 

•t 

#define ERROR ( -1) 

int movestr( unsigned char •src, unsigned char *dest, int count) 
{ 

inti; 

if( count <= 0) 
return( ERROR); 

if( src < dest) 
I t• is the source below the destination? • / 

} 
else 

for( i = count- I; i >= 0; i-) 
dest[ i] = src[ i]; 

/* yes, move from the ends */ 
/* toward the beginnings */ 

{ /* no, the source is above the destination */ 
for( i = 0; i < count; i++) /* move from the beginning toward*/ 

dest[ i) = src[ i]; /* the end*/ 

// END MOVESTR.C 

143 



/*--analdb()-------------•/ 
/* Read the file containing the database of routers and variables to 
monitor and create router descriptor blocks for use by the programs. 
Return NULL on error, or a pointer to the pointers to the blocks . . , 
#include <malloc.h> t• for 'malloc()' */ 
#include <stdio.h> /* for 'fprintf()' and 'fileno()' •t 

#include "\gary\snrnplsnmp_src\snrnp\snmp.h" 

struct routinfo *analdb( dbfilename) 
char *dbfilename; 

extern int univerr; 

void *malloc( size_t); 
long filelength( int); 

void free( void *); 

struct routinfo *fillcmunblk( char **); 
FILE *fd; 
char *filebuf, *endatap, *bytep; 
longflen; 
int buflen, errorflag; 
struct routinfo *firstblock, *curblock, •nxtblock; 

errorflag = univerr = 0; 
firstblock = NULL; 

if( ( fd = fopen( dbfilename, "r")) = NULL) 
I I* file exists? */ 

/* for routinfo struct * / 

fprintf( stderr, "analdb: can't open file %s\n", dbfilename); 
univerr =-I; 
return( NULL); /* no, error */ 

if( ( flen = filelength( fileno( fd))) < OL) 
I I* got file length? */ 

fprintf( stderr, "analdb: file length error is %1d\n", flen); 
fclose( fd); 
univerr = -2; 
return( NULL); /* no, error*/ 

if( flen > 32767L) 
I I* file too large for fread()? */ 

fprintf( stderr, "analdb: database file is too large, flen = %ld\n" ,flen); 
fclose( fd); 
univerr = -3; 
return( NULL); 

flen++; /* add room for a 'I{)' • I 

if( ( filebuf = malloc( ( unsigned int) flen)) = NULL) 
( /* got memory? */ 

fprintf( stderr, "analdb: malloc failure\n"); 
fclose( fd); 
univerr = -4; 
return( NULL); 

if( ( buflen = fread( filebuf, ( unsigned int) sizeof( char), 
( unsigned int) flen, fd)) < 0) 

fprintf( stderr, "analdb: file read error\n"); 
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} 

fclose( fd); 
free( filebuf); 

univerr = -5; 
return( NULL); 

bytep = filebuf; 
endatap = filebuf + buflen; 
*end a tap = '\O'; 

while( bytep < endatap) 

/* parse the configuration file */ 
/* start at the file's beginning */ 
/* mark the file's end */ 
/* nul I terminate the ascii data * / 

/ I* while there is data in the buffer, loop*/ 
if( ( nxtblock = fillcmunblk( &bytep)) = NULL) 
{ 

errorflag = -6; 
} 
else 
{ 

if( univerr != 0) 
errorflag = -7; 

/* any non-fatal error?*/ 
/* yes, save it */ 

} 
fclose( fd); 

free( filebuf); 

if( errorflag != 0) 

if( firstblock == NULL) 
{ /* are there any blocks saved? */ 

firstblock = nxtblock; /* no, make this the first */ 

else 
{ /* there are other blocks in the chain already • / 

curblock->nxtblock = nxtblock; /* add this one to the chain */ 

while( nxtblock->nxtblock != NULL) 
{ /* find the end of the * / 

nxtblock = nxtblock->nxtblock; /* chain of added blks */ 

curblock = nxtblock; 
curblock->nxtblock = NULL; 

/* point to the new block */ 
/* initialize its pointer*/ 

univerr = errorflag; 
return( firstblock); 

// END ANALDB.C 
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/*--encdindexO------------*/ 
/* Given a pointer to a null terminated ascii string of characters. 
convert the string into an ASN. l encoded index for an object identifier 
and put it int the buffer indicated. Return the number of octets in 
the encoded index, or ERROR on error. 

•t 

#include <stdio.h> /* for 'fprintfO', NULL */ 

#include ''\gary\somp\mmp_src\snmp\srunp.h" /* for STRINGSIZ */ 
#include ''\gary\srunp\somp_srclmiblmib.h" /* for objinfo struct */ 

#define ERROR ( -1) /* error returned status * / 

int encdindex( srcp, dstp, dstlen, structp) 
char •srcp; 
unsigned char *dstp; 
int dstlen; 
struct obj info •structp; 

int encdsubid( unsigned long, unsigned char*, int); 
int atoi( const char *); 
unsigned int atohex( char*); 

struct objinfo *objinfop; 
int numcnt, numflag, i, tempint /*, objnamelen */; 
char tempbufl ( STR.INGSIZ); 
unsigned char *nxtencdp, tempbuf2( STR.INGSIZ), *bytep; 
objinfop = structp; 

while( objinfop->flag >= 0) 
{ /* find the array backward pointer so we know what type this is */ 

objinfop--; 

for( numflag = numcnt = i = 0 ; ( srcp[ i] != '\O') && ( i < dstlen) ; i++) 
{ 

if( ( srcp[ i] = '\t') II ( srcp[ i] = '')II ( srcp[ i] = "D56') II ( srcp[ i] =':')II ( srcp[ i] = '-') II ( srcp[ i] == ',')) 
{ /* is it a separator character? •t 

} 
else 

if( numflag != 0) 
{ /* yes, have we started a number? */ 

numflag = O; /* yes, clear the number flag */ 
numcnt++; /* increment the number cnt •t 
tempbufl [ i] = '\O'; /* terminate the ascii string */ 

/* do nothing if no number started • / 

{ /* it is an ascii number character */ 

tempbufl ( i] = srcp[ i]; 
nurnflag++; 

if( srcp[ i] != '\O') /* processed the entire input string? •t 

/* copy the character */ 
/* set the number flag*/ 

return( ERROR - I); t• no, error •t 

tempbufl [ i] = '\O'; 
numcnt++; 

/* terminate the last string */ 
/* add the last nwnber into the count * I 

if( ( numcnt < objinfop->type) && ( objinfop->type = 8)) 
{ 

unsigned char *destp, 
*sourcep, 
*stopptr; 

if( i >= ( STR.INGSIZ - 2)) 

/* is it an atEntry variable? */ 
t• yes, adjust it */ 

/* enough space to add the separator? • / 
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return( ERROR - 3); I* no, error •t 

I* move the strings after the first up two bytes */ 

for( stopptr = tempbufl; •stopptr != '\O'; stopptr++ ); 
destp = ( unsigned char *) &( tempbufl [ i + 21); 

sourcep = ( unsigned char *) &( tempbufl [ i]); 

while( sourcep > stopptr) 
*( destp-) = *( sourcep--); 

*( destp--) = '\O'; 
*destp ='I'; 
numcnt++; 

/* insert the string terminator •t 
I* insert the separator*/ 
/* increment the number of integers count • I 

if( numcnt != objinfop->type) 
( /* are there the right number of characters in the index for this variable type? */ 

fprintf( stderr, "encindex: index character count, %d, is not %d\n", numcnt, objinfop->type); 

fprintf( stderr, ''\!variable is %s\n", structp->objname); 

return( ERROR - 2); 

nxtencdp = tempbuf2; 
numflag = numcnt; 

/* point at the second temporary buffer • / 
/* get the count of integers/strings • I 

for( i = 0 ; numflag > 0 ; i++, numflag--) 
( /* convert ascii numbers to integers and encode them according to ASN. I */ 

intj; 

l 

/* find any hexadecimal characters in the string */ 

for( j = O; ( ternpbufl [ i + j] >= '0') && ( tempbufl [ i + j] <= '9') 
&& ( ternpbufl[ i + j) != '\0');j++); 

if( tempbufl [ i + j) != '\O') 
{ /* are there are hex characters?*/ 

/* convert string to hex? */ 
tempint = atohex( ternpbufl + i); t• yes, convert the hex string 

to an integer */ 

else 
I /* there are only integer characters */ 

tempint = atoi( tempbufl + i); /* convert string to an int •t 

while( tempbufl [ i] != '\O') 
i++; 

/* find the end of the string */ 

/* encode in ASN.I notation the resultant integer*/ 

if( ( tempint = encdsubid( ( unsigned long) tempint, nxtencdp, ( intX ( ternpbuf2 + STRINGSIZ) - nxtencdp))) < 0) 
{ 

else 

/* encoded okay?*/ 
fprintf( stderr, "encdindex: encdsubid returned %d\n", tempint); 
return( ERROR - 4); /* no, error*/ 

/* encoded okay! tempint is the number of 
bytes used in the encoded number */ 

nxtencdp += tempint; /* point to the next buffer location 
where encodings can be put */ 

if( nxtencdp - ternpbuf2 > dstlen) 
I /* enough space for the index? */ 
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return( ERROR - 5); /* no, error */ 

/* move lhe encoded bytes to the user's buffer •t 
for( i = 0 ; ( ( 1msigned char *) &( tempbuf2[ i]) < nxtencdp) && ( i < dstlen) ; i++) 
{ 

dstp[ i) = tempbu.f2[ i]; 

if( ( unsigned char *) &( tempbuf2[ i)) != nxtencdp) /* moved okay? */ 
return( ERROR . 13); t• no, error */ 

return( i); /* return the nwnber of octets in the encoding */ 

II END ENCINDEX.C 
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!*-- fillcmwiblkO-------------*/ 
/* Given a pointer to a pointer to an ASCII string of router information, 
get memory and fill in the various bloclcs with the appropriate data. 
Return NULL on error; return a pointer to the fil led-in block on success. 
Modify the pointer to the data to point past the used ASCil data on 
success. 

*I 

#include <stdio.h> /* for 'fprintfO', NULL */ 

#include ''\gary\<.nmplsnmp_src\snmp\5nmp.h" 

struct routinfo *fillcmwiblk( datap) 

/* for routinfo struct, STRINGSIZ */ 

char **datap; 

extern int univerr; 

int movenstr( unsigned char • , 1msigned char *); 
struct routinfo *fillroutblk( char**, char *); 
char *bytep, *strp, *endatap, C, community[STRINGSIZ] ; 

struct routinfo *firstroutbp, *nxtblock, *curblock; 
int strlen,endflag,errorflag, blankflag; 

univerr = O; 
firstroutbp = NULL; 
endatap = *datap; 

/* find the end of the data for this router*/ 

while( ( *endatap != '\n') && ( *endatap != '\O')) 
endatap++; 

/* look for '\n' or end of data*/ 

if( *endatap = '\O') 
{ /* found end of data before '\n'? */ 

*datap = ++endatap; 
univerr = -1; 
return( NULL); 

errorflag = endf\ag = O; 

do 
I /* fmd end of community data */ 

do 

/* yes, error */ 

/* fatal error */ 

( /* look for blank('\!','') or empty lines */ 
char *lineend; 

while( ( •endatap != '\n') && ( *endatap != '\O')) 
endatap++; 

lineend = endatap++; 
blankflag = I; 

while( ( *endatap = ' ') II ( *endatap = '\t')) 
endatap++; 

if( ( *endatap != '\n') && ( *endatap != '\O')) 
blankflag = O; 

else 

/* find a '\n' */ 

/* made the location of the '\n' */ 
/* note that we found one */ 

/* move past any following spaces or tabs */ 

/* found '\n' or end of data? */ 
/* no, look for another '\n' */ 

if( *endatap = '\n') /* was a 'In' found?*/ 

I while( blankf\ag != I); 

endatap = lineend; /* yes, use the first '\n' found */ 
/* else *endatap = '\O', use current endatap */ 

/* loop until a blank or empty line is found. endatap now points to the end of data or the first 
of two '\n's which may be separated by nothing, spaces, or tabs only */ 

/* now look for new community data */ 
/* move past any more blank Jines, comment only lines, and whitespace */ 

149 



while( ( ( *endatap = ' ') II ( *endatap = '\n') II ( *endatap = \043') II ( *endatap = '\t')} && ( *endatap != '\O')) 

I 
if( *endatap = '\043') 
I 

else 

while( ( *endatap != '\n') && ( *endatap != '\O')} 
endatap++; 

endatap++; 

if( *endatap = '\O') 
endflag = I; 

/* are we at the end of data? */ 
/* yes, we're done */ 

else 
if( *( endatap - I ) == '\n') 

endflag = I; 
else 

endflag = O; 

/* are we at a the beginning of a line which doesn't begin with whitespace? */ 
/* yes, we're done */ 

/* not at end of data, not a line with no beginning whitespace*/ 
/* continue looping * / 

} while( endflag != I); 

bytep = *datap; /* point to the beginning of data */ 
/* now move past initial white space and comments */ 

while( ( bytep < endatap) && ( ( *bytep = '') 11 ( *bytep = '\t') II ( *bytep = '\043') 11 ( *bytep = '\n'))) 
I 

if( *bytep = '\043') 
I t• found a '#'? •t 

} 
else 

while( ( *bytep != '\n') && ( bytep < endatap)) 
/* yes, look for an '\n' */ 

bytep++; 

bytep++; 

if( bytep >= endatap) 
I I* went past end of buffer? */ 

*datap = ++endatap; 
univerr = -2; 
return( NULL); 

/* mark the end of processed data */ 
/* yes, found no router address, error*/ 
/* fatal error */ 

strp = bytep; /* mark beginning of the conummity siring */ 

if( *strp = Ox22) 
I I* found a""?*/ 

else 

I 

strp++; 
bytep++; 

l* point past it */ 

/* look for another"" */ 
while( ( bytep < endatap) && ( *bytep != Ox22)) 

bytep++; 

/* move to first white space */ 
while( ( bytep < endatap) && ( *bytep != '') && ( *bytep != '\t') && ( *bytep != '\n')) 

bytep++; 

if( ( bytep - strp) >= STRINGSIZ) 
I /* community string too large?*/ 

uni verr = -3; /* yes, error • / 
return( NULL); /* fatal error*/ 

Ca: *bytep; 
*bytep= '\O'; 

movenstr( ( tmSigned char *) strp, ( unsigned char *) &( comrnunity[O])); 
*bytep= c ; 
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if(c=Ox22) 
bytep++; 

while( bytep < endatap) 
I I* while there is data in the buffer, loop */ 

if( ( nxtblock = fillroutblk( &bytep, endatap)) == NULL) 
{ 

else 
{ 

errorflag = -6; 

if( uni verr != 0) 
{ 

errorflag = -7; 

if( firstroutbp = NULL) 
{ /* first block filled? */ 

firstroutbp = nxtblock; 

else 
I 

curblock->nxtblock = nxtblock; 

/* any non-fatal error? */ 
/* yes, save it and continue */ 

/* yes, this is the first*/ 

/* not the first block to be filled * / 
/* add it to the chain */ 

curblock = nxtblock; /* point to the new block */ 
curblock->nxtblock: NULL; /* terminate the chain at the new bllc */ 

/* move the community string into the new block */ 
rnovenstr( ( unsigned char *) &( community[0]), ( unsigned char *) &( curblock->eommunity[0])); 

I 
)/* while there is data in the buffer, loop */ 

if( *endatap !: 'D') 
{ /* point past the data just analyzed */ 

I 

while( *endatap == '\n') 
endatap++; 

*datap = endatap; /* mark the end of processed data */ 

if( errorflag != 0) 
univerr = errorflag; 

return( firstroutbp); 

II END FLCMUNBL.C 

/* any non-fatal errors reported? */ 
I* yes, pass the last one on • / 

/* return the head of the chain of blocks */ 
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~-fillroutblk0------------*/ 
/* Given a pointer to a pointer to an ASCII string of router information, 
get memory and fill in the various blocks with the appropriate data. 
Return NULL on error; return a pointer to the filled-in block on success. 
Modify the pointer to the data to point past the used ASCH data on 
success. 

*I 

#include <malloc.h> /* for 'malloc()' */ 
#include <stdio.h> /* for 'fprintfO', NULL */ 

#include ''\gary\snmp\snmp_src\snmp\snmp.h" /* for routinfo struct */ 
#include ''\gary\snmp\snmp_src\mib\mib.h" /* for objinfo struct */ 

#include <stdlib.h> /* for 'free()' and 'atoi()' */ 
#include <io.h> /* for 'filelength()' */ 

#define ERROR (-1) /* error retumed status */ 

struct routinfo *fiUroutblk( datap, endata) 
char **datap, *endata; 

ex.tern struct objinfo *isoorgroot; 
extern int univerr; 

void *malloc( size_t); 

int movenstr( unsigned char *, unsigned char *); 
int encdindex( char *, unsigned char *, int, struct obj info *); 
int freevblk( struct routinfo *, struct varinfo *); 
int freerblk( struct routinfo *); 
structobjinfo *searcharr( structobjinfo •,char*); 

char *bytep, •strp, *endatap,c; 
struct objinfo *structp; 
struct routinfo *rblkp; 
struct varinfo *vblkp, *nxtvblkp; 
int blankflag; 

univerr = O; 
endatap = *datap; 
while( ( •endatap = '\n') && ( endatap < endata)) 

endatap++; 

if( endatap = endata) 
I I* got to end of data before the first '\n'? */ 

*datap = endata; 
univerr = -1; 
return( NULL); 

bytep = endatap; 

do 
{ /* look for blank ('\t', ' ') or empty lines */ 

char *lineend; 

while( ( *endatap != '\n') && ( endatap < endata)) 
endatap++; 

lineend = endatap++; 
blankflag = I; 

/* skip leading '\n's */ 

/* yes, error * / 

/* fatal error */ 

/* start past the leading '\n's */ 

/* find a '\n' */ 

/* mark the location of the '\n' */ 
/* note that we found one */ 

while( ( ( *endatap = '') II ( *endatap = '\t')) && ( endatap < endata)) 
endatap++; /* move past any following spaces or tabs */ 

if( ( *endatap != '\n') && ( endatap < endata)) 
blankflag = O; 

else 

/* found 'In' and not end of data? */ 
/* no, look for another '\n' • / 
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if( *endatap = '\n') t• was a '\n' foWld? */ 
endatap = lineend; /* yes, use the first '\n' found as end of data */ 

/* else *endatap = en data. use current endatap • / 

) while( blankflag != I ); /* loop until a blank or empty line is found*/ 

/* endatap now points to the end of data or the first of two '\n's which may be separated by nothing, spaces, or tabs only */ 
/* move past initial white space and comments */ 

while( ( bytep < endatap) && ( ( *bytep = ' ') II ( *bytep = '\t') II ( *bytep = '\043') II ( *bytep = '\n'))) 
{ 

if( *bytep = '\043') 
I t• found a '#'? • t 

while( ( *bytep != '\n') && ( bytep < endatap)) 

bytep+-+; 

else 
bytep+-+; 

if( bytep >= endatap) 
I I* went past end of buffer? • I 

*datap = ++endatap; 
univerr = -2; 
return( NULL); 

/* yes, look for an '\n' */ 

/* skip the rest of this router's data */ 
/* yes, found no rouler address, error • I 
/* fatal error */ 

strp = bytep; /* mark beginning of the address string •t 

if( *step = 0x22) 
{ 

strp+-+; 
bycep++; 
while( ( bytep < endatap) && ( *bytep != 0x22)) 

bytep+-+; 
} 
else 
{ 

t• found first char of router addr • I 
/* move past characters to first white space */ 

while( ( bytep < endatap) && ( *bytep != '') && ( *bytep != '\t') && ( *bytep != '\n')) 
bytep++; 

if( bytep >= endatap) 
I I* went past end of buffer? */ 

*datap = ++endatap; 
univerr = -5; 
return( NULL); 

/* yes, skip the rest of this router's data */ 
/*error*/ 

t• fatal error */ 

t• found end of router address */ 
if( bytep - step > 15) 
I t• address string too long? */ 

*datap = ++endatap; 
univerr = -6; 
return( NULL); 

/* skip the rest of this router's data*/ 
/* yes, error • / 
/* fatal error •t 

/* get memory for a router address block */ 
if( ( rblkp = ( struct routinfo *) malloc( sizeof( struct routinfo))) = NULL) 
I 

univerr = -7; 
return( NULL); 

rblkp->nxtblock = NULL; 
rblkp->vblockp = NULL; 

/* failed to get memory? •t 
t• yes, fatal error */ 
/* initialize address block */ 

/* initialire address block pointers */ 
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C = *bytep; 

*bytep= '1/:t; 

/* save char after router address */ 

/* mark end of router address string * / 

movenstr( ( unsigned char *) sup, ( unsigned char *) &( rblkp->routeraddr[O))); 
/* move the address string into the address block */ 

*( bytepi+) = c; /* restore overwritten character*/ 

while( bytep < endatap) 
I /* loop while there is variable data */ 

while ( ( bytep < endatap) && ( ( *bytep =' ') II ( *bytep = ''.t') II ( *bytep = '\043') 11 ( *bytep = '\n'))) 
I /* move past comments and white space */ 

} 

if( *bytep = "043') 
I t* found a'#'?*/ 

else 

while( ( *bytep != '\n') && ( bytep < endatap)) 
/* yes, look for an '\n' */ 

bytepi+; 

bytepi+; 

if( bytep >= endatap) 
I I* went past end of buffer? */ 

if( rblkp->vblockp = NULL) 
I /* yes, no variables found? */ 

freerblk( rblkp ); /* free the tmused blk */ 

rblkp = NULL; 
univerr = -8; /* set an error flag */ 
*datap = -ndatap; /* skip the router's data */ 
/* else, variables found, leave them as processed */ 

/* done, get out of 'while' loop*/ break; 
} 
sup= bytep; 

/* now we are past the white space, and hope to be pointing at a variable name*/ 
/* mark the beginning of the string */ 

if( *sup == Ox22) 

I 

else 

I 

slrpi+; 
bytepi+; 
while( ( bytep < endatap) && ( *bytep != Ox22)) 

bytepi+; 

while( ( bytep < endatap) && ( *bytep != '') && ( *bytep != '\t') && ( *bytep != '\n')) 

bytepi+; 

I 
if( bytep >= endatap) 

bytep = endatap; 

if( bytep • sup >= STRINGSIZ) 
I I* string too long?*/ 

) 
else 

I 

tm.i verr = - IO; 

c= *bytep; 
*bytep = "D'; 

/* went past end of buffer? */ 
/* point to end of variable name */ 

/* set a non-fatal error flag */ 

if( rblkp->vblockp = NULL) 
I /* is this the first variable block? */ 

/* move to first white space */ 

if( ( rblkp->vblockp = (struct varinfo *) malloc( sireof( struct varinfo)))= NULL) 

I 
/* yes, got a variable block of memory? */ 
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else 

I 

freerblk( rblkp ); 

rblkp = NULL; 
univerr =-II; 
break; 

vblkp = rblkp->vblockp; 

/* free the wt used blk • / 

/* fatal error */ 

/* got blk, point to it*/ 

{ /* not the first variable block • / 
if( ( vblkp->nxtblock = (struct varinfo *) malloc( siz.eof( struct varinfo))) == NULL) 
{ 

/* got variable block memory? */ 
univerr = -I 2; /* no, fatal error */ 
return( rblkp ); 

I 
vblkp = vblkp->nxtblock; /* got blk, point to it */ 

) I* initialize this variable block */ 
vblkp->nxtblock = NULL; 
vblkp->vartype = 0; 
vblkp->indexlen = 0; 
vblkp->changeflag = 0; 
vblkp->timestamp = 0L; 
vblkp->varvalue = NULL; 
structp = isoorgroot; 

/* clear change flag • / 
/* clear time stamp */ 

if( ( structp = searcharr( structp, sllp)) = NULL) 
{ 

univerr = -13; /* is the variable part of the MIB? */ 
movenstr( ( wisigned char*) snp, ( unsigned char *) &( vblkp->variable[0])); 

/* no, move the string to the blk */ 

} 
else 
{ 

*(bytep++) = c; /* go to next variable on the next line */ 

if( C != '\n') 
I I* are wt: at the end of the line? •t 

while( ( *bytep != 'In') && ( bytep < endatap)) 
bytep++; /* find it •t 

/* variable string is part of the MIB * / 
int varstorage; 
switch( ( unsigned char) structp->type) 
( 

case( UINTID): 

case( UOCTSTRID): 
case( IntegerStrID): 

case( DisplStrID): 

case( IpAddrID): 

case( CowiterID): 

case( TimeTicksID): 

case( Gauge!D): 

case( UOBJIDID): 

varstorage = VTYPEINT; 
break; 

varstorage = VTYPESTR; 
break; 

varstorage = VTYPEDSTR; 
break; 

varstorage = VTYPEIP AD; 
break; 

varstorage = VTYPECTR; 
break; 

varstorage = VTYPETIME; 
break; 

varstorage = VTYPEGAGE; 
break; 

varstorage = VTYPESTR; 
break; 
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default: 
varstorage = 0; 

vblkp->vartype = structp->type; /* set variable type*/ 

if( varstorage = 0) 

else 
{ 

} 

vblkp->varvalue = NULL; 

if( ( vblkp->varvahie = malloc( varstorage)) = NULL) 
{ 

fprintf( stderr, "fillroutblk: variable storage malloc errorln"); 
freevblk( rblkp, vblkp); 
univerr = -13; 

if( ( varstorage == V1YPES1R) II ( varstorage = V1YPEDSTR)) 
*( ( int *) vblkp->,·arvalue) = 0; 

movenstr( ( unsigned char *) Sl!p, 

( unsigned char *) &( vblkp->variable[0])); 

/* move the string to the blk */ 

*( bytep++) = c; t• restore the overwritten char */ 

if( ( C != 'In') && ( C != '\O')) 
I t• line ends? 

/* skip the white space before !he index */ 

while( ( bytep < endatap) && ( ( *bytep ='')II ( *bytep = '\l'))) 
/* move beyond white space •t 

bytep++; 
if( *bytep = ~3') 
I t• fmmd comment? (no index value?)*/ 

else 
{ 

while( ( *bytep != 'In') && ( bytep < endatap)) 
bytep++; 

/* there is an inde,c; value, get it •t 
sttp = bytep; /* mark the beg of the index string */ 
if( *strp = Ox22) 
{ 

} 
else 
{ 

} 

strp++; 
bytep++; 
while( ( bytep < endatap) && ( *bytep != Ox22)) 

bytep++; 

while( ( bytep < endatap) && ( *bytep != • ') && ( *bytep != '\t') 
&& ( *bytep != '\n')) 

bytep++; 

if( bytep >= endatap) /* string terminated by end-of-data?*/ 
/* yes, mark the end of string */ bytep = endatap; 

/* assume ascii string will be longer than the encoded string */ 

if( bytep - strp >= INDEXSIZ) 
{ 

/* index str too long? */ 
freevblk( rblkp, vblkp); 

if( ( vblkp = rblkp->vblockp) != NULL) 
{ 
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I 

l 
if( rblkp->vblockp ==== NULL) 
{ 

freerblk( rblkp ); 
rblkp = NULL; 

if( *endatap = '\n') 
endatap++; 

*datap = endatap; 
return( rblkp ); 

// END FLROUTBL.C 

l 
else 
{ 

univerr = -14; /* non-fatal error*/ 

/* index string will fit */ 
int status; 
c == *bytep; /* save string ending char*/ 
*bytep = "ll'; /* mark the end of the index string */ 
if( ( status = encdindex( strp, ( unsigned char *) & 

( vblkp->index[O]), ( int) INDEXSIZ, structp)) < 0) 

/* string converted to ASN. I index? */ 
fprintf( stderr, "fillroutblk: encdindex error status was %d\n", 

status); 
freevblk( rblkp, vblkp ); 
if( ( vblkp = rblkp->vblockp) != NULL) 
{ 
I* is this the fJTSt variable block for this router? */ 

while( vblkp->nxtblock != NULL) 
vblkp = vblkp->nxtblock; 

univerr = -15; /* non-fatal error*/ 

else 
{ /* string was converted to ASN. I */ 

vblkp->indexlen = ( unsigned char) status; 
/* save the number of octets in result */ 

l 
*bytep = c; /* restore the overwritten charactec */ 
bytep++; /* point past the end of the 

index string */ 
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/*-freetblk0------------*/ 
/* Given a pointer to a router info block, free the block, fix the 
chain of router info block pointers, and free any variable info 
blocks associated with the router info block. Return O on success; 
ERROR on error. 

#include <stdio.h> 

#include ''\gary\snmp\mmp_src\snrnp\snmp.h" 

int freerblk( routblkp) 
struct routinfo ..-outbllcp; 

extern struct routinfo *firstrinfop; 
void free( void *); 
struct routinfo *rblkp; 
struct varinfo *vblkp; 
rbllcp = firstrinfop; 

/* foc 'fprintf()', NULL*/ 

I* for routinfo struct • / 

while( ( rblkp->nxtblock != routblkp) && ( rblkp->nxtblock != NULL)) 
( 

/* is this the router info block to be released? */ 
rblkp = rblkp->nxtblock; /* no, point to the next one */ 

if( rblkp != routblkp) 
return( O); 

if( rblkp = firstrinfop) 
firstrinfop = routblkp->nxtblock; 

else 

rblkp->nxtblock = routblkp->nxtblock; 

while( ( vblkp = routblkp->Vblockp) != NULL) 
freevblk( routblkp, vblkp ); 

/* found the right block? */ 
/* no, forget it */ 

/* is the right block the first one? */ 
/* yes, adjust the pointers */ 
/* the right block is in the chain somewhere */ 
/* remove this block */ 

/* free any variable info blocks associated with this router info block */ 

free( routblkp ); 

return( O); 

/* free the router info block */ 

// END FREERBLK.C 
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/*-freevblk0------------•t 
/* Given a pointer to a router info block and one of its variable 
info blocks that is to be freed, free the variable info block and 
fix the chain of variable info block pointers associated with the 
router info block. Return O on success; ERROR on error. 

•t 

#include <stdio.fl> 

#include ''\garylsnmplsnmp_sn:\snmplsnmp.h" 

int freevblk( routblkp, varblkp) 
struct routinfo *routblkp; 
struct varinfo •varblkp; 

void free( void *); 
struct varinfo *vblkp; 

if( routblkp->vblockp = varblkp) 
routblkp->vblockp = varblkp->nxtblock; 

else 

t• for 'fprintfO', NULL •t 

t• for rout info struct • / 

t• is this the first variable block for this router? •t 
t• yes, release it */ 

I t• not the first var blk., find it*/ 

} 

vblkp = routblkp->vblockp; /* start at the top of the chain */ 

while( ( vblkp->nxtblock != varblkp) && ( vblkp->nxtblock != NULL)) 
vblkp = vblkp->nxtblock; 

if( vblkp->nxtblock != varblkp) 
retum(O); 

vblkp->nxtblock = varblkp->nxtblock; 

/* found the right block? */ 
I* no, forget it */ 

free( varblkp ); 

/* remove the block from the chain of blocks */ 

/* free the block */ 

return( 0); 

// END FREEVBLK.C 
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f'-atohe/(0-------------*/ 
t• Given a pointer to an ascii string of hexadecimal digits, convert 
them to an integer of lhe correct value. No error retur. 

#define ERROR 
#define UCASEMSK 

unsigned int atohex( strp) 
char *strp; 

int i,j; 
unsigned int value; 

for( j = 0 ; strpUJ != '\IJ' ; j++ ); 

if( j > sizeof( value)) 
return( ERROR); 

j-; 

if(j < 0) 
return( ERROR); 

value= O; 

for( i = 0 ;j >= 0; i++,j- ) 
{ /* process the chars */ 

(-1) 
Ox5f 

t• error returned status •t 
/* mask converting char to upper case */ 

/* find the end of the supplied string */ 

/* is it too big? */ 
I* yes, return -1 */ 

t• point at lhe last character • / 

/* are there no characters?*/ 
/* right, return - I • / 

if( ( strp[j] >= 'O') && ( strp[j] <= '9')) t• is the char 0-9? • / 
value+= ( int) ( strp[j] - 'O') * ( I « ( i * 4)); 

t• yes, evaluate it*/ 
else 
{ /* the character isn't 0-9 */ 

strp[j] &= UCASEMSK; /* make it upper case */ 

if( ( strp[j] >= 'A') && ( strp[j] <= 'F)) /* is it A-F? */ 
value+= ( ( int) ( strp[j] - 'A')+ 10) * ( I « ( i • 4)); 

else /* it isn~ 0-9 or A-F */ 

return( value); /* retwn what we have so far */ 

I 
return( value); 

II END A TOHEX.C 
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/*-checkcnnmO------------*/ 
/* Check the commwtity octet pointed to by 'cmuntagp' for a match 
with the community of the network descriptor designated by nd. 
Return NULL on mismatch, or a pointer to the pdu tag on a match. 

*I 

#include ''\gary~rnnp\mmp_src\mmp\mmp.h" 
#include <stdio.h> 

unsigned char *checkcmun( cmuntagp, nd) 
unsigned char *cmuntagp; 
int nd; 

int cmpstr( unsigned char*, unsigned char•, int); 
int getobjptrs( unsigned char *, struct objptrs *); 
unsigned char *geautobj( unsigned char *); 
unsigned char *getcmunp( int); 
long getconnreqid( int); 
int len; 
unsigned char *datap, *cmunp; 
struct objptrs objp; 

/* for objptrs struct */ 
/* for 'fprintf()' and NULL */ 

if( *cmuntagp != UOCfSTRID) 
return( NULL); 

/* correct community tag? */ 
/* no, error * / 

if( getobjptrs( cmuntagp, &objp) < 0) 
return( NULL); 

/* got object pointers? */ 
/* no, error */ 

/* don't check the community if this is a trap packet */ 

if( getconnreqid( nd) > ( long)( -2)) 
( /* is this not a trap pkt? */ 

datap = objp.datap; 

len :; ( int)( objp.endatap • datap ); 

if( ( cmunp = getcmunp( nd)) = NULL) 
return( NULL); 

if( cmpstr( datap, cmunp, len) != 0) 
retum( NULL); 

if( ( datap = getnxtobj( objp.tagp)) = NULL) 
return( NULL); 

/* right, check the community */ 

/* got community pointer? •t 
/* no, error */ 

t• community names match? */ 
/* no, error */ 

/* got next object? * / 
/* no, error */ 

return( datap ); /* return a pointer to the next obj tag */ 

fl END CHECKCMU.C 
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/*-checkpkt()-----------•t 
t• Check the packet in 'buffer' of length 'bytes' for valid SNMP 
format. The Ethernet, IP, and UDP headers are not in 'buffer'. The 
first byte of 'buffer' is the first data byte. Return NULL on 
error . 

.. , 
#include "\gary\snrnp\snmp_srclsnrnp\snrnp.h" 
#include <stdio.II> 

unsigned char •checkpkt( buffer, bytes, nd) 
llllsigned char *buffer; 
int bytes, nd; 

int getobjptrs( unsigned char •, struct objptrs *); 
unsigned char *checkver( unsigned char *); 
unsigned char *checkcmun( llllsigned char *, int); 
unsigned char *bytep, •versionp, •communityp, *pdup; 

struct objptrs msghdr; 
int len; 

if( getobjptrs( buffer, &msghdr) < 0) 
I t• got object pointers? •t 

return( NULL); 

l 
if( *msghdr.tagp != USEQID) 
( /* is this a proper message?*/ 

return( NULL); 

if( ( int)( 01.$ghdr.endobjp- 01.$ghdr.tagp) != bytes} 
( 

/* for objptrs struct */ 
/* for 'fprintf()' and NULL •t 

/* no, error */ 

t• no, error */ 

return( NULL); 
/* buffer data length = message length? • / 

/* no, error */ 

versionp = msghdr.datap; /* point to the version tag byte */ 

if( ( communityp = checkver( versionp)) = NULL) 

return( NULL); 

if( ( pdup = checkcmun( communityp, nd)} = NULL) 

/* correct version of SNMP? */ 
/* no, error */ 

/* correct SNMP community? */ 
return( NULL); /* no, error */ 

return( pdup ); 

I 

II END CHECKPKT.C 

/* return a pointer to the pdu */ 
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,.-checkverQ------------*/ 
t• Check the version field pointed to by the pointer of this 
message against the version that this software is compatible with. 
Return a pointer to the community tag. Return NULL on error. 

*I 

''\garylsnmp\<;nrnp_src\<;nrnp\snmp .h" #include 
#include <stdio.h> /* for 'fprintfO' and NULL */ 

WJSigned char *checlcver( verp) 
unsigned char *verp; 

int getobjptrs( unsigned char *, struct objptrs *); 
unsigned char *getnxtobj( unsigned char *); 
struct objptrs objp; 

if( *verp != UINTID) 
return( NULL); 

/* correct tag for version object?*/ 
/* no, error * / 

if( getobjptrs( verp, &objp) < 0) 
return( NULL); 

verp = objp.datap; 

if( *verp != SNMPVER) 
return( NULL); 

/* got object pointers? */ 
t• no, error */ 

/* point to the data */ 

/* correct SNMP version? */ 
/* no, error */ 

if( ( verp = getnxtobj( objp.tagp)) == NULL) 
return( NULL); 

/* got next object? •t 
t• no, error */ 

return( verp ); 
I 

t• point to the community tag */ 

II END CHECKVER.C 

,--de,;dsubidO-----------*/ 
t• Given a pointer to a pointer to an ASN. I encoded sub-identifier 
in an object identifier, decode it Adjust the pointer to the 
encoding so it points to the first octet past the encoding. Return 
ERROR on error; the decoded long integer on success. 
*I 

#include <stdio.h> 

long decdsubid( subidp) 
unsigned char **subidp; 

unsigned char •bytep; 
int i,j; 
long value; 

t• for fprintfO • I 

bytep = •subidp; /* point to the encoding*/ 

I 

if( ( *bytep & 0x80) == 0) 
I /* is the encoding a single byte?*/ 

(*subidp }++; /* yes, adjust the pointer •t 
return( ( long) *bytep ); 

/* multiple byte encoding */ 
value= 0L; t• clear the returned value */ 

for( i = 0; ( *bytep & 0x80) != 0; i++, bytep++); 
*subidp = bytep + I ; 

/* find the end of this encoding */ 
/* save this location */ 

for(j = 0; i r-0; i--,j++, bytep-) /* put the bits into 'value' in their correct order*/ 
value = value I ( ( ( long) ( *bytep & Ox7f)) « ( 7 * j)); 

return( value); 

// END DECSCUBID.C 

/*-encdsubidO------------*/ 
/* Given a positive integer, encode it to become an object identifier 
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sub-identifier according to ASN. I encoding rules. But the encoded bytes 
in the designated buffer. Return the number of bytes in the encoding 
on success; ERROR on error. 

*I 

#include <stdio.Ii> /* for fprintf() */ 

#define ERROR ( -1) 

int encdsubid( value, buffer, bufsize) 
unsigned long value; 
unsigned char *buffer; 
int bufsize; 

int i, 
shftcnt; 

if( value < I 28L) 
( 

buffer[0J = ( unsigned char) value; 
return( I); 

/* encode 'value' into an ASN.1 integer */ 

I 

for( i = bufsize - I, shJtcnt = 0 ; ( shftcnt < ( sizeof( value)• 8)) && ( i >= 0) ; i-, shftcnt += 7) 

I 

if( i < 0) 

i++; 

buffer[i) = value & 0x7f; 

if( shftcnt != 0) 
buffer[i) I= Ox80; 

value= value>> 7; 

return( ERROR); 

/* ll1JISlc in the lowest 7 bits * / 

/* is this the least signif. byte? •t 
/* no, OR in 0x80 */ 

/* shift the value 7 bits right */ 

while( ( buffer[i] = 0x80) && ( i < bufsize)) 
i++; 

/* while the leading byte is 0x80, drop it */ 

for( shftcnt = 0; i < bufsize ; shftcnt++, i++) 
buffer[shftcnt] = buffer[iJ; 

return( shftcnt); 

/* move the bytes to the beginning of the buffer */ 

//END ENCSUBID.C 
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I-- finddatafld()----------*/ 
/* Given a pointer to a length field, retwn a pointer to the data 
field. Return NULL on error . . , 
#include ''\gary\<;nnip\snrnp_src\snmp\<;nmp.h" 

unsigned char *finddatafld( Ienp) 

/* for objptrs struct */ 

unsigned char *lenp; 

if( *lenp = FLOCONMSK) 
Ienp++; 

/* Ienp points to the first length field byte */ 

/* consbueted length? */ 
/* yes, the data begins at the next byte */ 

else 
{ 

if( ( *Ienp & FLOCONMSK) = FLDCONMSK) 
{ /* multi-byte field?*/ 

intlen; /*yes*/ 

len = *Ienp & -( FlDCONMSK); /* get the number of additional bytes in the length field */ 

I 
else 

lenp=Ien+l ; 

lenp++; 

/* point to the first data field byte • / 

/* single byte length field */ 
/* point to the fast data field byte * / 

return( lenp ); 

I 
/* return the pointer to the first data byte */ 

II END FNDDA TFL.C 

/*--- findlenfld()-----------*/ 
/* Given a pointer to a tag, return a pointer to the length field. 
Return NULL on error. 

*I 

#include ''\gary\<;nnip\snrnp_srclsnnip\<;nmp.h" 

unsigned char *findlenfld( tagp) 

/* for objptrs struct */ 

) 

unsigned char *tagp; 

/* tagp points to the first tag field byte */ 

if( ( *tagp & IDTAGMSK) = IDTAGMSK) 
{ /* multi-byte tag? */ 

tagp++; l* yes, point to the first byte of the tag */ 

I 
else 

while( ( *tagp & FLOCONMSK) = FLDCONMSK) 
tagp++; /* while the tag continuation bit is true, move to the to the next byte */ 
tagp++; /* point to the first length byte */ 

/* single byte tag*/ 
tagp++; 

return( tagp ); 
/* point to the first length byte */ 
/* retwn the pointer to the first fen byte • / 

// END FNDLENFL.C 
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/"---- getintvalO-------------•t 
t• Get the value of the the integer object encoding pointed to by 
the pointer passed to the function. Put the integer value in the 
location also passed to the function. Return zero on success or 
ERROR on error. 

*I 

#include ''\gary\s~\snmp_src\srunp\snmp.h" /* for objptrs sbUct */ 

#define ERROR ( -1) 

int getintval( obj, intaddr, intsize) 
unsigned char •obj; 

{ 

void *intaddr; 
int intsize; 

int getobjptrs( unsigned char • , struct objptrs *); 
struct objptrs objp; 
unsigned char *bytep; 
inti; 
long value; 

if( ( *obj != UINTID) && ( *obj != Counter!D) && ( *obj != GaugelD) && ( *obj != TimeTickslD)) 
/* pointing at an integer encoding? */ 

return( ERROR); /* no, error */ 

if( intsize > sireof( value)) 
return( ERROR· I); 

if( getobjptts( obj, &objp) < 0) 
return( ERROR- I); 

value= OL; 
bytep = objp.datap; 

/* integer too long? */ 
/* yes, error • / 

/* got object pointers? */ 
/* no, error */ 

/* clear the variable value */ 
/* point to the data */ 

for( i = 0 ; ( i < intsize) && ( bytep < objp.endatap) ; i++, bytep-++) 
value= (value<< 8) I ( long) *bytep; 

if( bytep != objp.endatap) 
return( ERROR - 3); 

if( intsize = sizeof( int)) 
*( ( int *)intaddr) = ( int) value; 

else 
*( ( long *)intaddr) = value; 

retum( O); 

/* too much data? • / 
/* yes, error */ 

/* no error, return success*/ 

// END GETINTVL.C 
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t---getnxtobj0 - ------ -----*/ 
/* Given a pointer to an object, return a pointer to the next 
object Return NULL on error . . , 
#include ''\gary\snmplsrunp_src\snmp\snnw.h" 
#include <stdio.It> /* for NULL */ 

/* for objptrs struct */ 

unsigned char •getnxtobj( obj) 
unsigned char *obj; 

int getobjptrS( unsigned char •, struct objptrs *); 
struct objptrs objp; 

if( getobjptrs( obj, &objp) < 0) 
return( NULL); 

return( objp.endobjp); 

II END GETNXTOB.C 

/* got obj pointers? */ 
/* no, error */ 

/* return location of next object •t 
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/*-getobjlenO------------*/ 
/* Get the length of the data field in bytes of from the length field 
pointed to by length field pointer. 

#include ''\garylsnmplsnmp_src\mmp\mmp.h" 
#include <stdio.II> /* for NULL */ 

#defme ERROR 

int getobjlen( lenp) 
unsigned char *lenp; 

( -1) 

unsigned char *finddatatld( unsigned char *); 
unsigned char *bytep; 
int lenlen. i; 
unsigned int len, olen; 

/* for FLDCONMSK */ 

/* lenp points to the first length field byte • / 

if( *lenp = FLDCONMSK) 
{ /* is the length constructed? • / 

if( ( bytep = fmddatatld( lenp)) =NULL)/* yes, found data fld? */ 
return( ERROR); /* no, error */ 

for( i = 0, len = 0 ; i < 2 ; bytep++, len++) 
{ /* look for consecutive nulls for the 'end-of-<lata' */ 

if( *bytep = "I)') /* found a null? */ 
i++; I* yes, increment i */ 

else 
i=O; /* otherwise, clear i • / 

/* found the 'end-of-<lata' */ 

return( len); /* return the length value*/ 

if( ( *lenp & FLDCONMSK) != FLDCONMSK) 
{ /* multi-byte field? */ 

return( ( unsigned int) *lenp); t• no, return the length */ 

/* multi-byte length field*/ 
/* get the number of additional bytes in the length field */ 

lenlen = ( int) ( *lenp & (( unsigned char) -( FLDCONMSK))); 
lenp += lenlen; /* point to the last length field byte */ 
olen = len = ( unsigned int) *lenp; /* get its value */ 
lenp--; /* point to the next to last len field byte */ 
lenlen-; /* decrement the number of bytes left in the field */ 

for( i = I ; lenlen > 0 ; i++, lenlen--, lenp-- ) 
{ /* do it again */ 

len += ( unsigned intX ( ( unsigned int) *lenp) « ( 8 • i)); 
if( len < olen) /* partial test for overflow?*/ 
return( ERROR); /* yes, error */ 
oleo= len; 

return( len); 

I 

// END GETOBJLN.C 

,._ getobjplrs()-----------*/ 
/* Given a pointer to an object and a structure of pointers 
concerning that object, fill in the structure. Return uro on 
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success or ERROR on error. 

#include ''\gary\snmp\snmp_src\snmp\snmp.h" 
#include <stdio.h> 1• for NULL */ 

#define ERROR 

int getobjptrs( obj, objp) 
W1Signed char *obj; 
struct objptrs *objp; 

( - 1) 

WlSigned char *findlenfld( unsigned char*); 
WlSigned char *finddatafld( unsigned char *); 
int getobjlen( unsigned char *); 
WlSigned char *bytep; 
intobjlen; 

I* for objptrs struct */ 

objp->tagp = obj; /* point to the tag field */ 

I 

if( ( bytep = findlenfld( obj)} = NULL) 
return( ERROR); 

objp->lenp = bytep; 

if( ( objlen = getobjlen( bytep)) < 0) 
return( ERROR); 

/* found length field? */ 
/* no, enor */ 

/* mack the length field beginning */ 

/* got object length1 */ 
/* no, error */ 

if( ( bytep = finddatafld( bytep)) = NULL) 
return( ERROR); 

t• found data field? */ 
I* no, error * / 

objp->datap = bytep; 

objp->endobjp = objp->endatap = bytep + objlen; 

/* mark the data field beginning */ 

/* marlc the end of the data field * / 

if( *objp->lenp = FLDCONMSK) 
objp->endatap -= 2; 

retum(O); 

/* consttucted length data field? */ 
/* yes, set the end-of-data pointer accordingly •1 

II END GETOBJPT.C 
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~--snmpnenoasc()-----------•t 
/* Convert an IP address encoded as an SNMP IpAddress object to 
a string of ascii characters in the familiar dot notation in a buffer 
specified. Return ERROR on failure; zero on success. 

*I 

#include ''\garylsnmplsnrnp_src\snmp\snmp.h" 
#include <stdio.Ir> /* for sprintfQ •t 

~ for objptrs struct • / 

#define ERROR (-1) 
#define STRINGSIZ 32 

int snrnpnettoasc( objptr, buffer, buffsize) 
unsigned char *objptr, 

*buffer; 
int buffsize; 

int getobjptrs( unsigned char *, struct objptrs *); 
int getobjlen( unsigned char *); 
long decdsubid( unsigned char **); 
struct objptrs objp; 
int ij, bytes, objlen; 
unsigned char tempbuf{STRJNGSIZ], 

*bufferp, 
*buffend, 
*bytep; 

if( •objptr != lpAddrlD) 
return( ERROR); 

if( getobjptrs( objptr, &objp) < 0) 
return( ERROR- I); 

if( ( objlen = getobjlen( objp.lenp)) < 0) 
return( ERROR - 2); 

bufferp = buffer; 
buff end = buffer + buffsii.e; 
bytep = objp.datap; 

for( i = 0; i < objlen; i++) 
{ /* loop while there are bytes to convert */ 

t• were we passed the right object? •t 
I* no, error */ 

t• got object pointers? */ 
t• no, error */ 

/* got length value?*/ 
t• no, error */ 

/* point to the buffer beginning */ 
/* mark the buffer end */ 

sprintf( ternpbuf, "%d.", ( int) decdsubid( &bytep )); 

for( bytes= 0; tempbuf[bytes] != ( unsigned char) VJ'; bytestt); 

if( ( intX buffend - bufferp) <= bytes) 
for(j =0 ;j < bytes ;j++) 

*(bufferp++) = ternpbuf[j]; 

*(-bufferp) = VJ; 

return( ( int)( bufferp - buffer+ I)); 
) 

II END NETIOASC.C 

/* decode each ASN. I integer and convert the integer to an ascii string •t 

/* is there room in the buffer for the ascii chars? */ 
/* yes, move them into the buffer */ 

/* overwrite the last • .' with a "£)' • / 
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/*---setobjlenO ---- --------*/ 
/* Given the length of an object, encode the length into an ASN. I 
object length field. Return the number of octets used in creating 
the length field . Return ERROR on error. 

*I 

#include "\gary\snmp\snmp_src\snmp\mmp.h" 
#include <stdio.h> /* for 'fprintfO' and NULL */ 

#define ERROR 

int setobjlen( objlen, lenp) 
intobjlen; 
unsigned char *lenp; 

( -1) 

/* for FLDCONMSK */ 

if( objlen < I) 
return( ERROR); 

/* negative or zero length field? • / 
/* yes, error • / 

if( objlen > 127) 
{ /* use the long form of a length value? */ 

) 
else 

int lenlen; 
unsigned char *bytep; 

lenlen=0; 
lenp += sizeof( objlen); 
bytep = ( unsigned char *)&objlen; 

/* get the size of the length value */ 
/* point at ics least signif byte*/ 

while( ( int)( bytep - ( unsigned char *) &objlen) < sizeof( objlen) - I) 
{ 

*( lenp-) = *( byte)>++); 
lenlen++; 

*( lenp-) = *bytep; 
lenlen++; 
*lenp = FLDCONMSK I lenlen; 
return( ++lenlen); 

/* the last byte of objlen is the last byte of the !en fld */ 
/* ina-ement the !en of the !en fld */ 

/* the first byte of the objlen is the first byte of the !en fld */ 
/* ina-ement the len of the !en fld */ 
/* OR in the number of bytes in the value fld of the len fld */ 
/* return the number of bytes used in the !en fld including the first byte*/ 

{ /* use the short form * / 
*lenp = ( unsigned char)objlen; /* put the length in the first length byte */ 
return( sizeof( *lenp)); /* return the number of bytes in the !en fld */ 

// END SETOBJLN.C 
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,.-getreqid()------------*/ 
,. Given a pointer to an object and a pointer to an unsigned long 
integer, replace the value of the unsigned long integer with the 
value of the object Return :zero on success; return a negative 
number on failure . . , 
#include ".JS111T1)<'sn111>.h" I* for objptrS struct. UINTID, etc. *I 

#define ERROR 

int getreqid( objptr, requestidp) 
unsigned char *objptr; 
long *requestidp; 

(-1) /* returned error status */ 

int getobjptrs( unsigned char *, struct objptrS *); 
int getobjlen( unsigned char *); 

I 

struCl objptrS objp; 
unsigned char *endata; 
long *reqidp; 
int len, i; 

if( getobjptrs( objptr, &objp) < 0) 
return( ERROR); 

endata = objp.endatap; 

if( *objp.tagp != UIN1l0) 
return( ERROR -1); 

if( ( len = getobjleo( objp.lenp)) < 0) 
return( ERROR - 2); 

if( len > sizeof( *reqidp)) 
return( ERROR · 3); 

reqidp = ( long *)objp.datap; 
•requestidp = *reqidp; 

return( 0); 

II END GETREQID.C 

t• got object pointers? •t 
t• no, error */ 

/* fmd the end of the data •t 

/* is the object an integer like the request id should be? •t 
I* no, error */ 

,. got the length value? */ 
I* no, error •t 

t• object too long f<r a req id? •t 
t• yes, enor •t 

/* point at the request id */ 
t• move the value*/ 

/* return the request id */ 
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,._ getroutinfo()----------- -•t 
/* Given a network descriptor and a pointer to a router information 
structure, retwn a pointer to the information about the next router 
information structure. Return NULL on error. 
*I 

#include <stdio.Ii> /* for 'fprintf, NULL*/ 
#include "\gary\snmp\snmp_src\snmp\snmp.h" /* for routinfo struct */ 

struct routinfo •getroutinfo( agentaddr, routinfop) 
long agentaddr; 
struct routinfo •routinfop; 

extern int uni verr; 
extern struct routinfo *firstrinfop; 
int cmpstr( unsigned char •, unsigned char •, int); 
struct routinfo '"rinfop; 
unsigned char tempbufISTRINGSIZ], *bytep; 
inti, j , nxtflag; 

univerr= 0; 
if( ( rinfop = firstrinfop) = NULL) 
I t• is there any info? */ 

} 

univerr =-1; 
return( NULL); 

bytep = ( unsigned char *) &agentaddr; 

t• no, error */ 

/* convert agentaddr to string */ 

for( i = 0,j = 0; ( i < sizeof( agentaddr)) && ( j < STRINGSIZ); i++, bytep++) 
{ 

) 

if( ( j >= STRINGSIZ) && ( i < sizeof( agentaddr))) 
( 

uni verr = -2; 
return( NULL); 

} 

/* was there enough buffer space? */ 
t• no, error */ 

tempbu.fT.j-1] = '\O'; 

if( routinfop = NULL) 
nxtflag = I; 

/* find first matching block? •t 
t• yes •t 

else 

do 
( 

nxtflag = 0; /*no*/ 

i = cmpstr( ( unsigned char*) &tempbufI0], ( unsigned char*) &( rinfop->routeraddr(0]), j); 
if( i != 0) /* did the compare fail? •t 

rinfop = rinfop->nxtblock; /* yes, go to the next block */ 
else 
{ /* the compare succeeded * / 

if( nxtflag <= 0) 

I t• are we looking for this block? •t 
i = I; /* no, negate the compare */ 
if( routinfop = rinfop) /* looking for next block?"/ 
nxtflag = I; /* yes, set the flag */ 
rinfop = rinfop->nxtblock; t• point to next block */ 

} 
t• else, we are looking for this block, exit the loop */ 

} while( ( i != 0) && ( rinfop != NULL)); 

if( i != 0) 
( /* did we find the right info? */ 

univerr = -3; 
return( NULL); t• no, error */ 

} 
return( rinfop ); 

} 
II END GETRINFO.C 

,._ getvarinfo()-----------•t 
/* Given a pointer to a router information block, a pointer to an 

173 



object info block, a pointer to a null terminated string which 
contains a encoded index value, and the length of the string, return a 
pointer to the matching variable information block. Return NULL on 
error. 

*I 

#include <stdio.h> /* for 'fprintf, NULL*/ 
#include ''\gary\snmp\snmp_src\snmp\mmp.h" /* for routinfo struct */ 
#include ''\gary\snmp\snrnp_srclmib\mib.h" /* for objinfo struct */ 

struct varinfo *getvarinfo( routinfop, objinfop, indexp, indexlen) 
struct routinfo *routinfop; 
struct objinfo *objinfop; 
unsigned char *indexp; 
int indexlen; 

extern int univerr; 
int crnpstl\ unsigned char *, unsigned char *, int); 
struct varinfo *vblkp; 
int i,len; 

if( ( vblkp = routinfop->vblockp) == NULL) 
{ /* are there variable info blocks? */ 

univerr =-I; 
return( NULL); 

/* find the length of the variable string */ 

/* no, error */ 

for( len = 0; objinfop->objnarne[len] != '\O'; !en-++); 
!en++; /* add in the 'I{)' too */ 

do 
I I* loop while a matching variable info block isn't found */ 

if( cmpstr( ( unsigned char*) &( vblkp->variable[0]), ( unsigned char*) objinfop->objnarne, len) == 0) 
{ 

I 
else 
{ 

/* variable names match? */ 
if( *indexp != 'I{)') 
{ /* is the index a zero? */ 

else 

if( indexlen = ( int) vblkp->indexlen) 
{ /* no, index lengths match? */ 

i = cmpstl\ indexp, ( unsigned char*) &( vblkp->index[0J), 
( int) vblkp->indexlen); 

t• yes, compare the index strings ( match makes i = 0) */ 

else 
{ /* index length didn't match • I 

i = (-1); 

I t• the index is a zero, i.e., there is no index */ 

if( vblkp->indexlen != 0) 
{ /* is this variable's index a zero, too? */ 

else 

i = ( -1); /* no, no variable match*/ 

i =0; 
/* this variable's index is zero too */ 
I* found a match */ 

/* variable names didn't match */ 
i=(-1); 

I 
if( i != 0) 

vblkp = vblkp->nxtblock; 
/* found a matching variable info block? */ 
/* no, go to the next one */ 
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I while( ( vblkp != NULL) && ( i != 0)); 

if( i != 0) 
{ t• was a match found? •t 

univerr = -2; 
return( NULL); 

return( vblkp); 
} 

If END GETVINFO.C 

I* no, error */ 
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t---iflnde,UO------------*/ 
/* Determine the index number of the interface about which 
"interesting data" is being reported. Return that number or return 
ERROR on error. 

*I 

#include <stdio.II> /* for 'fprinlf' */ 
#include "\gary\<.nmp\snmp_src\snmp\mmp.h" /* for objptrs struct, USEQrD, etc. */ 
#include "\gary\<;nmp\<;nmp_src\mib\mib.h" /* for objinfo struct */ 

#defme ERROR (-1) /* returned error status */ 

int itlndex_f( obj) 
unsigned char *obj; 

unsigned char •getnxtobj( unsigned char*); 
int getintval( unsigned char • , void •, int); 
int getobjptrs( unsigned char •, struct objptrs *); 
struct objptrs objp; 
int status; 
static inti; 
unsigned char *bytep; 

if( *obj != USEQrD) 
{ 

fprintf( stderr, "iflndex: given object not a sequence\n"); 
return( ERROR); 

if( getobjptrs( obj, &objp) < 0) 
{ /* got object pointers? */ 

fprintf( slderr, "iflndex: couldn't get original object pointers\n"); 
return( ERROR - I); 

if( ( bytep = getnxtobj( objp.datap)) = NULL) 
{ /* got the object after the object identifier object? */ 

fprintf( stderr, "iflndex: couldn't find the integer object\n"); 
return( ERROR - 2); 

if( *bytep != UINTID) 
{ /* is this an integer object? */ 

fprintf( stderr, "itlndex: object wasn't an integer\n"); 
return( ERROR - 3); /* no, error*/ 

if( ( starus = getintval( bytep, ( void *) &i, sizeof( i))) < 0) 
{ 

return( i); 
} 

/* got the integer value? */ 
fprintf( stderr, "iflndex: couldn't get integer value, status was %d\n", status); 
return( ERROR - 4); /* no, error*/ 

/* yes, return it */ 

// END IFINDEX.C 
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/*- ifOperStatus strings----------*/ 
char ifopstatO[IO] = { "'', "up", "down", "testing",""}; 

/*-- ifOperStatus_fO-----------*/ 
/* Perform the necessary functions when a response from an SNMP agent 
contains information about an interfaces operational status. Return 
ERROR on error . . , 
#include <stdio.h> /* for 'fprintf' •1 
#include "\gary\snmp\=np_src\mmp\snmp.h" 
#include ''\gary\smnp\snmp_src\mib\mib.h" 

#define ERROR 

int ifOperStatus_f( seqp) 
unsigned char •seqp; 

(-1) 

extern struct objinfo *isoorgroot; 
struct objinfo *searcharr( struct objinfo •, char *); 
extern char ifopstatO[IOJ; 
extem int univerr; 
unsigned char •getnxtobj( unsigned char *); 
int getintval( unsigned char•, void*, int); 
int getobjptrs( unsigned char •, struct objptrs *); 

int interface; 
static int index; 
struct objptrs objp; 
slruct objinfo *objinfop; 
unsigned char *endata, 

*bytep; 
univerr = 0; 

if( •seqp != USEQID) 

I I* were we passed a sequence? */ 
univerr = - I; 

/* for objptrs struct, USEQID, etc. */ 
/* for obj info struct * / 

/* returned error status */ 

return( ERROR); /* no, error */ 

if( getobjptrs( seqp, &objp) < 0) 
{ /* got object pointers? */ 

univerr = -2; 
return( ERROR - ! ); 

if( *objp.datap != UOBJIDID) 
{ /* is the first obj an obj id? */ 

univerr = -3; 
return( ERROR - 2); 

endata = objp.endatap; 

if( getobjptrs( objp.datap, &objp) < 0) 
{ /* got obj id pointers? */ 

univerr = -4; 
return( ERROR- 3); 

if( (objp.endatap - objp.datap) != IO) 
( /* obj id wrong sire? */ 

univerr = -5; 
return( ERROR - 4); 

interface= ( intX *( objp.endatap - I )); 

/* no, error */ 

/* no, error */ 

/* mark the end of data */ 

t• no, error */ 

/* yes, error • / 

/* get the interface no. */ 

if( ( bytep = getnxtobj( objp.tagp)) = NULL) 
{ /* got next obj? */ 
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univerr = -6; 
return( ERROR - 5); 

if( ( objinfop = searcharr( isoorgroot, "ifOperStatus")) == NULL) 
( 

t• no, error */ 

fprintf( stclerr, "ifOperStatus_f: can't find ifOperStatus structure\n"); 
univerr = -7; 
return( ERROR - 6); 

if( *bytep != ( unsigned char) objinfop->type) 
I t• is the obj the right type (should be UINTID)? */ 

univerr = -8; 
return( ERROR - 7); 

if( getintval( bytep, ( void *) &index, sizeof( index))< 0) 
{ 

/* no, error •t 

univerr = -9; 
return( ERROR - 8); 

t• got status index value? */ 

/* no, error */ 

fprintf( stdecr, "ifOperStatusJ: interface %dis %s\n", interface, 

return( index); 

II END IFOPSTA T.C 

ifopstat[index]); 
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/*--respen()-------------*/ 
t• Given the error status, error index, and a pointer to the variable 
bindings of a response packet, analyze the error. 

*I 

#include <stdio.Ii> /* for 'fprintf •t 
#include ''\gary\snmp\srunp_src\<;nmp\<.nmp.h" 
#include ''\gary\srunp\<.runp_src\mib\mib.h" 
#include ''\gary\srunp\<.nmp_srclnetlneLh" 

#define ERROR (-1) 

int resperr( socketp, errstat, errindex, varbindp) 
struct sockdata •socketp; 
int errstat, errindex; 
unsigned char *varbindp; 

int getobjptrs( unsigned char • , struct objptrs *); 
unsigned char *getnxtobj( unsigned char *); 
struct objinfo *getobjidstrc( unsigned char *); 
long decdsubid( unsigned char *"); 

static char errorO□ = "noError"; 
static char error I□ = "tooBig"; 
static char error2□ = "noSuchName"; 
static char error3□ = "badValue"; 
static char error4□ = "readOnJy"; 
static char errors□ = "genErr"; 

/* for objptrs struct, USEQID, etc. */ 
I* for objinfo struct • I 
/* for sockdata struct * / 

/* returned error status * / 

static char *(err_p□) = { errorO, error I, error2, error3, error4, error5 } ; 
struct objinfo *objinfop, *objinfop I; 

struct objptrs objp; 
unsigned char *bytep, *indexp; 
int i, indexlen; 

if( errstat = 0) 
return( ERROR); 

if( errstat = I) 

I 
fprintf( stderr, "Agent %s, ", &( socketp->routinfop->routeraddr[0])); 
fprintf( stderr, "request packet was too largeln"); 
return( 0); 

if( errstat = 5) 
{ 

fprintf( stderr, "Agent %s, ", &( socketp->routinfop->routeraddr[0))); 
fprintf( stderr, "general error\n"); 
return( 0); 

if( •varbindp != USEQID) 
return( ERROR); 

if( getobjptrs( varbindp, &objp) < 0) 
return( ERROR- I); 

bytep = objp.datap; 

for( i = I ; i < errindex ; i++) 
{ /* while this isn't the bad sequence loop •t 

/* were we given a sequence? */ 
I* no, error */ 

t• got the pointers for the seq? */ 
I* no, error */ 

/* point at the first sequence in the variable bindings*/ 

if( ( bytep = getnxtobj( bytep)) = NULL) /* got a pointer to the next sequence?*/ 
return( ERROR - 2); t• no, error, abort and exit •t 

/* bytep now points to the offending sequence */ 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR· 3); 

t• got pointers for the seq? •1 
t• no, error */ 
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} 

if( ( objinfop = getobjidstrc( objp.datap)) = NULL) 

I 
fprintf( stderr, "Agent %sin", &( socketp->routinfop->rouleraddr[0))); 
fprintf( stderr, "\lrequest was bad, here is the offending objectln"); 

for( i = 0 ; i < ( int)( objp.endalap • objp.datap) ; i-++) 

if(i%25=0) 
pule( 'In', stderr); 

fprintf( stderr, "%02x ", objp.datap[i]); 
} 
putc( 'In', stderr); 

putc( \n', stderr); 
return( 0); 

if( getobjptrS( objp.datap, &objp) < 0) 
I I* got pointers to obj id? */ 

fprintf( stderr, "Agent %sin", &( socketp->routinfop->routeraddr[0))); 
fprintf( stderr, "\trequest was bad, here is the offending objectln"); 
for( i = 0; i < ( int)( objp.endatap • objp.tagp); i++) 

I 
if( i % 25 =0) 
putc( \n', stderr); 
fprintf( stderr, "%02x ", objp.datap[i)); 

putc( \n', stderr); 
putc( '\n', stderr); 
return( 0); /* no, error */ 

/* find the beginning of the index in the obj id*/ 
objinfopl = objinfop; 
i= I; 

do 
I I* go up the structure tree finding how many levels we move up */ 

while( objinfopl->flag > (-1)) /* find first structure in this group*/ 
objinfopl-; 

if( objinfopl->flag = (-1)) 
( /* from the first structure find the one pointing to this group*/ 

objinfopl = ( struct objinfo *) objinfopl->ptr; 
i++; /* increment the number of levels traversed */ 

} 
} while( obji.nfop !->flag > (·I 6)); /* loop while we aren't at the top of the structure tree •t 

/* i + 5 now is the number of bytes into the obj id the index starts */ 

indexp = objp.datap + i + S; 
indexlen = objp.endatap - indexp; 

/* point to the index */ 
/* get the index length */ 

fprintf( stderr, "Agent %s doesn't like %s", &( socketp->routinfop->routeraddr[0)), &( objinfop->objname[0])); 

while( indeitp < objp.endatap) 
fprintf( stderr, ".%d", ( int) clecdsubid( &indexp)); 

fprintf( stderr, "\n\terror %sin", err_p{errindexl); 
reMn(0); 

// END RESPERR.C 
/*-savevalO-------------*/ 
t• Given a pointer to a variable infonnation block and a pointer to 
an ASN.I object, put the value of the object in the variable info block. 
Return zero on success; ERROR on error. 
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#include <SUlio.h> I* for 'fprintf */ 
#include "\gary\snmp\wnp_src\snnv'&n~.h" 
#include <sys/types.h> 

/* for objpll'S struct, USEQID, etc. */ 
/* for 'ftimeO' *I 

#include <sys/timeb.h> 

#define ERROR 

int saveval( vblkp, valuep) 
struct varinfo *vblkp; 
unsigned char •valuep; 

(-1) 

int getintval( unsigned char•, void•, int); 
int getobjlen( unsigned char*); 
int getobjplIS( unsigned char •, struct objptrs *); 
int cmpslr( unsigned char*, unsigned char•, int); 
void ftime( struct timeb *); 

inti; 
long Ii; 
struct objptrs objp; 
unsigned char *bytep; 

struct timeb timeinf o; 

if( *valuep = UOCTSTRID) 
{ 

t• for '[timeO' •t 

I* returned error status •t 

if( ( ( unsigned char) vblkp->va.rtype != UOCTSTRJD) && ( ( unsigned char) vbllcp->va.rtype != DisplStrID) && 
( ( unsigned char) vblkp->vartype != lntegerStrlD)) 

return( ERROR); 

else 

I 
if( ( unsigned char) vblkp->vartype != *valuep) /* type of recurned value matches type of variable? •t 

return( ERROR); /* no, error */ 

if( getobjptrS( valuep, &objp) < 0) 
return( ERROR - I); 

/* got object pointers? •t 

switch( vblkp->vartype) 
( /* find out how much storage is available for the returned value */ 

case ( UINTID): /* VTYPEINT (2) bytes used for value*/ 

case ( UOCTSTRJD): 
case ( lntegerStrlD): 

if( getintval( valuep, ( void *) &i, sizeof( i)) < 0) 
/* got integer value? */ 

return( ERROR - 8); /* no, error */ 
if( *( ( int *) vblkp->varvalue) != i) 
I t• is this a new value? •t 

*( ( int *) vblkp->varvalue) = i; /* yes, save the rerumed value */ 

vbl.kp->changeflag++; /* set the change flag */ 
I 
break; 

/* VTYPESTR (32) bytes used for value*/ 

t• move the value string to the storage area */ 

if( ( objp.endatap - objp.datap) > STRJNGSIZ) 
return( ERROR - 9); 

/* point 10 data save area */ 
bytep = ( unsigned char *) vblkp->varvalue + sizeof( int); 

/* string toO large? */ 
I* yes, error •t 

if( ( int)( objp.endatap - objp.datap) != *( ( int *) vblkp->varvalue)) 

I 
I* string lengths different? */ 
t• yes, P\lt new one in */ 

for( i = 0 ; i < ( objp.endatap - objp.datap) ; i++) 
bytep[i) = objp.datap[i]; 
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case ( DisplStr!D): 

else 
{ 

} 
break; 

*( ( int *) vblkp->varvalue) = i; 
vblkp-><:hangeflag++; 

if( cawstr( bytep, objp.datap, ( objp.endatap - objp.datap )) != 0) 
{ 

for( i = 0 ; i < ( objp.endatap - objp.datap) ; i++) 
bytep[i] = objp.datap[i); 

vblkp-><:hangeflag++; 

t• Display String (octal string) variable */ 
t• move the value string to the storage area */ 

if( ( objp.endatap- objp.datap) > DISPSTRSIZ) 

return( ERROR - 2); 
t• string too large? •t 
t• yes, error */ 

/* point to data save area*/ 
bytep = ( unsigned char *) vblkp->varvalue + sizeof( int); 

if( ( int)( objp.endatap - objp.datap) != *( (int*) vblkp->varvalue)) 
I 

} 
else 

/* string lengths different? •t 
/* yes, put new one in */ 

for( i = 0 ; i < ( objp.endatap - objp.datap) ; i++) 
bytep[i) = objp.datap[i]; 

*( (int*) vblkp->varvalue) = i; 
vblkp-><:hangetlag++; /* increment change flag */ 

{ /* string lengths are the same */ 

break; 

if( cmpstr( bytep, objp.datap, ( objp.endatap - objp.datap))!= 0) 
{ 

/* strings different? yes, replace old with new */ 

for( i = 0 ; i < ( objp.endatap - objp.datap) ; i++) 
bytep[i] = objp.datap[i]; 

vblkp->changeflag++; /* increment change flag */ 

case ( IpAddrlD): /* VlYPEIP AD ( 16) bytes used for value */ 
if( getobjlen( objp.lenp) != 4) 
{ 

return( ERROR - 10); 

for( i = 0; i < 4; i++) 
( ( unsigned char*) vblkp->varvalue)[i] = objp.datap(i]; 

break; 
case ( Counter!D): /* VlYPECTR (4) bytes used for value*/ 

if( ( i = getintval( valuep, ( void *) &Ii, sizeof( Ii)))< 0) 
I 

/* got integer value? */ 
fprintf( stderr, "saveval: getintval returned %d\n", i); 
return( ERROR - 11 ); /* no, error*/ 

if( *( ( long *)vblkp->varvalue) != Ii) 
I /* is this a new value?*/ 

} 
break; 

*( ( long *)vblkp->varvalue) = Ii; 
vblkp-><:hangeflag++; 
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case ( Gauge!D): t• VTYPEGAGE (4) bytes used for value •t 

if( getintval( valuep, ( void *) &li, sizeof( li)) < 0) 
t• g<>1 integer value? •t 

return( ERROR - 12); t• no, error*/ 
if( *( ( long *)vblkp->varvalue) != Ii) 
{ /* is this a new value? •t 

} 
break; 

*( ( long *)vblkp->varvalue) = li; t• save the returned value •t 
vblkp->ehangeflag++; 

case ( TimeTickslD): t• VTYPETIME (4) bytes used for value*/ 

case ( UOBnDID): 

case ( OpaqueID): 

default: 

if( getintval( valuep, ( void *) &Ii, sizeof( Ii)) < 0) 
t• g<>I integer value? •t 

return( ERROR - 13); t• no, error •t 
if( *( ( long *)vblkp->varvalue) != li) 
{ /* is this a new value? */ 

} 
break; 

*( ( long *)vblkp->varvalue) = Ii; /* yes, save the returned value •t 
vblkp->changeflag++; 

t• object identifier object •t 
t• move the value string to the storage area */ 

if( ( objp.endatap- objp.datap) > VTYPESTR) /* string too large?*/ 
return( ERROR - 3); t• yes, error*/ 

/* point to data save area*/ 
bytep = ( unsigned char *) vblkp->varvalue + sireof( int); 
if( ( intX objp.endatap - objp.datap) != *( ( int *) vblkp->varvalue)) 
{ 

} 
else 
{ 

} 
break; 

/* string lengths different? */ 
/* yes, put new one in */ 

for( i = 0; i < ( objp.endatap - objp.datap); i++) 
bytep[i) = objp.datap[i); 

*( (int*) vblkp->varvalue) = i; 
vblkp->ehangeflag++; t• increment change flag */ 

t• string lengths are the same */ 

if( cmpstr( bytep, objp.datap, ( objp.endatap - objp.datap)) != 0) 
{ 
t• strings different? yes, replace old with new •t 

for( i = 0 ; i < ( objp.endatap - objp.datap) ; i++) 
bytep[i] = objp.datap[i); 

vblkp->changeflag++; t• increment change flag •t 

/* unknownd storage requirements */ 
return( ERROR-14); 
t• nOI implemented yet */ 

return( ERROR - 15); 

fume( &timeinfo); 

vblkp->timestamp = tirneinfo.time; 

return( O); 

II END SA VEY AL.C 

/* get the time of the change • / 

t• save it*/ 
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t•- response error status strings-------*/ 
charerrstatp□[12) = { "noError", "tooBig", "noSuchName", "badValue", 

"readOnJy", "genErr", "" }; 

!"---analresp()------------*/ 
/* Given a response protOcol data unit (pdu), analyze il Return 
negative numbers on error, the netwon descriptOr on no error. 

*I 

#include <stdio.h> t• for 'fprintf */ 
#include ''\gary\snmp\snmp_src\snmp\snmp.h" 
#include ''\gary\snmp\<mmp_src\mib\mib.h" 
#include ''\gary\snmp\snmp_src\net\neth" 

/* for objptrs struct, USEQID, etc. */ 
/* for objinfo struct */ 
/* for sockdata struct */ 

#define ERROR (-1) /* returned error status */ 

int analresp( nd, pdu) 
intnd; 
unsigned char *pdu; 

{ 
extern char errstatp□[ 12]; 
extern int univerr; 
extern struct sockdata *socketroot; 
int getobjptrs( unsigned char *, struct objptrs *); 
int getintval( unsigned char *, void *, int); 
extern int getreqid( unsigned char • , long *); 
int saveval( struct varinfo •, unsigned char *); 
struct varinfo *getvarinfo( struct routinfo *, struct objinfo *, unsigned char*, int); 
unsigned char *getnxtobj( unsigned char *); 
struct obj info *getobjidstrc( unsigned char*); 
int resperr( struct sockdata •, int, int, unsigned char*); 

struct sockdata *sockdatap; 
struct objinfo *objinfop; 
struct objptrs objp; 
struct varinfo *vblkp; 

Wlsigned char *bytep, *objidp, *objseqp, *endata, *indexp; 
int i, indexlen, errstatus; 
long requestid; 

/* decode the PDU implied sequence */ 

univerr = O; 

if( *pdu != RESPID) 
return( ERROR); 

/* pointing to a response pdu? */ 
/* no, return error */ 

if( getobjptrs( pdu, &objp) < 0) /* got object pointers?*/ 
return( ERROR- l); I* no, error */ 

endata = objp.endatap; /* find the end of the data */ 

if( getreqid( objp.datap, &requestid) != 0) /* got the request id value? */ 
return( ERROR - 2); /* no, error*/ 

if( ( sockdatap = socketroot) == NULL) /* no outstanding responses? •t 
return( ERROR - 3); /* right, error */ 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
{ 

sockdatap = sockdatap->nxtstrcp; 

if( sockdatap->reqid != requestid) 
{ /* is this one of the packets we want? */ 

l 

fprintf( stderr, "analresp: received request id= %081x,\n", requestid); 
fprintf( stderr, "\tsent request id= %08Ix\n", sockdatap->reqid); 
return( ERROR - 4); /* no, error*/ 
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if( ( bytep = getnxtobj{ objp.datap)) = NULL) 

return{ ERROR - 5); 

/* can we get the 
next object (err-stat)?*/ 

/* no, error */ 

if{ getobjptrs( bytep, &objp) < 0) 
return( ERROR - 6); 

/* got err-stat object pointers? */ 
/* no, error */ 

if( *objp.tagp != UINTID) 

return{ ERROR - 7); 

/* is the object an integer like 
the error-status should be? */ 
/* no, error */ 

if( getintval( objp.tagp, (void*) &i, sizeof( i)) < 0) 

return{ ERROR - 8); 
/* got value of error-status? */ 
/* no, error*/ 

if{ ( i > 5) 11 ( i < 0)) 
{ /* error-status valid?*/ 

fprintf( stderr, "analresp: error status on response was %d\n", i); 
return( ERROR - 9); /* no, error*/ 

errstatus = i; /* save the error status */ 

if( ( bytep = getnxtobj{ objp.tagp)) = NULL) 
return{ ERROR - 10); 

/ * can get the next object {err-index)? */ 
/* no, error */ 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR- 11); 

/* got object pointers?*/ 
/* no, error */ 

if( *objp.tagp != UINTID) 
return{ ERROR - 12); 

/* is the object an integer like the error-index should be? */ 
/* no, error */ 

if( getintval{ objp.tagp, ( void *) &i, sizeof( i)) < 0) 
/* got value of error-index? */ 

return{ ERROR - 13); /* no, error*/ 

if{ errstatus > 0) 
{ /* error being reported by the device? */ 

univerr = i; /* yes, save the index */ 

if{ ( bytep = getn.xtobj( objp.tagp)) = NULL) 
{ /* got the variable bindings object? */ 

else 

fprintf{ stderr, "analresp: error status is %d, error index is %d\n", errstatus, i); 
fprintf( stderr, "\tThe response packet is\n"); 
for{ bytep = pdu ; bytep < endata; bytep++) 
{ 

I 

if( { { int)( bytep - pdu) % 25) = 0) 
putc( '\n', stderr); 
fprintf{ stderr, "%02x ff. *bytep ); 

putc( '\n', stderr); 

I I* got variable bindings object */ 
if{ resperr( sockdatap, errstatus, i, bytep) < 0) 
{ /* analyze the error okay?*/ 

I* no, print error */ 

fprintf{ stderr, "analresp: error status is %cl, error index is %d\n", 

fprintf{ stderr, "\tThe response packet is\n"); 

errstatus, i); 

for( bytep = pdu ; bytep < endata ; bytep++) 
{ 

I 

if{ ( ( int)( bytep - pdu) % 25) = 0) 
pule( '\n', stderr); 

fprintf( stderr, ff%02x ff, *bytep ); 

putc( '\n', stderr); 
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} 
return( ERROR- 14); /* exit without analyzing the packet further*/ 

if( ( bytep = getnxtobj( objp.tagp)) = NUU.) 
return( ERROR - 15); 

/* got the next object (var-bindings)? */ 
t• no, error */ 

if( getobjptrs( bytep, &objp) < 0) 
return( ERROR- 16); 

/* got object pointers? */ 
/* no, error */ 

if( *objp.tagp != USEQID) 
return( ERROR- 17); 

/* is the object a sequence like the var-bindings should be? */ 
/* no, error */ 

objseqp = objp.datap; 

while( objseqp < endata) 

I 

/* mark the first object id seq beginning */ 

struct obj info *obj inf op I; 
if( *objseqp != USEQID) 

return( ERROR - 18); 

if( getobjptrs( objseqp, &objp) < 0) 
return( ERROR - 19); 

/* found the obj id sequence? •t 
/* no, error • / 

/* got object pointers?*/ 
/* no, error */ 

if( *objp.datap != UOBRDID) /* is the first obj an obj id? */ 
return( ERROR - 20); /* no, error*/ 

/* time to find out what the packet says */ 

if( ( objinfop = getobjidstrc( objp.datap)) = NULL) 
return( ERROR- 21); 

/* is the object in the MIB? */ 
/* no, error */ 

if( getobjptrs( objp.datap, &objp) < 0) 
return( ERROR - 22); 

/* get pointers to obj id? */ 
/* no, error */ 

/* find the beginning of the index in the obj id */ 

obj inf op I = objinfop; 
i=I; 

do 
{ /* go up the structure tree finding how many levels we move up */ 

while( objinfopl->flag > (-1)) t• find first strucrure in this group*/ 
objinfopl-; 

if( objinfopl->flag = (-1)) 
I I* from the first structure find the one pointing to this group • / 

if( ( objinfopl = ( struct objinfo *) objinfopl->ptr) = NULL) 
{ 

fprintf( stderr, "analresp: MIB is faulty, can't backupln"); 
return( ERROR - 23); 

i++; /* increment the number of levels traversed */ 

} while( objinfopl->flag > (-16)); /* loop while we aren't at the top of the structure tree*/ 

I* i + I now is the number of bytes into the obj id the index starts • / 

indexp = objp.datap + i + I; t• point to the index */ 
indexlen = objp.endatap - indexp; /* get the index length */ 

if( ( vblkp = getvarinfo( sockdatap->routinfop, objinfop, indexp, indexlen)) = NULL) 
/* is there a variable block with the correct variable name and index? */ 

fprintf( stderr, "analresp: getvarinfo() returned error %din", 
return( ERROR - 24); /* no, error*/ 

univerr); 

if( ( indexp = getnxtobj( objp.tagp)) = NULL) 
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/* got the pointer to the value object? •t 

fprintf( stderr, "analresp: couldn't get value pointer, error %din", 
return( ERROR - 25); t• no, error*/ 

if( ( i = saveval( vblkp, indexp)) < 0) 
I /* was the value saved? */ 

fprintf( stderr, "analresp: savevalO returned error %din", i); 
return( ERROR - 26); /* no, error*/ 

if( objinfop-->funct != NULL) 
I t• is there a function to be called to process this variable? */ 

if( objinfop-->funct( objseqp) < 0) /* yes, did it rlDl okay?*/ 

univerr); 

fprintf( stderr, "analresp: function %s_f returned error %din", 

I 

I 

if( ( objseqp = getnxtobj( objseqp)) = NULL) 
return( ERROR - 27); 

retwn( sockdatap->nd); 

II END ANALRESP.C 

I* got next seq? */ 
I* no, error */ 
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t•-getobjidstrc()------------*/ 
I" Given a pointer to an object identifier object, return a pointer 
to the MIB structure associated with that object. Return NULL 
on error . 

. , 
#include <stdio.h> /* for 'fprintfO' •t 
#include ''\gary\•mmp\snmp_src\snmp\snmp.h" /* for UOBJIDID, etc. •t 
#include ''\gary\snmp\snmp_src\mib\mib.h" t• for obj info struct •t 

struct objinfo •getobjidstrc( obj) 
unsigned char •obj; 

extern struct objinfo *isoorgroot; 
extern unsigned char isoorgval; 
int getobjptrs( unsigned char • , struct objptrs *); 
unsigned char *bytep; 
inti; 
struct objinfo *objinfop; 
struct objptrs objp; 

if( *obj != UOBflDID) 
{ /* pointing to an obj. id.? •t 

fprintf( stderr, "getobjidstrc: not an obj id object\n"); 
return( NULL); I* no, error * / 

if( getobjptrs( obj, &objp) < 0) /* got object pointers? */ 
/* no, error */ return( NULL); 

bytep = objp.datap; t• point to the data */ 

if( *bytep != isoorgval) 

I 
fprintf( stderr, ''\ngetobjidstrc: header value is wrong\n"); 
fprintf( stderr, "\tisoorgval = %02x, *bytep = %02x\n", isoorgval, *bytep); 
return( NULL); 

objinfop = isoorgroot; 
objinfop++; 

/* start at the is0-0rg structure */ 
/* point to the first valid array entry */ 
/* point at the next obj id byte */ bytep++; 

for( i = I ; ( i < ( int)*bytep) && ( !( ( objinfop->objnarne = NULL) && ( objinfop->flag = ( -1)))); i++, objinfop++); 
/* move down the array of structures until the proper one is found or the end of the array is reached */ 

if( ( objinfop->objnarne = NULL) && ( objinfop->flag = ( -1))) 

I 
t• didn't find a match? */ 

fprintf( stderr, ''\ngetobjidstrc: first pointer out of bounds\n"); 
return( NULL); 

bytep++; t• increment the obj id byte pointer •t 

while( ( objinfop->flag != 0) && ( bytep < objp.endatap)) 
I 

/* loop while there are more sub-structures and there are more bytes in the object identifier */ 

objinfop = ( srruct objinfo *) objinfop->ptr; 
obj inf op++; 

/* point to the next array of structures */ 
t• point to the first valid array entry */ 

for( i = I ; ( i < ( int)*bytep) && ( !( ( objinfop->objnarne = NULL) 
&& ( objinfop->flag = ( -1)))); i++, objinfop++); 

/* move down the array of structures until the proper one is found or the end of the array is reached */ 

if( ( objinfop->objnarne = NULL) && ( objinfop->flag == ( -1))) 
{ 

/* didn't find a match?*/ 
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I 
bytep++; 

if( objinfop->flag != 0) 

fprintf( stderr, ''\ngetobjidstrc: pointer out of bollllds\n"); 
return( NULL); 

/* increment the obj pointer */ 

{ /* didn't finish walking the structures? •t 

fprintf( stderr,"getobjidstrc: didn't finish walking the structures\n"); 
return( NULL); /* right. error*/ 

return( objinfop); /* return the pointer to the structure associated with this object identifier*/ 

II END GETOBJID.C 
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l*-- -getreqQ------------*/ 
/* Given a pointer to a structure which contains information about what 
SNMP variables values should be retrieved from which router, 
and a packet buffer of 'buflen' bytes, create an SNMP packet 
containing a Get Request for the value of that variable. Return the 
integer used in the packet as the request identifier value on 
successfully formating the packet, or ERROR on error. 

*I 

#include <stdio.Ii> /* for 'fprintfO' */ 
#include ''\gary\snmp\srunp_src\snmp\mmp.h" 
#include ''\gary\snmp\snrnp_src\mib\mib.h" 

/* for routinfo struct */ 
/* for obj info struct * I 

#define ERROR (-1) /* error returned status */ 

long getreq( routinfobp, buffer, buflen) 
struct routinfo *routinfobp; 
unsigned char *buffer; 
int *buflen; 

extern struct objinfo *isoorgroot 
extern int uni verr; 

struct obj info *searcbarr( struct objinfo *,char*); 
int movenstr( unsigned char •, unsigned char *); 
int rand( void); 
int getobjptrs( unsigned char •, struct objplIS *); 
unsigned char *getvardesc( struct objinfo *); 
int setobjlen( int, unsigned char *); 
int atoi( const char *); 

struct objinfo *objinfop; 
struct varinfo *vblkp; 
unsigned char *bufferp, 

*buffend, 
*pdulenp, 
*seqlenp, 
*reqlenp, 
*varbleop, 
*bytep; 

long *reqidp; 
struct objplIS objp; 
int status; 

univerr = O; 

/* point to the end of the buffer */ 
vblkp = routinfobp->vblockp; 
buffend = buffer + *buflen; 
bufferp = buffer; /* point to the beginning of the buffer */ 

if( buff end <= bufferp + 53) 
{ /* is there enough room for a */ 

univerr = -1; 
return( ( unsigned long) ERROR); 

/* get request header? */ 
/* no, error */ 

*( bufferp++) = USEQID; 

pdulenp = bufferp++; 

*( bufferp++) = UINTID; 
*( bufferp++) = I; 
*( bufferp++} = SNMPVER; 
*( bufferp++) = UOCTSTRID; 

/* put in the sequence identifier byte */ 

/* mark and skip the length field */ 

/* put in the verison id */ 
/* put in the version length */ 
/* put in the version number */ 
/* put in the community id */ 

/* get the community string's length */ 

for( status = 0, bytep = ( unsigned char *) &( routinfobp->community[O]) ; 
*bytep != '\O' ; starus-, bytep++); 

if( status < I) 
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/* is the community a null string? */ 
univerr = -2; /* yes, error*/ 
return( ( unsigned long) ERROR); 

/* set the community field length */ 
if( (status= setobjlen( status, bufferp)) < 0) 
{ /* successful? */ 

univerr = -3; /* no, error*/ 
return( ( unsigned long) ERROR); 

if( status > I) 
{ /* object length too long for length field?*/ 

univerr = -4; /* yes, error */ 
return( ( unsigned long) ERROR); 

bufferp += status; /* point past the community Jen field */ 

if( (status= movenslr( ( unsigned char*) &( routinfobp->community[0]), bufferp)) < I) 
{ 

/* did we enter the community? */ 
univerr = -5; /* no, error*/ 
return( ( unsigned long) ERROR); 

bufferp += status; /* point past the community data field*/ 
*( bufferp++) = GETREQID; /* put in the Get Request Identifier */ 
reqlenp = bufferp++; /* mark and skip the GetReq length */ 
*( bufferp++) = UINTID; /* put in this request's identifer identifier */ 

if( ( status = setobjlen( sizeof( *reqidp ), bufferp)) < 0) 
I 

univerr = -6; 
return( ( unsigned long) ERROR); 

if( status > I) 
{ /* object length too long for length field? */ 

univerr = -7; /* yes, error*/ 
return( ( unsigned long) ERROR); 

bufferp += status; /* point past the request id !en field */ 
reqidp = ( long *)bufferp; 
*reqidp = ( long) randO; 

/* get a random number and move */ 
/* it into the request id field */ 

/* note: randO generates a number>= 0 so the request id is always 

positive. save *reqidp for successful return status */ 
bufferp += sizeof( *reqidp); /* point past the request id field*/ 

*( bufferp++) = UINTID; 
*( bufferp++) = I ; 
*( bufferp++) = 0; 
*( bufferp++) = UINTID; 
*( bufferp++) = I ; 
*( bufferp++) = 0; 
*( bufferp++) = USEQID; 

varblenp = bufferp++; 

while( vblkp != NULL) 
{ 

/* put in the error status id */ 
/* put in the error status length */ 
/* put in the error status value */ 
t• put in the error index id */ 
/* put in the error index length */ 
/* put in the error index value */ 
/* put in the variable bindings id*/ 

/* mark and skip the variable bindings len */ 

unsigned char *seqbegp; 
seqbegp = bufferp; /* mark the beginning of this sequence */ 

/* put in the first object id sequence id */ *( bufferp++) = USEQID; 
seqlenp = bufferp++; /* mark and skip the sequence length field */ 
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if( ( objinfop = searcharr( isoorgroot, ( char *) &( vblkp->variable[0l))) == NULL) 
{ 

/* found the variable name in the database? */ 
univerr = -8; 
return( ( IDlSigned long) ERROR); /* no, return ERROR */ 

if( ( bytep = getvardesc( objinfop)) = NULL) 
{ /* formatted an SNMP object identifier object? */ 

univerr = -9; 
retwn( ( unsigned long) ERROR); /* no, return ERROR */ 

if( getobjptrs( bytep, &objp) < 0) 
{ /* got obj id pointers? */ 

univerr = -10; 
retwn( ( IDlSigned long) ERROR); /* no, return ERROR */ 

if( ( objp.endobjp - objp.tagp) > ( buff end - bufferp)) 
{ 

!• enough room for the obj. identifier? */ 
univerr= -11; 

return( ( unsigned long) ERROR);/* no, error */ 

bufferp += movenstr( objp.tagp, bufferp ); /* move the obj. ident into the packet */ 

objp.tagp = bufferp - ( objp.endobjp- objp.tagp); 

/* point IO beginning of obj id in the buffer */ 

if( getobjptrs( objp.tagp, &objp) < 0) 
{ /* got obj id ptrs? */ 

univerr= -12; 
retwn( ( unsigned long) ERROR); /* no, error*/ 

if( vblkp->indexlen != 0) 
{ /* is there an index to add to the object? */ 

I 
else 
{ 

if( buffend - bufferp < ( int) vblkp->indexlen) 
{ /* yes, is there room? */ 

} 
else 
{ 

bufferp = seqbegp; /* remove the sequence for this var */ 

/* there is room • / 
inti; 
for( i = 0 ; i < ( int) vblkp->indexlen ; i++) 
{ /* move it*/ 

*(bufferp++) = vblkp->index[i]; 

if( bufferp < buffend) 
*( bufferp++) = 'VJ'; t• add a rero to the object because its the only instance of the object */ 

if( bufferp >= seqlenp) 
{ 

if( (status= setobjlen( ( bufferp-objp.datap), objp.lenp))< 0) 
{ 

univerr = -26; 
retwn( ( unsigned long) ERROR); 
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if( status > I ) 
I /* object length too long for length field? */ 

univerr = -28; /* yes, error */ 
return( ( wtsigned long) ERROR); 

} 
if( ( buff end - buffeip) < 2) 
I /* enough space for a NULL obj id? */ 

un.iverr = -29; /* no, error */ 
return( ( wtsigned long) ERROR); 

*( bufferp++) = UNULLID; 
*( bufferp++) = 0; 

/* put in the null type id */ 
/* put in a length ofO */ 

if( (status= setobjlen( ( bufferp - seqlenp -1), seqlenp)) < 0) 
{ 

univerr = -30; 
return( ( unsigned long) ERROR); 

if( status > I ) 
{ /* object length too long for length field? */ 

univerr = -31; /* yes, error*/ 
return( ( lDlSigned long) ERROR); 

vblkp = vblkp->nxtblock; 
fprintf( stderr, "getreq: vblkp = %04x\n", vblkp); 

if( (status= setobjlen( ( buffeip • varblenp - I), varblenp)) < 0) 
{ 

univerr = -32; 
return( ( unsigned long) ERROR); 

if( status > I) 
I /* object length too long for length field? */ 

univerr = -33; /* yes, error*/ 
return( ( unsigned long) ERROR); 

if( (status= setobjlen( ( buffeip- reqlenp- I), reqlenp)) < 0) 
{ 

univerr = -34; 
return( ( unsigned long) ERROR); 

if( status > I) 
I /* object length too long for length field? */ 

univerr = -35; /* yes, error*/ 
return( ( unsigned long) ERROR); 

if( (status= setobjlen( ( bufferp- pdulenp- I), pdulenp)) < 0) 
( univerr = -36; 

return( ( unsigned long) ERROR); 

if( status > I) 
I t• object length too long for length field? */ 

univerr = -37; /* yes, error •t 
return( ( unsigned long) ERROR); 
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*buflen = buffe,:p - buffer; /* save the packet length */ 

return( ~eqidp); /* return the request id number •t 

// END GETREQ.C 
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,._ getvardesc()-- ---------•t 
,. Given a pointer to a structure defining an MlB variable, format 
an SNMP object identifier object for the variable defined by the 
strucrure. Return a pointer to the byte string of the object 
identifier on sucress, return NULL on error . . , 
#include <stdio.fl> t• for 'fprintfO' •t 
#include ''\garylsnmplsnmp_src\snmplsnmp.h" t• for UOBnD, etc. */ 
#include ''\garylsnmplsnmp_src\mib\mib.h" t• for objinfo strucl •t 

#define BUR.EN 512 

unsigned char •getvardesc( varstructp) 
struct obj info •varstructp; 
{ 

I 

extern unsigned char isoorgval; 
static tmsigned char buffer[B UFLEN]; 
unsigned char *bytep; 
strucl objinfo •structp; 
inti; 
structp = varstructp; 

bytep = &buffer[BUFLEN - I]; t• point at the end of the buffer*/ 

*( bytep--) = VY; t• marlc the end of the buffer •t 

while( Structp->flag > (·16)) 
( t• while we haven't back:up up the MIB strucb.lre tree to lhe beginning, loop •t 

I 

for( i = 0; structp->flag >= 0; i++, strucq,--); 
t• back: up this sub-structure array until we reach lhe first structure in the array of structures */ 

•(by~) = ( unsigned char)i; 
,. put lhe array index of lhe variable we pointed at in the buffer string •t 

if( strucq,->flag > ( - 16)) t• are we at the top of the tree? */ 
structp = ( struct objinfo •) strucq,->ptr; 

/* no, point at the structure in the array of structures that pointed to this array •t 

*( bytep-) = isoorgval; 

*bytep = ( unsigned char)( &buffer[BUFLEN • 2] - bytep); 

r• set the length of the object identifier */ 

*( -bytep) = UOBnDID; /* set the tag of the object identifier */ 

return( bytep); /* return a pointer to the completed object identifier */ 

If END GETV ARDE.C 
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/*- searcharr() ------ ------*/ 
/* Search the MIB for the structure which corresponds to the 
variable name pointed to by 'namep'. Start searching the MlB 
strucrure at the point pointed to by 'objinfop'. Return NULL on 
error, or a pointer to the appropriate structure on success. 

*I 

#include <stdio.Ii> 
#include "\gary\sru:np\'Snmp_src\mib\mib.h" 

1• for 'fprintfQ', NULL*/ 
/* for cbj info struct • / 

#define ERROR (-1) /* error returned status • / 

struct objinfo *searcharr( objinfop, namep) 
struct obj info *objinfop; 
char *namep; 

int cmpstr( IDlSigned char •, unsigned chat • , int); 
int strlen; 
char *bytep; 
for( strlen = 0, bytep = narnep; "bytep !=VJ'; strlen-, bytep++); 

strlen++; 
/* find the length of the string pointed to by namep • / 
/* make sure the '\<Y is counted */ 

if( objinfop->flag < 0) 
objinfo~; /* skip the zeroth array member • / 

} 

/* modified the following line 1-10-91 */ 

while( !( ( objinfop->objname = NULL) && ( objinfop->flag = ( -1)))) 
{ 

/* loop while the object name i:ointer in the structure is not NULL and the flag is not -I */ 
if( objinfop->0bjname != NULL) 
{ 

if( cmpstr( ( unsigned char *) objinfop->objname, ( unsigned char *) namep, strlen) = 0) 
/* found an object name matching the namep string? */ 

return( obj inf op); /* yes, return a pointer to the structure */ 
else 

} 
objinf~; 

{ /* didn't find a match, check for sub-strucrures */ 
if( objinfop->flag = 1) 
I /* sub-structures exist? */ 

struct objinfo •substrep; /* yes, search them */ 
if( ( substrcp = searcharr( ( struct objinfo *) objinfop->ptr, namep)) != NULL) 

/* found a match in a substructure? */ 
return( substrcp); /* yes, return the structure pointer*/ 

/* otheiwise, point to the next structure */ 

return( NULL); /* didn't find a match, return error*/ 

II END SRCHARR.C 
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/*- initbkrefs()-----------*/ 

/* Forward pointer initialization and MlB generation routine. 
Attach the name of the MIB files go the MIB stub that comes 
with the system. 

*I 

#include "\gary\wnplsnmp_src\mib\mib.h" 
#include <stdio.h> 

/* for obj info struct */ 

#include <fcntl.h> /* for open() */ 
#include <Sys/types.II> /* for open() */ 
#include <sys/stat.h> t• for open() */ 
#include <io.h> /* for open(), read(), filelengthQ */ 

#include <stdlib.h> t• for free(), malloc() */ 
#include <malloc.h> I* for free(), malloc() */ 

#include <conio.h> /* for getche() */ 

#include "\garylsnmplsnmp_src\mib\makemib.h" /* get mib structures */ 

#define 
#define 

UCASEMSK 
ERROR 

Ox5f 
( -1) 

/* mask to make lower case into upper */ 
/* error return starus •t 

/*-- the miblink structure---- -------•! 
/* Define the 'miblink' structure so a mib can be connected to 
the iso-org tree in the correct place. 

struct modptrs { 
char *ptr[ IOJ; 
struct modptrs *nxtbl.k; 
I; 

int initbkrefs( char **mibptrs) 
{ 

extern struct objinfo isoorgO, 
dodO, 
internet□, 
privateO, 
enterpriseO, 
mgmtO; 

e,i.tem struct miblink *miblinkroot; 

int adjptrs( struct objinfo *, int, struct strucptr •, struct modptrs *); 
int testmib( struct objinfo *, int); 

struct miblink *mlp, *mlpl; 

struct objinfo *objinfop; 
unsigned char *mib, *bytep; 
char *cp; 
int offset; 
intfd, i; 
long mibsize; 

/* adjust the root mib backward pointers */ 

dod[ 0].ptr = ( void *) &( isoorg[ 61); 
internet[ O].ptr = ( void *) &( dod[ I]); 
mgmt[ O].ptr = ( void *) &( internet{ 21); 
private[ O].ptr = ( void *) &( internet[ 4]); 
enterprise[ 0].ptr = (void*) &( private[ I]); 

/* now add the new mibs to the root mib */ 

if( ( mibptrs = NULL) 11 ( *mibptrs = NULL)) 
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fprintf( stderr, "initbkrefs: no mib file given\n"); 
retwn( ERROR); 

while( *mibptrs != NULL) 
I 

cp = *mibptrs; 
for( i = 0; cp{ i] != '\O'; i++) 
I I* search file name string */ 

if( cp[ i] = '\057') 
cp[ i] = '\134'; 

/* is a character a 'f? *I 
/* yes, change it to a '\' */ 

if( ( fd = open( cp, ( O_RDONLY I O_BINARY))) < 0) 

else 
{ 

fprintf( stdetr, "initbkrefs: can't open %s, ignoring it\n", cp); 

if( ( mibsire = filelength( fd)) < 0L) 
{ /* g(l( file length? •t 

} 

close( fd); 
fprintf( stderr, "initbkrefs: can't get file length of %s, exiting\n", cp); 
return( ERROR - I); 

if( ( mib = ( unsigned char*) malloc( ( sire_!) mibsize))= NULL) 
I 

I 

close( fd); 
fprintf( stderr, "initblcrefs: can't allocate mib memory, exiting\n"); 
return( ERROR - 2); 

if( ( i = read( fd, (char*) mib, ( unsigned int) mibsire)) < 0) 
I 

I 

close( fd); 
free( ( void*) mib); 
fprintf( stderr, "initblcrefs: couldn't read the mib from the file\n"); 
return( ERROR - 3); 

if( i != ( int) mibsire) 
I 

close( fd); 

close( fd); 
free( ( void *) rnib); 
fprintf( stderr, "initblcrefs: rnib sire was %Id, read %d bytes, exiting\n", mibsire, i); 
return( ERROR - 4); 

bytep = rnib; I* point at the rnib data segment offset */ 
offset = ( int) ( mib - ( unsigned char *) *bytep ); 

/* get the mib data segment offset adjustment for the mib in the data segment for this program */ 

bytep += sizeof( unsigned char *); /* point at the link data pointer value */ 

mlp = ( struct rniblink *) ( ( ( unsigned char*) ( *( ( struct rniblink **) bytep))) + offset); 

/* get the location of the link data*/ 
if( mlp->mibnarne != NULL) 
I 

mlp->mibnarne += offset; 

else 
fprintf( stderr, "initbkrefs: the rnib name pointer is NULL\n"); 

if( mlp->rootptr != NULL) 

else 
{ 

mlp->roolptr = ( struct objinfo *) ( ( unsigned char *) mlp->rootptr + offset); 

fprintf( stderr, "initbkrefs: the pointer to the root of the mib is NULL\n"); 
free( ( void *) rnib); 
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... 

return( ERROR - 5); 
) 
if( mlp->listptr != NULL) 

else 
mlp->listptr = ( struct strucptr *) ( ( unsigned char *) mlp->listptr +offset); 

fprintf( stderr, "initbkrefs:the pointer to the list of structure pointers is NULL\n"); 
if( mlp->nextmib != NULL) 

I 
fprintf( stderr, "initbkrefs: the link 10 the next mib is not NULL\n"); 
mlp->nexlmib = NULL; 

if( mlp->rootptr->ptt != NULL) 

fprintf( slderr, "inilbkrefs: the backward pointer in the top array is not NULL\n"); 

if( mlp->rootptr->flag != ( -1)) 

fprintf( stderr, "initbkrefs: the flag of the first structure in the array is not -1\n"); 

if( ( i = adjptrs( mlp->rootptr, offset, mlp->listptr, NULL))< 0) 
I 

else 

fprintf( stderr, "initbkrefs: can't adjust pointers, error %d\n", i); 
free( ( void *) mib ); 

I t• mib pointers were adjusted successfully */ 
if( ( i = teslmib( mlp->rootptr, 0)) < 0) 
I 

else 

fprintf( stderr, "initbkrefs: MIB %s faulty, error %d\n", mlp->mibnarne, i); 
free( ( void*) mib); 

( /* mib seems 10 be contiguous */ 
bytep = mlp->rootentry; 

/* point at the entry point string */ 
if( *( bytep++) != Ox2b) 
I t• is the first byte correct? */ 

) 
else 

fprintf( stderr, "initbkrefs: mib entry point undefined\n"); 
free( ( void *) mib); 

{ /* first mib entry point was defined * / 
int errflag; 
errflag = 0; 
objinfop = isoorg; 

/* find the structure in the iso-org tree where this mib attaches */ 
while( ( *bytep != '\O') && ( errflag < I)) 
{ 

/* walk the iso--org tree according IO the rootentry string */ 
for( i = 0; !( ( objinfop->Objnarne = NULL) && 

( objinfop->flag = ( -1)) && 
( objinfop->ptr == NULL)) && 
(i < ( int) *bytep); objinfop++, i++); 

/* did we find a structure to link IO? */ 

if( ( objinfop->objname = NULL) && 

else 
{ 

( objinfop->flag = ( -1)) && 
( objinfop->ptr = NULL)) 

errflag++; /* nope, error*/ 
fprintf( stderr,"inilbkrefs: no structure found to link the mib IO\n"); 

if( ( objinfop->flag = I) && ( objinfop->ptr != NULL)) 
objinfop = ( struct objinfo *) objinfop->ptt; 

else 

199 



I 

I 
mibptrs++; 

return( O); 

I 

I 
bytep+-+; 

if( ( objinfop->Oag != 0) && ( objinfop->ptr != NULL)) 
errllag++; 

if( ( errllag < I) && ( *bytep = '\O')) 
( 

I 
else 

/* found a link structure */ 
/* link the new mib to the iso-org mib */ 

fprintf{ stderr, "initbkrefs: linking the \"%s\" mib at \"%s[%d]\"ln", 
mlp->miboame, ( objinfop - i)->objnarne, i); 

objinfop->ptr = ( void *) mlp->roo<ptr; 
objinfop->Oag = I; 
objinfop->objname = mlp->rootptr->objname; 
mlp->rootptr->ptr = ( void *) objinfop; 
mlp->rootptr->flag = ( -1 ); 

/* are there previously installed mibs? */ 

if( ( mlpl = miblinlcroot) = NULL) 

else 

I* no, make this the first */ 
miblinkroot = mlp; 

I /* there are other mibs */ 
t• add this one to the end of the chain * / 

while( mlpl->nextmib != NULL) 
mlp I = mlp 1->nextrnib; 

mlp 1->nextmib = mlp; 

( t• error •t 
fprintf( stderr, "initbkrefs: counldn't attach the \"%s\" MIB\n", mlp->mibname); 

fprintf( stderr, "initblcrefs: tried linking the mib at structure %s[%d]\n", 
( objinfop - i)->objname, i); 

free( ( void *) mi b ); 
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,.. 

/*-adjplrS--------------*/ 
/* Given a pointer to a array of 'objinfo' structures, adjust all of 
the pointers by the offset given. Return zero on success; negative 
one on error. When there is a sub-tree of structures, call 
'adjptrs' recursively. Tite end of an array of structures is 
indicated by a structure with elements 'objname' and 'ptr' which are 
NULL, and 'flag' which is -1. 

int adjplrS( struct objinfo *objinfop, int offset, struct strucptr *listptr, struct modptrs *rnodp) 
I 

int addrnodptr( char•, struct rnodptrs *); 
int testptrrnod( char • , struct modptrs *); 
int relptrblks( struct modplrS *); 
struct objinfo *findname( char • , struct strucptr *); 
void *malloc( size_t); 
void free( void *); 

struct strucptr •sptr; 
struct objinfo • tstptr; 
int i, reltlag; 

/* do this stuff only once*/ 
if( modp == NULL) 

I 

else 

/* is there a modified pointer list? */ 
reltlag = I; /* no, start one and set a flag */ 
if( ( modp = ( struct rnodptrs *) malloc( ( size_t) sizeof( struct modplrS))} = NULL) 
{ 

fprintf( stderr, "adjptrs: memory allocation error\n"); 
return( ERROR); 
/* initialize the just created block */ 

for( i = O; i < 10; i++) 
modp->ptr( i) = NULL; 

modp->nxtblk = NULL; 

/* now adjust the pointers in the structure pointer list */ 
if( ( sptr = listptr) != NULL) 
{ 

reltlag = O; 

/* adjust the pointers of the structure pointer list */ 
while( ( sptr->objname != NULL) II ( sptr->objstruc != NULL)) 

I 
if( sptr->objname != NULL) 

sptr->objnarne += offset; 
else 

fprintf( stderr, "adjptrs: a pointer list name pointer is nullln"); 

if( sptr->objstruc != NULL) 

else 
sptr->objstruc = (struct objinfo *)( ( (char*) sptr->objstruc)toffset); 

fprintf( stderr, "adjptrs: a pointer list structure pointer is nullln"); 
sptr++; 

/* this is not the first iteration of 'adjptrs()' */ 
/* clear the flag for later use */ 

while( !( ( objinfop->objname = NULL) && ( objinfop->ptr = NULL) && ( objinfop->flag = ( -1)))) 
{ 

if( objinfop->objnarne !:: NULL) 
I /* is 'objname' not null? */ 

objinfop->objname += offset; /* yes, adjust it */ 
if( ( tstptr = findname( objinfop->objname, listptr))= NULL) 

/* fOWid object name in object name list? */ 
fprintf( stderr, "adjptrs: %snot in object name listln", objinfop->objnarne); 
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I 

if( objinfop->p!f != NULL) 
{ r is 'ptt' not null? •t 

r yes, adjust it •t 
objinfop->ptr = ( struct objinfo • ) ( ( unsigned char•) objinfop->ptr + offset); 

t• is 'ptr' pointing to a sul>-array of structures? •t 

if( objinfop->flag = I ) 
{ 

I 

if( ( objinfop->objname != NULL) && ( tstptr != ( struct objinfo *) objinfop->p!f)) 
{ 

r yes, is it pointing to the right structure array? •t 

fprintf( stderr, "adjptrs: the object pointer for the variable \"%s\" in the variable list", 
objinfop->objname); 

fprintf( stderr,"\n\l doesn't point to the right object\n"); 

if( adjptrs( ( struct objinfo •) objinfop->ptr, offset,listptr, modp) < 0) 
{ 

r can we adjust the pointers of the sul>-array? •t 
fprintf( stderr, "adjptrs: can't adjust pointers in the sub-array %s\n", objinfop->objname); 

if( objinfop->flag = 0) 
( t• 'ptr' points to an array of strings? •t 

char ustrpU; t• yes, adjust them, too •t 
/* point at the first pointer to a string •t Sllplr = ( Char .. ) objinfop->ptr; 

while( *scrptr != NULL) 
{ t• while there are pointers */ 

I 

if( testptrmod( (char*) •s11p1r, modp) < 0) 
( 

r is this pointer already modified? •t 
•s11p1r -+e offset; t• no, adjust it •t 

/* add it to the list of modified pointers •t 

strptr++; 

if( addmodplr( ( char *) •scrptr, modp) < 0) 
( 

fpriotf( stderr, "adjplrs: enor on adding a modified pointer\n"); 
return( ERROR - I); 

r go to the next pointer*/ 

if( ( objinfop->objoame != NULL) && ( tslp!f != objinfop)) 
( 

t• does the list pointer point to the right struc? •t 
fprintf( stderr, "adjptrs: object pointer for variable %sin the variable list", 

objinfop->objname); 
fprintf( stderr,"\n\l doesn't point to the right object\n"); 

obj inf op++; r point to the next structure in the array •t 

if( relflag > 0) 
relptrbUcs( moclp); 

return( 0); 
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/*--addmodplr-------------*/ 
/* Add a pointer to the list of pointer.; in a MIB that have been 
modified and should not be modified again. 

., 
int addmodptr( char *ptr, struct modptrs *modblk) 
{ 

void *malloc( size_t); 
inti; 

for( i = O; ( i < 10) && ( modblk->ptr[ i) != NULL) && ( modblk->ptr[ i) != ptr); i++ ); 
if( modblk->ptr[ i] = ptr) /* is the pointer already listed?*/ 

if(i>= 10) 
return( O); /* yes, we're done */ 

( /* all 10 pointers tested without a match?*/ 
if( modblk->nxtblk != NULL) /* right, is there another block?*/ 

else 
return( addmodptr( ptr, modblk->nxtblk)); /* yes, check it*/ 

( /* there isn't another block, get one */ 
struct modptrs "nxtblkp; 

if(( nxtblkp = ( struct modptrs *) malloc( ( size_t) sizeof( struct modptrs))) = NULL) 
return( ERROR); /* error on memory allocation */ 

/* initialize the new block */ 
nxtblkp->ptr[ OJ = ptr; /* save the new pointer */ 

for( i = 1; i < 10; i++) /* initialize the other pointers */ 
nxtblkp->ptr[ i) = NULL; 

nxtblkp->nxtblk = NULL; 
modblk->nxtblk = nxtblkp; 
return( 0); 

/* terminate the list of blocks */ 
/* add the new block to the list */ 

) I* no match for 'ptr' and found a null pointer */ 
modblk->ptr[ i) - ptr; /* add 'ptr' to the list*/ 

return( 0); 

/*-relptrblks------------•/ 
/* Release al.I pointer blocks associated with the given block pointer. 

*I 

int relptrblks( struct modptrs *blkptr) 
{ 

void free( void *); 

struct modptrs *nxtblkp; 

while( blkptr != NULL) 
( 

} 
return( 0); 

} 

nxtblkp = blkptr->nxtblk; 
free( ( void *) blkptr); 
blkptr = nxtblkp; 
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,._teslp4Jm0d-------------•/ 
1• Test the given pointa to see if it has already been modified. 

., 
int testptrmod( char •ptr, struct modptrs •mptr) 
{ 

int i; 
1• test this block of pointers for a maich */ 

for( i = 0; ( i < 10) && ( mptr->ptr[ iJ != NULL) && ( mptr->ptr[ iJ != ptr); i++); 
if( mptr->plr[ i] = ptr) /* found a match? •1 

rerum( O); t• yes, return */ 

if( ( i >= IO) && ( mptr->nxtblk != NULL)) t• no match and another block of pointers exists? •t 
return( testplmlOd( ptr, mptr->nxtblk)); t• yes, test it •t 

return( ERROR ); ,. no othec block exists, return failwe •t 

t•-testmib-------------•t 
t• Test all of the names of the variables, the flag values, and the 
type values of the array of mib structures pointed to by the given 
pointer . . , 
int testmib( sttuct objinfo *objinfop, int indent) 
{ 

I 

inti; 

indent+= 2; 

while(!( ( objinfop->objname = NULL) && ( objinfop->plr = NULL) && ( objinfop->flag = ( -1)))) 
{ 

I 

if( objinfop->flag = I) 
{ 

l 

if( ( ( struct objinfo *) objinfop->ptr}->ptr != objinfop) 
{ 

I 

fprintf( stdetT, "testmib: the backward pointer in the first sttuctwe invi\t\t"); 
fprintf( stderr, "\tthe sub-array \"%s\" does not have the right value\n", objinfop->objname); 
return( ERROR); 

if( ( ( sttuct objinfo *) objinfop->ptr}->flag != ( -I)) 
{ 

I 

fprintf( stderr, "testmib: the flag in the first sttuctwe in the "); 
fprintf( stderr, "sub-array \"%s\" is not-1\n", objinfop->objname); 
return( ERROR - I); 

testmib( objinfop->plr, indent); 

obj inf op++; 

return( 0); 
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/*- • findname---- ---------*/ 
/* Fmd the given object name string in the array of 'structptr' 
structures given. Return the object structure pointed to in the 
array if the name is found. H the name isn't fo1md, return null. 

*I 

struct objinfo *findname( char *name, struct strucptr * arrayp) 
I 

inti; 
char *cp; 

while( ( arrayp->objnarne != NULL) II ( arrayp->objstruc != NULL)) 
I 

cp = arrayp->objnarne; 

for( i = O; ( cp[ i) != '\O') && ( cp[ i] = name[ i]); i++); 
if( cp[ i] = name[ i]) 

arrayp-++; 
I 
retwn( NULL); 

) 

II END INITBKRF.C 

return( arrayp->objstruc); 

/*-initmib()--------- ----*/ 
/* Initialize the Management Information Base (MIB) for use in 
analyzing Simple Network Management Protocol (SNMP) protocol data 
units (PDUs). 

*I 

#include ''\gary\snmp\mmp_src\snmp\snmp.h" 
#include ''\gary\snmp\snmp_srclmib\mib.h" 

#include <stdio.h> /* define NULL */ 

#defme ERROR (-1) 

int initrnib( char *dbfilename, char **mibptr) 
I 

extern struct routinfo *firstrinfop; 
extern int uni verr; 
extern struct objinfo *isoorgroot; 

int initbkrefs( char **); 
struct routinfo *analdb( char *); 
int iflndexJ( char *); 
struct objinfo *searcharr( struct obj info •, char *); 

struct routinfo *rinfop; 
Slruct objinfo *objinfop; 
inti; 

if( ( i = initbkrefs( mibptr)) != 0) 
I /* initialize the MIB references */ 

fprintf( stderr, "initrnib; error %d initializing the mib\n", i); 
return( ERROR); 

if( ( obj inf op= searcharr( isoorgroot, "iflndex")) = NULL) 
I 

/* for struct routinfo */ 
/* for struct objinfo */ 

fprintf( stderr, "initrnib: couldn't find ifindex in the mib\n"); 
fprintf( stderr, "\!trap reporting may not work correctly\n"); 
fprintf( Slderr, "\ta standard MIB must be included for this to work\n"); 

objinfop->funct = iflndex_f; /* used by trap analyzer routine*/ 

if( ( firstrinfop = analdb( dbfilename)) = NULL) 
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t• fatal error analyzing the router database? •t 

fprintf( stderr, "initmib: analdb error %din", univerr); 
return( ERROR - 2); /* yes, error •t 

if( univerr != 0) 
{ /* any non-fatal errors?*/ 

if( univerr = -6) /* yes, bad format error? */ 
fprintf( stderr, "initmib: possible database format error\n"); 

return( O); 
} 

II END INITMIB.C 

/*- mib2------------*/ 
/* The Mm lI definition of the Management Information Base for 
network devices . . , 
/*-mibstruc.c------------•t 
#include <stdio.h> /* for NULL */ 
#include "\gary\snmp\snrnp_src\mib\mib.h" 
/* #include "\gary\snmp\snmp_src\snmp\snmp.h" 
#include "\gary\snmp\snmp_src\mib\rnalcemib.h" 

/* for 'slruct objinfo' def •t 
/* for IpAddrlD, etc. */ 

/*--name strings-----------*/ 

char enterprise_sU = "enterprise"; 

s1ruct objinfo enterpriseU = { 
{ eoterprise_s, -1, NULL,-!, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1 , NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
I NULL, 0, NULL, -1. NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, - I , NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
( NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, -1 , NULL}, 
( NULL,0,NULL,-1,NULL}, 
{ NULL, 0, NULL, -1 , NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}. 
{ NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL,0,NULL,-1,NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1 , NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL). 
{ NULL, 0, NULL, -1, NULL}, 

/* for 'struct miblink' def */ 
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I NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL,O,NULL, - 1,NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}. 
{ NULL, 0, NULL, -1, NULL}, 
I NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, -1. NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, - 1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL,-1,NULL,-l,NULL} }; 

c har privare_s0 = "private"; 

struct objinfo private□ = { 
{ private_s, -1, NULL, -1, NULL}, 
{ enterprise_s, 1, (void•) entetprise, -1, NULL}, 
{ NULL, - 1, NULL, - 1. NULL}}; 

char mgmt_s0 = "mgmt"; 

struct objinfo mgmt□ = I 
{ mgmt_s, -1 , NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
I NULL, -1 , NULL, -1, NULL}}; 

char intemet_s0 = "internet"; 

struct objinfo internet□ = { 
{ internet_s, -1, NULL, -1, NULL}, 
{ NULL,O,NULL,-1,NULL}, 
{ mgmt_s, I , (void*) mgmt, - 1, NULL}, 
{ NULL, 0, NULL,-! , NULL}, 
{ privare_s, 1, (void*) private, -1, NULL}. 
I NULL, -1 , NULL. -! , NULL}}; 

char dod_s0 = "dod"; 

struct objinfo dod□ = { 
( dod_s,-1,NULL,-l,NULL}, 
{ intemet_s, 1, ( void •) internet, -1, NULL}, 
{ NULL,-1,NULL, -1,NULL} }; 

char isoorg_sO = "iso org"; 

struct objinfo isoorgO = { 
{ isoorg_s, -16, NULL, -I , NULL}, 
{ NULL,0,NULL, -1,NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
{ NULL, 0, NULL, -1, NULL}, 
( dod_s, I, ( void *)dod, -1, NULL}, 
( NULL, -16, NULL,-l , NULL}}; 

/*-base values-----------*/ 

wtSigned char mibvalueO = { Ox2b, 0 }; 
char mibnmO = "iso org dod internet mgmt"; 
struct objinfo *mibroot = isoorg; 
unsigned char isoorgval = Ox2b; 
struct objinfo *isoorgroot = isoorg; 
struct miblink *miblinkroot = NUll; 

( 
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..... 

t•--- structure pointers-----------•/ 

struct objinfo •dod_strc = dod; 
struct objinfo • intemet_strc = internet; 
struct objinfo *private_strc = private; 
struct objinfo *enterprise_strc = enterprise; 
struct objinfo •mgmt_slr'C = mgmt; 

// END MIBSTRUC.C 

#include <stdio.h> 
#include <stdlib.h> 
#include <conio.h> 

#include "\gary\snmp\snmp_sn:\screen\snmpmgr.h" 

void set_maindisp (void); 
void init_clock_ win ( void); 
void init_main-win (void); 

// - ---<leanexit 
II 

FUNCTION void cleanexit (void) 
{ 

I 

// Cleanup Time: do your thing here 

te,ctmode(C80); 
textbackground(BLACK); 
textcolor(LIGHTGRA Y); 
window( I, I ,80,25) ; 
clrscr(); 

return; 

//-------... _ maindisp11-----------

" 
void set_maindisp(void) 
{ 

name_ win(); 
info_win(); 
init_clock__win(); 
init_main_ win(); 
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ll-------I·rn·Lwin(1-----------
// 

void iniLwin(void) 
{ 

struct texUnfo init_ info; 

textmode(C4350); 
clrscrO; 
gettextinfo( &init_iofo ); 

Win_clk_left = (int) init_info. winright - 11; 
Win_clk_ top = (int) init_info. winbottom - 3; 
Win_clk~right = (int) init_ info.winright; 
Win_cl1-_bottom = (int) init_ info.winbottom; 

Win_info_left = (int) init_info.winleft; 
Win_info_top = (int) Win_c11-_top; 
Win_info_rigbt = (int) Win_clk_left - 2; 
Win__info_bottom = (int) Win_clk_bonom; 

Win_name_left = (int) init_info.winleft; 
Win_name_top = (int) init_ info.wintop; 
Win_name_right = (int) init_info. winright; 
Win_name_bottom = (int) init_info.wintop + 2; 

Win__main.Jeft = (int) init_info. winleft; 
Win_main_top = (int) Win_name_bottom + 2; 
Win_ mainJight = (int) init_info. winright; 
Win_main_ bottom = (int) Win_cllc_top - 2; 

l 
ll------clock_winQ------------
ll 

void clock_ win(void) 

I 
textbackground(CY AN); 
textcolor(YELLOW); 
window(Win_cllc_left, Win_cllc_top, Win_clk_right, Win_clk_bottom); 

I 
ll----init_clock_win 1--------------
ll 

void init_clock_ win(void) 

I 

J 

clock_ wioO; 
clrscr(); 

ll----------name_wio11-------- --
ll 

void name_win(void) 
{ 

textbackground(CY AN); 
textcolor(BLUE); 
window(Win_name_left, Win_name_top, Win_nameJight, Win_na.me_bottom); 
clrscr(); 
gotoxy(2,2); 
cprintf("%-26s %s %26s" ,PROGNAME,TITLE,PGM_ VERSION); 
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ll------info_win >-------------
// 

void info_ win(void) 

I 
int len= 15, sp=2; 
int fl_l= Win_info_left, fl _t= Win_info_top, fl_r=fl_l+len, fl_lJa=Win_info_bonom; 
int f2_1= fl_l+len+sp, f2_t= Win_info_top, f2_r=fl_1+(2*1en}+sp, f2_b=Win_info_bottom; 
int f3_1= f2_1+1en+sp, f3_t= Win_info_top, f3_r=f2_1+(2*1en}+sp, f3_b=Win_info_bottom; 
int f4_1= f3_1+1en+sp, f4_t= WiQ_info_top, f4_r=f3_1+(2*len}+sp, f4_b=Win_info_bottom; 

I 

textbackground(CY AN); 

window(fl_l, fl_t, fl_r, fl_b); 
clrscr(); 
textcolor(RED); 
gotoxy(8,2); 
cprintf("Fl "); 
textcolor(BROWN); 
gotoxy(5,4); 
cprintf("Show All"); 

window(f2_1, f2_t, f2_r, f2_b); 
clrscr(); 
textcolor(RED); 
gotoxy(8,2); 
cprintf("F2"); 
textcolor(BROWN); 
gotoxy(4,4); 
cprintf("Debug Level"); 

window(f3_1, f3_t, f3J, f3_b); 
clrscr(); 
textcolor(RED); 
gotoxy(8,2); 
cprintf("F3"); 
textcolor(BROWN); 
gotoxy(3,4 ); 
cprintf("Ack. Warning"); 

window(f4_1, f4_ t, f4_r, f4_b); 
clrscr(); 
textcolor(RED); 
gotoxy( 4,2); 
cprintf("<CTL><END>"); 
textcolor(BROWN); 
gotoxy(7,4); 
cprintf("Exit"); 

1/ - -----,main_win -------------
// 

void main_win(void) 
( 

textbackground(WHITE); 
textcolor(BLACK); 

I 
window(Win_main_left, WiQ_main_top, Win_mainJight, Win_main_bottom); 

//----init_main_win< >------------
// 

void init_rnain_win(void) 
{ 

main_win(); 
clrscr(); 
gotoxy(l ,2); 

II end display.c 
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//-----*eys .. c-----------

1/ Process each keystroke, convening key sequences (such 
// as function keyslrok:es) into a single value. 

//includes 

#include "\GARY\SNMP\SNMP _SRCISCREEN\SNMPMGR.h" 

// local function prototypes 

//--- - -Y,etkey(1---------------

FUNCTION i.nt getkey (void) 
{ 

int key; 

t• loop till a keyslrok:e appears. While we are waiting, update 
• the time and display 
•t 

while (bioskey (I)= 0) 
( 

get_time_now O; 
disp_time 0; 

key = getch O; 

t• was it a multikey keystroke? If so, get the remainder of the 
• sequence. Translate to canonical value 
*I 

if(key=0) 
{ 

key= getch () I FKEYBIT; 

return key; 

//-----a.sync_getkey (,__ ___________ _ 

FUNCTION int async_getkey (void) 
( 

int key; 

// check for a keystroke. Do not wait if there are none available. 

if (bioskey (I) = 0) 
( 

return 0; 

key = getch 0; 

/* was it a multikey keystroke? If so, get the remainder of the 
• sequence. Translate to canonical value ., 
if(key=0) 
( 

key= getch () I FKEYBIT; 

return key; 
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ll------ic,ey_main11------------

FUNCTION void key_main (void) 
{ 

int key, i; 
extern int verbose; 
char tmpbuf[ 16); 

key = async_getkey (); 

switch (key) 
( 

case 0: 

case Fl: 

case F2: 

caseF3: 

ll no keypress present, simply return 
break; 

showall(); 
break; 

cprintf( "v\nenter debug level (0-2) "); 
for( i = O; ( ( char)( tmpbuf[ i] = 

( char) getche()) != 'Ir') && ( i < 15); i++); 
if( tmpbuf[ OJ != 'Ir') 
{ 

I 

tmpbuf[ i) = '\O'; 
verbose = atoi( tmpbuf); 

cprintf( "debug level set to %d lnlr\n",verbose); 
break; 

wamenable = O; 
break; 

case CIRL_END: 

return; 

ll end keys.c 

default: 

G_pgmnm = FALSE; 
break; 

beep(); 
break; 

ll------TIMEC----------
ll handel the clock on the screen 

ll Include files 

#include "\GAR~NMP\SNMP _SRC\SCREENISNMPMGR.h" 

ll local variables 

static int old_second; 

static int current_second; 
static int current_minute; 
static int current_hour; 
static int current_monthday; 
static int current_rnonth; 
static int current_year; 
static int current_ weekday; 
static int currentjulianday; 
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static int prev _second; 
static int prev _monthday; 

static char Timebuf [IOJ; 
static char Dateoof [10); 
static char Delaybuf{J0J; 

static int DisplayTime = FALSE; 

1/------get_time .. now o-------------
1/ This function gets the current time, including julian date. 

FUNCTION void get_time .. now (void) 
I 

struct tm •timeptr; 
time_t secsnow; 

old_second = current_second; II remember the 'old' second value 

(void) time ( &secsnow ); 
timeptr= localtime (&secsnow); 

current_second = timeptr -> tm_sec; 
current_minute = timeptr -> tll1..min; 
current_hour = timeptr -> tm_hour; 
current_montbday = timeptr -> tm_mday; 
current_montb = timeptr -> tm_ mon + I ; 
current_year = timeptr -> tm_year; 
current_weekday = timeptr -> tm_wday; 
current..julianday = timeptr -> tm_yday + I ; 

sprintf (Ttmebuf, "%02d:%02d:%02d", current_hour, 
current_minute, 
current=secQnd); 

sprintf (Datebuf, "%02d/%02d/%02d", current_month, 

return; 
II end get_time_now() 

current .. montbday, 
current_year ); 
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/f-- - ---o:isp_time1!-----------
// This fwiction updates the time and date on the screen. 

FUNCTTON void disp_time (void) 
I 

int savex, savey; 

if (current_second != prev _second) 
I 

prev _second = current_second; 

savex = wherex(); 
savey = whecey(); 

clock_ win(); 
gotoxy(3,2); 
cprintf(fimebuf); 

if(current_monthday != prev_ monthday) 

I 
prev _monthday = current_monthday; 
gotoxy(3,3); 
cprintf(Datebuf); 

main_ win(); 
gotoxy(savex, savey); 

1/-----l!et_timestring 11-------------
// this function returns a pointer to the timestring. */ 

FUNCTTON const char• get_timestring (void) 
( 

return Timebuf; 

// - --- geLdatstring 1-------------
// this function returns a pointer to the datestring. */ 

FUNCTTON const char • get_datestring (void) 
( 

return Datebuf; 

// end time.c 

II misc.cp - misc routines 

#include ''\garylsnmplsnmp_src\screen\snmpmgr.h" 

//---~beep(1------------
// beep - make a cute sowid 

FUNCTION void beep (void) 
I 

SOWld (880); 
delay (300); /f 300 msec 
nosound (); 

return; 

I 
// end misc.c 
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/*--instaUpdO------------ -*/ 
/* Install the packet driver at the first unused software interrupt between 
060h and 080h, inclusive. Installation consists of setting the software 
interrupt vector to point to the dummy packet driver 'dummypd'. This 
routine is useful only with the dummy packet driver . . , 
#include <stdio.It> 
#include <dos.h> 

/* for fprintfO, etc. */ 
/* for int86xO */ 

#defme ERROR 

int installpd( void) 
( 

( - 1) 

void interrupt far dummypd( void); 
void ( interrupt far • _dos_getvect( unsigned int))(); 
void _dos_setvect( unsigned int, void (interrupt far *)()); 
unsigned int vec = 0x60; 
void (interrupt far *intp)O; 
int status; 

do 
( /* loop while we haven't found a null vector and there are 

still vectors to search */ 
inlp = _dos_getvect( vec); 
vec++; 

/* get the vector pointer */ 
/* point to the next vector */ 

J while( ( inlp != NULL) && ( vec < ( ( unsigned int) 0x81))); 

if( intp != NULL) 
( /* fmmd a null vector? * I 

return( ERROR); 

vec-; 
_dos_setvect( vec, dummypd); 
return( ( int) vec); 

II END INSTI..PD.C 

I* no, error */ 

/* get the null vector pointer */ 
/* point the null vector at the dummy packet driver */ 
/* return the vector of the dummy packet driver */ 

216 



,_ __ prdvrerr()------------*/ 
t• Given a driver error number, return a pointer to the appropriate 
error message. 

*I 

#include <stdio.II> /* for NULL */ 

char errmsg I□ = "bad handle", 
errmsg20 = "wrong interface class", 
errmsg30 = "wrong interface type", 
errrnsg40 = "wrong interface number", 
errmsg50 = "bad packet type", 
errmsg60 = "multicast not supported", 
errrnsg70 = "driver can't terminate", 
ernnsg80 = "mode not supported", 
ernnsg90 = "insufficient space", 

ernnsg 100 = "type in use", 
ernnsg 11 D = "unsupported/bad command", 
errmsgl2□ = "can't send the packet", 
errmsgl30 = "can't set hardware address", 
errmsgl40 = "bad hardware address/length"; 

char •emnsgpO = { NULL, ernnsgl, errmsg2, errmsg3, emnsg4, errmsgS, 
emnsg6,ernnsg7,errmsg8,ernnsg9,errmsgl0, 
emnsgll,errmsgl2,errmsgl3,ernnsgl4,NULL 

}; 

char *prdvrerr( i.nt errno) 
{ 

extern char •ernnsgpO; 
inti; 
for( i = I ; ( i < ermo) && ( emnsgp[ i) != NULL); i++ ); 
return( ernnsgp[ ii); 

// END PRDRERR.C 
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/*-relbuffer()------------*/ 
/* Release the packet buffer beginning at 'buffer' and the buffer block 
in the chain of buffer blocks that points to 'buffer'. 

*I 

#include "\garylsnmplsnmp_src\pd\pdneth" /* get packet driver header*/ 
#include <stdio.It> /* for fprintfO, etc. */ 
#include <dos.h> /* for int86xO */ 

int relbuffer( struct bufferblk far *buffer) 
( 

extern struct bufferblk • far bufroot; 
int far relbuf( unsigned char far *); 
struct bufferblk far *bufblkp, far *prevblkp; 
unsigned char far *bufp; 
int status; 

if( bufroot = NULL) 
I /* are there any buffer blocks? */ 

fprintf( stderr, "relbuffer: bufroot is NULL\n"); 

buffer->usedflag = O; /* no, clear this buffer anyway */ 
return( O); 

bufp = ( unsigned char far *) &bufroot; 

if( FP _SEG( buffer) != FP _SEG( bufp)) 
return( ERROR); 

prevblkp = bufblkp = ( struct bufferblk far *) bufp; 
FP _OFF( bufblkp) = ( unsigned int) bufroot; 
FP _OFF( prevblkp) = NULL; /* initialize the previous block pointer*/ 

while( ( bufblkp-->nxtblockp != NULL) && ( bufblkp != buffer)) 
{ 

/* while there are blocks and we haven't found the right one, loop */ 
prevblkp = bufblkp; /* point to the current block */ 
FP _OFF( bufblkp) = ( unsigned int) bufblkp->nxtblockp; /* point to the next block*/ 

if( bufblkp != buffer) 
( 

/* right block found? */ 

fprintf( stderr, "relbuffer: buffer at %04x:%04x not on chainln", FP _SEG( buffer), FP _OFF( buffer)); 
fprintf( stderr, ''\treleasing it anyway\n"); 

buffer->usedflag = O; 
return( 0); 

/* no, clear this buffer anyway */ 

bufblkp->usedflag = O; 

if( FP _OFF( prevblkp) = NULL) 
( /* are we trying to release the first block? */ 

bufroot = bufblkp->nxtblockp; /* yes, change the root pointer •t 

else /* not trying to release the first block * / 
prevblkp->nxtblockp = bufblkp->nxtblockp; /* point to the following block from the previous one */ 

return( O); 

// END RELBUFFR.C 
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/*-relhandleQ-------------*/ 
/* Release the packet driver from receiving packets associated with 
the given 'handle' . . , 
#include <stdio.h> 
#include <dos.h> 

#define ERROR 

int relhandle( int handle) 
{ 

extern int pdvector; 

/* for fprintfO, etc. */ 
/* for int86xO */ 

( -1) 

void segread( struct SREGS *); 
int int86x( int, union REGS •, union REGS •, struct SREGS *); 
char *prdvrerr( int); 
struct SREGS segregs; 
union REGS regs; 

segread( &segregs); /* get the segment registers*/ 
regs.h.ah = 3; /* set release_type() function number*/ 
regs.x.b,i; = ( WJSigned int) handle; /* set the handle */ 
int86,i;( pdvector, &regs, &regs, &segregs); /* call the :software int •t 
if( regs.x.cflag != 0) 
I t• error on software interrupt? •t 

fprintf( stderr, "relhandle: error on int86,i; calE\n"); 
fprintf( stderr, "\tdriver error was %sin", prdvrerr( ( int) regs.h.dh)); 

return( ERROR); t• yes, error • I 

return( O); 

// END RELHANDL.C 
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f'--resetintfO-------------•t 
/* Given a handle, reinitialize the interface associated with it. 

., 
#include <stdio.h> 
#include <dos.h> 

#define ERROR 

int resetintf( int handle) 
{ 

extern int pd vector; 

/* for fprintfO, etc. • / 
/* for int86x0 •t 

( -1) 

void segread( struct SREGS *); 
int int86x( int, union REGS •, union REGS •, struct SREGS *); 
char *prdvrerr( int); 
struct SREGS segregs; 
union REGS regs; 

fprintf( stderr, "resetintf:\n"); 

segread( &segregs ); 
regs.h.ah = 7; 
regs.x.bx = ( unsigned int) handle; 
int86x( pdvector, &regs, &regs, &segregs); 

if( regs.x.cflag != 0) 

/* get the segment registers */ 
I" set reset_interface() flmction number */ 

/* set the handle */ 
/* call the software int • / 

{ /* error on software interrupt? */ 

fprintf( stderr, "resetintf: error on int86x call\n"); 
fprintf( stderr, "\!driver error was %s\n", prdvrerr( ( int) regs.h.dh)); 

return( ERROR); /* yes, error */ 

return( O); 

// END RESERINF.C 
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/*-sendpk!()-------------*/ 
/* Send a packet in the buffer 'buffer'. 

•t 

#include <stdio.It> 
#include <dos.It> 

#define ERROR 

/* for fprintfO, etc. •t 
t• for int86x0 • I 

( -1) 

int sendpkt( unsigned char *buffer, int bufflen) 
{ 

ex tern int pd vector; 
void segread( struct S REGS *); 
int int86x( int, union REGS•, union REGS*, struct SREGS *); 
char *prdvrerr( int); 
struct SREGS segregs; 
union REGS regs; 

II fprintf( stderr, "sendpkt:ln"); 

segread( &segregs); /* get the segment registers */ 
regs.h.ah = 4; /* set send_pktQ fWICtion number */ 
regs.x.cx = ( unsigned int) bufflen;/* set the buffer length */ 
regs.x.si = ( unsigned int) buffer; /* set the !buffer address */ 
int86x( pdvector, &regs, &regs, &segregs); /* call the software int */ 

if( regs.x.cflag != 0) 
I I* error on software interrupt? */ 

fprintf( stderr, "sendpkt: error on int86x call\n"); 
fprintf( stderr, "\!driver error was %sin", prdvrerr( ( int) regs.h.dh)); 

return( ERROR); /* yes, error * / 

retum(0); 

// END SENDPKT.C 

/*---showchainO-------------*/ 
/* Show information about the chain of buffer blocks pointed to by 
'bufroot'. 

*I 

#include ''\gary\snmp\snmp_srclpc:llpdneth" 
#include <stdio.It> 

/* get packet driver header */ 

#include <dos.h> 

void showchain( void) 
{ 

/* for fprintf(), etc. */ 
/* for int86x() • I 

extern struct bufferblk • far bufroot; 
struct bufferblk far *bufblkp, far *trnpblkp; 
unsigned char far *bufp; 
inti; 

if( bufroot = NULL) 

else 
{ 

fprintf( stdout, "there is no chain of buffersln"); 

bufp = ( unsigned char far *) &bufroot; 
bufblkp = ( struct bufferblk far *) bufp; 
FP _OFF( bufblkp) = ( unsigned int) bufroot; 

while( FP_OFF( bufblkp) != NULL) 
{ 

foe( i = 0; i < ( sizeof( struct bufferblk) - E_MX_J>SIZ); i++-) 
{ 

if( ( i % 25) = 0) 
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putc( '\n', stderr); 
fprintf( stderr, "%02x ", ( ( unsigned char far*) bufblkp)[i]); 

putc( '\n', stderr); 
fprintf( stdout, "the buffer block is at %04x:%04x\n", FP _SEG( bufblkp), FP _OFF( bufblkp)); 

fprintf( stdout, "\tthe next block i s at %04x:%04xln", FP _SEG( bufblkp), bufblkp->nxtblockp); 

fprintf( stdout,"\tthe handle is %cl, the buffer length is %d\n", bufblkp->handle, bufblkp->bufferlen); 

fprintf( stdout, "\tthe buffer is at %04x:%04xln", FP_SEG( bufblkp), bufblkp->data); 

FP _OFF( bufblkp) = ( unsigned int) bufblkp->nxtblockp; 

// END SHWCHAIN.C 

/*-termina.le(J-------------*/ 
/* Given the handle of a type of packet being accepted by the packet 
driver, tell the driver to stop receiving that type of packet, to 
cease fimctioning, and to release the memory used by the driver. 

*I 

#include <stdio.h> 
#include <dos.h> 

t• for fprintfO, etc. */ 

#define ERROR 

int terminate( int handle) 
{ 

extem int pdvector; 

( -1) 

void segread( struct SREGS *); 

/* for int86xO * / 

int int86x( int, un.ion REGS *, union REGS *, struct SREGS *); 
char *prdvrerr( int); 
struct SREGS segregs; 
union REGS regs; 

fprintf( stderr, "terminate:ln"); 

segread( &segregs); /* get the segment registers */ 
regs.h.ah = 5; t• set tenninate() function number*/ 
regs.x.bx = ( unsigned int) handle;/* set the handle */ 
int86x( pdvector, &regs, &regs, &segregs); /* call the software inl */ 

if( regs.x.ctlag != 0) 
I /* error on software interrupt?*/ 

fprintf( stderr, "terminate: error on int86x callln"); 
fprintf( stderr, ''\!driver error was %sin", prdvrerr( ( int) regs.h.dh)); 

return( ERROR); 

retum(O); 

II END lERMIN.C 

/*--addarpentQ - - - --------*/ 
/* Given a far pointer to an ARP reply packet, add the necessary dat.a 
to the ARP table. 

*I 
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#include <malloc.h> /* for maUoc(), etc. */ 
#include <stdio.h> /* for NULL */ 
#include "\garylsnmp\snmp_srclpd\pdneth" 

int addarpent( struct arppk.t far *arppktp) 
{ 

extern struct arpentry *arptblqptr; 
void *malloc( size_t); 
int fcmpstr( wisigned char far*, unsigned char far*, int); 
int fmovestr( unsigned char far•, wisigned char far*, int); 
struct arpentry *arpentp; 
int status; 

if( arptblqptr != NULL) 
{ 

else 
{ 

int endflag; 
endflag = O; 
arpentp = arptblqptr; 
do 
{ 

status= fcmpstr( ( unsigned char far*) arpentp->ipaddr, 
( unsigned char far*) arppktp->locprotoad, IP _ADD_SIZ); 

if( ( arpentp->nxtentryp = NUIL) II (status= 0)) 
endflag++; 

else 
arpentp = arpentp->nxtentryp; 

) while( endflag = 0); 

if( status == 0) 
{ 

fmovestr( ( unsigned char far*) arppk.tp->locethad, 
( unsigned char far*) arpentp-x:thaddc, E_ADD_SIZ); 

return( 0); 

if( ( arpentp->nxtentryp = 
( struct arpentry *) malloc( sizeof( struct arpentry))) = NULL) 

fprintf( stderr, "addarpent: can't get memory"1"); 
return( ERROR); 

arpentp = arpentp->nxtentryp; 

if( ( arptblqptr = arpentp = ( struct arpentry *) malloc( siz.eof( struct arpentry)))= NULL) 
{ 

fprintf( stderr, "addarpent: can't get memory"1"); 
return( ERROR); 

arpentp->nxtentryp = NULL; 

fmovestr( ( wisigned char far*) arpplctp->locethad, ( unsigned char far*) arpentp->ethaddr, E_ADD_SIZ); 

fmovestr( ( wisigned char far *) arppktp->locprotoad, ( unsigned char far*) arpentp->ipaddr, IP _ADD_SIZ); 

return( O); 

II END ADDARPEN.C 
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/*--arphdbO------------*/ 
/* Respond to ARP packets taken from the packet queue. 

*I 

#include "\gary\snmp\snmp_src'pd\pdneth" 
#include «los.h> /* for FP _OFF(), etc. */ 
#include <stdio.h> /* for fprintfQ, etc. */ 

int arphdk( struct bufferblk far *bufferblkp) 
{ 

extern struct dvrinfo pdvrinfo; 
int sendarprep( struct arppkt far *); 
int addarpent( struct arppkt far *); 
int fcmpstr( unsigned char far *, unsigned char far • , int); 
extern struct arpentry *arptblqptr; 
struct ethhdr far *ethhdrp; 
struct arppkt far *arppktp; 
int status; 
ethhdrp = ( struct ethhdr far*) bufferblkp-><lata; 
if( ethhdrp->type != BYTESWAP( E_TYPE_ARP)) 
! /* is it an arp pkt? */ 

fprintf( stderr, "arphdlr: got non-ARP packetln"); 

bufferblkp->usedflag = O; 
return( ERROR); 

I* no, release the buffer */ 

arppktp = ( struct arppkt far *) ( ethhdrp + I); 
if( fcmpstr( ( unsigned char far*) arppktp->remprotoad, ( unsigned char far*) pdvrinfo.locipaddr, IP _ADD_SIZ) != 0) 
{ 

/* is the arp packet for us?*/ 
bufferblkp->usedflag = 0; /* no, release the buffer */ 
return( O); 

if( arppktp->0peration = BYTESW AP( ARP _OP _REQ)) 
{ /* is it an arp req? */ 

I 
else 
{ 

status= sendarprep( arppktp); 

if( status < 0) 
fprintf( stderr, "arphdlr: error %don sendarprep()ln", status); 

bufferblkp->usedflag = O; 
return( status); 

/* release the buffer */ 

if( arppktp->0peration == BYTESW AP( ARP _OP _REP)) 
I /* is it an arp reply?*/ 

else 
{ 

status = addarpent( arppklp ); 
if( status< 0) 

fprintf( stderr, "arphdlr: error %don addarpent()ln", status); 
bufferblkp->usedflag = O; 
return( status); 

fprintf( stderr, "arphdk: received something not a request nor a replyln"); 
bufferblkp->usedflag = O; /* release the buffer*/ 
return( 0); 

// END ARPHDLR.C 
/*-getethaddr()------------*/ 
/* Given a pointer to a protocol (Internet) address of a host, 
return a pointer to the hardware address of that host Check if 
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the host is on the local protocol subnel If it is, return the 
pointer to the host's Ethernet address. If it isn't, return the 
pointer to the local gateway's Ethernet address. 

*I 

#include "\gary\srunp\o;nmp_src'iJd'pdnet.h" 
#include <malloc.h> /* for mallocO, etc. */ 
#include <stdio.h> /* for NULL */ 

unsigned char *getethaddr( unsigned char *host) 
{ 

extern struct arpeotry *arptblqptr; 
extern int arphaodle; 
extern struct dvrinfo pdvrinfo; 
void far buff mgr( void); 
void *malloc( size_t); 
void free( void *); 
char *prdvrerr( int); 
int wait( unsigned int); 
int initdvr( struct dvrinfo •, unsigned char•, int, char far*); 
unsigned char *srcharptbl( W1signed char*); 
int movestr( unsigned char•, unsigned char•, int); 
int sendpkt( unsigned char *buffer, int bu.fflen); 
int getpkts( void); 
unsigned char *arpaddrp, *host!; 
struct arppkt *arppktp; 
struct ethhdr *ethhd1p; 
int status, retrycnt, i; 
unsigned char broadaddr[ E_ADD_SIZ]; 
unsigned char nulladdr[ E_ADD_SIZ]; 

if( ( arpaddlp = srcharptbl( host)) != NULL) 
{ /* is there an entry in the arp table for this host? */ 

return( 31paddlp); /* yes, return the pointer*/ 
/* otheiwise, send an arp request packet */ 

for( i = 0; ( i < IP _ADD_SIZ) && ( pdvrinfo.locipmask[ i] != 0) && 
( ( pdvrinfo.locipaddr[ i] & pdvrinfo.locipmask[ i]) = 

( host[ i] & pdvrinfo.locipmask[ i])); i++); 
if( i = IP _ADD_SIZ) /* host and local ip addresses the same?*/ 

return( pdvrinfo.locethaddr); /* yes, return a pointer to the local ethernet address *I 
if( pdvrinfo.locipmask[ i] != 0) 
( /* is the host on the local network? */ 

if( ( arpaddrp = srcharptbl( pdvrinfo.locgw)) == NULL) 
{ /* no, do we have the gateway address instead? */ 

else 
{ 

host I = pdvrinfo.locgw; I* no, go arp for it */ 

/* we have the gateway's ethemet address, make 
an arp entry for the host with the gateway's 
ethemet address in it */ 

struct 31J>OOtry *31J>OOtryp; 
31J>OOtryp = arptblqptr; 
while( arpeotryp->nxtentryp !=NULL)/* find the end of the queue*/ 
31J>OOtryp = arpentryp->nxtentryp; 
if( ( arpentryp->nxtentryp = ( struct 31J>OOtry *) malloc( siz.eof( struct 31J>OOtry))) 

=NULL) 
/* got memory for an entry? */ 
fprintf( stderr, "getethaddr: can't get memory for an arp entry\n"); 
return( arpaddlp ); /* return the gateway's address anyway */ 

/* initialize the arp table entry */ 

arpentryp = arpentryp->nxtentryp; /* point to the new entry */ 
arpentryp->nxtentryp = NULL; /* terminate the queue */ 
movestr( host, 31J>OOtryp->ipaddr, IP _AOD_SIZ); 

/* move the host's ip address into the entry */ 
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movestr( arpaddrp, aipentryp->ethaddr, E_ADD_SIZ); 
/* move the gateway's ethemet address into the entry */ 

return( aipentryp->ethaddr); /* point to the elhemet addr */ 

I 
else /* the host is on the local network, get ilS address */ 

host I = host; 

/* initialize broadcast and nuU ethemet address strings */ 

for( status= 0; status< E_ADD_SIZ; status++) 
{ 

broadaddr[ status J = 0llff; 
nulladdr[ status J = '\O'; 

if( arphandle < 0) 
{ /* is an arp handle active? */ 

int arptype; /* no, activate one */ 
arptype = BYTESW AP( E_lYPE_ARP); 
if( ( arphandle = initdvr( &pdvrinfo, ( unsigned char*) &arptype, 

sizeof( arptype), ( char far *) buff mgr))< 0) 

fprintf( stderr, "getethaddr: can't open arp type, error %s\n", prdvrerr( arphandle)); 
return( NULL); 

/* send out an arp request packet*/ 

if( ( ethhdrp = ( struct ethhdr *) malloc( ( sire_ !) E_MX_pS!Z)) = NULL) 
I 

fprintf( stderr, "getethaddr: can't get a packet buffer\n"); 
return( NULL); 

/* initialize the arp request packet • / 

movestr( pdvrinfo.locethaddr, ethhdrp->srcaddr, E_ADD_SIZ); 

movestr( broadaddr, ethhdrp->destaddr, E_ADO_SIZ) ; 

ethhdrp->type = BYTESW AP( E_ lYPE_ARP); 

arppktp = ( struct arppkt *) ( ethhdrp + I); 

arppktp->hdwrtype = BYIESW AP( ARP _HDWR_ETii); 

arppktp->prototype = BYTESWAP( E_lYPE_IP); 

arppktp->hdwradlen = ( unsigned char) E_ADD _SIZ; 

arppktp->protoadlen = ( unsigned char) IP _ADD_SIZ; 

arppktp->operalion = BYTESW AP( ARP _OP _REQ); 

I* set the ethemet source address */ 

/* set the ethernet destination address */ 

/* set the enet type field */ 

/* point al the arp pkt */ 

/* set the hdwr type */ 

/* set the protocol type */ 

/* set the hdwr address field length */ 

/* set the protocol address field length */ 

/* set the arp type to request */ 

rnovestr( pdvrinfo.locethaddr, arppktp->locethad, E_ADD_SIZ);f$set the local ethemet address in the arp pkt*/ 

rnovestr( pdvrinfo.locipaddr, arppktp->locprotoad, IP _ADD_SIZ); /* set the local ip address in the arp pkt*/ 

rnovestr( nulladdr, arppktp->remelhad, E_ADD _SIZ); /*set the remote ethemet address in the arp pkt to nulls 
*I 

movestr( host! , arppktp->remprotoad, IP _ADD _SIZ); /* set the remote ip address in the arp pkt to the host's 

ip address */ 

retrycnt = 0 ; /* prepare to send the arp packet five times * / 

do 
{ /* send the arp request and wait for an arp table entry 
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to be created by the arp reply from the host •t 

status = sendplct( ( unsigned char •) elhhdrp, E_MN_PSIZ); 
retrycnt-; 
delay( l000); 
ge1p1ctsO; 

t• wait I sec. •t 
I* process any packets on the packet queue •1 

I while( ( ( arpaddJp = srcharptbl( host I))= NULL) && (status>= 0) && ( retrycnt < 5)); 
t• loop if the reply hasn't arrived, there were no errors on sending 
the arp request packet, and we haven't timed out •t 

free( ( void •) elhhdrp ); t• free the arp packet's meroory •t 

if( status < 0) 
{ t• was an arp table entry for the host found? •t 

fprintf( stderr, "getethaddr: can't send arp packet, error %<1\o", status); 

return( NULL); 

if( ( retrycnt >= 5) && ( arpaddrp = NULL)) 
return( NULL); 

if( host != host!) 
{ /* did we get the host's address? •t 

t• no, we got the gateway's •t 
if( ( arpaddrp = getethaddr( host)) = NULL) 

1• no entry, retwn error •t 

t• did we time out? •t 
/* yes, retwn error •1 

( t• can we get the host's ethemet address? •t 

fprintf( stderr, "getethaddr: can't get host address after getting the gateway's\n"); 
return( NULL); /* no, return error •1 

/* yes, return it */ 
} 
return( arpaddrp); /* return a pointer to the host's ethemet address */ 

// END GETRETHAD.C 

227 



,.. __ getpkts()------------*/ 

/* Remove any packets from the packet driver packet queue and dispatch 
them to the appropriate processing routines . 

. , 
#include ''\gary\snmp\snmp_srclpdlp<lnet.h" 
#include <stdio.h> /* for NULL */ 
#include <dos.h> /* for FP _ OFFO, etc. */ 

extern struct bufferblk • far bufroot; 
extern void far buffmgr( void); 

int getpkts( void) 
{ 

extern int arphandle; 
extern int iphandle; 
extern struct dvrinfo pdvrinfo; 
int arphdlr( struct bufferblk far *), 
iphdlr( struct bufferblk far *), 
relbuffet( struct bufferblk far *); 
int initdvr( struct dvrinfo •, wisigned char •, int, char far *); 
char *prdvrerr( int); 
struct bufferblk far *bufblkp; 
wisigned char far *bp; 
int status; 

if( arphandle < 0) 
I I* is an arp handle active?*/ 

int arptype; /* no, activate one */ 
arptype = BYTESW AP( E_1YPE_ARP); 
if( ( arphandle = initdvr( &pdvrinfo, ( unsigned char*) &arptype, size-Of( arptype), ( char far *)buffmgr)) < 0) 
( 

fprintf( stderr, "getpkts: can't open arp type, error %s\n", prdvrerr( arphandle)); 
return( ERROR); 

if( bufroot = NULL) /* is the queue empty? */ 

return( O); /* yes, return O */ 
bufblkp = ( struct bufferblk far *) &bufroot; 
while( bufroot != NULL) 

t• set segment of buffer pointer correctly */ 

{ /* loop while packets are on the queue */ 

FP _OFF( bufblkp) = ( unsigned int) bufroot; /* point to first buf */ 
bufroot = bufblkp->nxtblockp; /* remove the fm;t buffer*/ 
if( bufblkp->handle = arphandle) 
I /* is it an arp packet? */ 

} 
else 

status = arphdlr( bufblkp ); 
if( status < 0) 

return( status); 

/* yes, send it to the arp handler */ 
/* any errors on packet processing? */ 
/* return the status of the arp hdlr • / 

I t• not an arp packet • / 
if( bufblkp->handle = iphandle) 
{ /* is it an ip packet? */ 

else 
{ 

if( iphdlr( bufblkp) < 0) 
{ /* yes, serd it to the ip handler, processed ok? */ 

fprintf( stderr, "getpkts: error from iphdlrln"); 
} 
/* ip packet processed or released as necessary */ 

/* not an arp or ip packet, throw it away */ 

fprintf( stderr, "getpkts: got non-aqvnon-ip packet\n"); 
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bufblkp->usedflag = O; 

} 
return( I); /* return "packets successfully processed" status */ 

II END GETPKTS.C 

/*--qmgrglob.c-------------*/ 
/*- global variables */ 

#include <stdio.h> 

int arphandle = ( -1 ); 

/* for NULL */ 

struct arpentry *arptblqptr = NULL; 

II END QMGRGLOB .C. 

229 

t• release the buffer •t 



1•-sendarprep()------------*/ 
/* Given a far pointer to an ARP request packet, send an ARP response. 

*I 

#include 
#i.nclude 
#include 

"lgarylsnmplsnmp_src\pd\pdnet.h" 
<malloc.h> /* fOf mallocO, etc. •1 
<Stdio.h> /* for fprintf(), etc. */ 

int sendarprep( struct arppkt far *arpplctp) 
{ 

}; 

extern struct dvrinfo pdvrinfo; 
void *malloc( size_t); 
void free( void *); 
int sendpkt( unsigned char*, int); 
int movestr( unsigned char *, unsigned char *, int); 
int fmovestr( unsigned char far *, unsigned char far *, int); 
struct ethhdr *ethhdrp; 
struct arppkt *app; 
int status; 

if( ( ethhdrp = ( struct ethhdr *) malloc( E_MN_J>SIZ)) = NULL) 
{ 

fprintf( stderr, "sendarprep: canot get a memocy bufferln"); 
return( ERROR); 

app = ( struct arppkt *) ( ethhdrp + l); 

fmovestr( ( unsigned char far*) arpplctp->locethad, ( unsigned char far*) ethhdrp->destaddr, E_ADD_SIZ); 

movestr( pdvrinfo.locetbaddr, ethhdrp->srcaddr, E_ADD_SIZ); 

ethhdrp->type = BYTESW AP( E_TYPE_ARP); 

app->hdwrtype = BYTESW AP( ARP _HDWR_ETII); 
app->prototype = BYTESWAP( E_TYPE_IP); 
app->operation = B YTESW AP( ARP_ OP _REP); 
app->hdwradlen = E_ADD_SIZ; 
app->protoadlen = IP _ADD_SIZ; 

movestr( pdvrinfo.locethaddr, app->locethad, E_ADD_SIZ); 
movestr( pdvrinfo.locipaddr, app->locprotoad, IP _ADD_SIZ); 
fmovestr( ( unsigned char far*) arppktp->locethad, ( unsigned char far*) app->remethad, E_ADD_SIZ); 
fmovestr( ( unsigned char far*) arppktp->locprotoad, ( unsigned char far*) app->remprotoad, IP _ADD_SIZ); 
if( (status= sendpkt( ( unsigned char *) ethhdrp, E_MNJ'SIZ)) >= 0) 

status= O; 

else 
fprintf( stderr, "seodarprep: canot send arp packet, error %d\n", status); 

free( ( void *) etbhdrp); 

if( status >= 0) 

I 
return( addarpent( arpplctp)); 

else 
return( status); 

ff END ASARPREP.C 
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/*-showaqitbl()-------------*/ 
/* Show the contents of the ARP table . . , 
#include ''\garylsnmplsnmp_srclpd\pdneth" 
#include <stdio.h> /* for NULL, fprintf(), etc. */ 

int showarptbl( void) 

I 
extern struct arpentty *arptblqptr; 
struct arpentty •aep; 
inti; 

aep = arptblqptt; 

while( aep != NULL) 

I 
fprintf( stderr, "Ethernet address "); 

for( i = 0; i < E_ADD_SIZ; i++) 
fprintf( stderr, "%02x:", aep->ethaddr[ i]); 

fprintf( stderr, ''\nltlntemet address"); 

for( i = 0; i < IP _ADD _SIZ; i++) 
fprintf( stderr, "%u.", ( unsigned int) aep->ipaddr( i)); 

putc( '\n', stderr); 
aep = aep->nxtenttyp; 

} 
return( 0); 

// END SHARPTBL.C 
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/*-srcharptblQ-------------*/ 
/* Given a host's IP address, look for a matching Ethernet address in 
the ARP tables. 

•t 

#include ''\gary\mmp\<;nmp_src'¢\pdnet.h" 
#include <stdio.h> /* for fptintf(), etc. */ 

unsigned char *srcharptbl( unsigned char *host) 
{ 

extern struct arpentry *arptblqptr; 
int cmpstr( unsigned char •, unsigned char • , int); 
struct arpentry *arpentp; 
int cmpstatus; 

if( arptblqptr = NULL) 
return( NULL); 

arpentp = arptblqptr; 

/* are there any arp entries?*/ 
/* no, return NULL */ 

/* point at the first entry */ 
/* loop while ip addresses don't match and there are entries •t 

while( ( arpentp != NULL) && ( cmpstatus = cmpstr( arpentp->ipaddr, host, IP _ADD_SIZ) != 0)) 
( 

arpentp = arpentp->nxtentryp; 

if( cmpstatus != 0) 
return( NULL); 

return( arpentp->ethaddr); 

II END SRCHAR.PT.C 

/* fotmd a matching ip addr? •t 
/* no, retwn NULL */ 

/* return a pointer to the eth addr */ 
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/$- addbuf2q0------------*/ 
/* Given a far pointer to a bufferblk and a pointer to a bufferblk 
queue, add the bufferblk to the queue . 

. , 
#include ''\gary\mmp\<.nmp_srclpd\pdnet.h" 
#include <stdio.II> 

/* get packet header •t 
/* for fprintf() */ 

#include «los.h> I* for FP _SEGO, etc. */ 

int addbuf2q( struct bufferblk far *bufferblkp, struct bufferblk far **queue) 
{ 

struct bufferblk far *bbp; 

bufferblkp->nxtblockp = NULL; 
bbp = *queue; 

if( FP _OFF( bbp) = NULL) 
{ 

•queue= bufferblkp; 
return( O); 

if( FP _SEG( bbp) != FP _SEG( bufferblkp)) 
{ 

fprintf( stderr, "addbuf1.q: buffer and queue have different segments\n"); 
return( ERROR); 

} 
while( bbp->nxtblockp != NULL) 

FP_OFF( bbp) = ( unsigned int) bbp->nxtblockp; 

bbp->nxtblockp = ( struct bufferblk *) FP _OFF( bufferblkp); 
return( 0); 

fl END ADDBUF2Q.C 
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t--a10netaddr()------------*/ 
t• A function to convert a string of characters to a 32 bit long 
binary number in network order containing the Internet address of 
the characters passed. 

*I 

#include "\garylsnmplsnmp_src'pd\ipmgr\ipmgr.h" 
#include <stdio.II> t• for NULL, etc. */ 

#define ERROR ( -1) 

long atonetaddr( acklr) 

char •addr; 
( 

int atoi( const char *); 
union { 
long netacklr; 
unsigned char bytes[4]; 

I u; 
char buffer[BUFLEN], 
•secnum, 
*thirdnum, 
*fourthnum; 
inti; 
secnum = thirdnum = fourthnum = NULL; 
for( i = 0; addr[i) != '\O'; i++) 
( t• find the length of the string and move it to the buffer */ 

buffer[i) = addr[i); /* move the character to the buffer •t 
if( buffer[i) = '\.') 
{ 

buffer[i) = '\O'; 

if( secnum = NULL) 
secnum = &( buffer[i+ I]); 

else if( thirdnum == NULL) 
thirdnum = &( buffer[i+ 1 ]); 

else if( founhnum = NULL) 
fourthnum = &( buffer[i+ I]); 

I 
if( i = ( BUFLEN -1)) 

return( ( longX ERROR)); 

if( addr(i) != '\O') /* did the loop end correctly? */ 
return( ( longX ERROR - I)); t• no, error •t 

buffer[i) = 'V.J; I* terminate the last string */ 
u.bytes[OJ = ( unsigned char)atoi( buffer); 

u.bytes[ I J = ( unsigned char)atoi( secnum); 

u.bytes[2) = ( IDISigned char)atoi( thirdnum); 

u.bytes[3] = ( 1D1signed char)atoi( fourthnum); 
return( u.netaddr); 

//ENDATONETAD.C 
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/*--calicmpcksm()------------•/ 
t• Given a far pointer to an IP packet containing an ICMP packet, 
calculate and return its checksum. 

•t 

#include ''\gary\mmp\<.nmp_srclpdlpclneth" 
#include ''\gary\<.nrnp\<.nrnp_srclpd\ipmgr\ipmgr.h" /* get common structures */ 
#include <Stdio.h> /* for fprintfO, etc. */ 

unsigned int calicmpcksm( struct iphdr far *iphdrp) 
( 

struct icmphdr far *icmphdrp; 
unsigned int far *ip; 
unsigned long cksurn, Ii; 
int intcounl, flag, i; 

intcount = ( int) ( F _BYTESW AP( iphdrp->ippktlen) - F _IP _IHL( iphdrp->ipver_hl)); 

if( intcount == ( ( intcount » I) « I)) 
flag= O; 

t• is intcount even? •t 
/* yes, clear the flag */ 
/* intcount is odd */ else 

flag= I; /* set the flag */ 

intcount = intcount > > I ; /* get the number of integers to checksum */ 
/* find the start of the icmp header and start calculating */ 

icmphdrp = ( struct icmphdr far*) ( ( unsigned char far *) iphdrp + F _IP _IHL( iphdrp->ipver_lll)); 

/"' calculate the checksum of the icmp packet */ 
for(i = 0, ip = ( unsigned int far *) icmphdrp,cksum = 0L;i < intcount;i++) 

if( &( ip[ i]) != ( unsigned int far*) &( icmphdrp->icmpxsum)) 

/* is the field to be added not the icmp checksum field? */ 

cksum += ( unsigned long) ip[ i]; 

/* otherwise, don't add it*/ 

/* right, add it */ 

if( flag != 0) /* is the a last byte to add to the checksum? */ 

cksum -k: ( unsigned long) ( *( ( W1Signed char far *) &( ip[ i]))); 

/* yes, add it properly */ 

Ii= cksum >> 16; 
ck.sum+= Ii; 
cksurn -=Ii<< 16; 

/* get the bits above the lowest 16 */ 
/* add them to the lowest of the low I 6 • / 

/* subtract them from the checksum */ 

return( -( ( unsigned int) cksum));/* return the one's-complement of the calculated value*/ 

// END CALICMPC.C 
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r--calipclcsmO-------------*t 
r- Given a far pointer to an IP paclcet header, calculate the checksum 
for the IP header. 

*I 

#include ''\gary\snmp~nmp_src\pdlpdneth" 
#include <stdio.h> 

/* get pack.et header • / 
t• for fprintfO •t 

/*#include <dos.h> 

unsigned int calipcksm( struct iphdr far *iphdrp) 
( 

unsigned int far ~p; 
unsigned long clcsum, li; 
int intcount,i; 
unsigned char uc; 

/* for FP _SEGO, etc. */ 

intcount = ( int) ( F_IP _IHI..( iphdrp->ipver_hl) » I); 
/* get header length in I 6 bit words • I 

/* start checksumming the ip header*/ 

for( i = 0, ip = ( unsigned int far *) iphdrp,clcsum = OL;i < intcount;i++) 
if( &( ip[ i]) != ( unsigned int far *) &( iphdrp->hdrxsum)) 

/* not pointing at the ip checksum field? * / 
cksum +: ( unsigned long) ip[ i] : /* right, checksum it*/ 

/* otherwise, don't checksum it */ 

Ii= cksum >> 16; 

cksum+=li; 
cksum -= li << 16; 

/* get any bits above the lowest 16 */ 

/* add them to the lowest of the low 16 */ 
/* subtract them from the checksum • / 

return( -( ( unsigned int) cksum));/* return the one's-<X>mplernent 
of the calculated value */ 

II END CALIPCK.C 

236 



t•-cahcpcksm()------------*/ 
t• Given a far pointer to an IP packet header, calculate the checksum of 
the TCP packet in the IP packet. 

*I 

#include ''\gary\snmp\snrrip_src\pd'pdnet.h" t• get packet header*/ 
#include <stdio.It> t• for fprintf() */ 
/*#include <dos.It> /* for FP _SEO(), etc. */ 

unsigned int caltcpcksm( struct iphdr far *iphd!p) 
( 

struct tcphdr far *tcphd!p; 
unsigned int far •ip; 
unsigned long cksum, Ii; 
int intcount, flag, i; 

ip = ( unsigned int far*) iphdrp->srcaddr; t• point at the ip source address */ 

cksum = ( unsigned long) ip[ OJ+ ( unsigned long) ip[ I]+ ( WlSigned long) ip[ 2] + ( unsigned long) ip[ 3]; 

/* add the src and dest addresses to the checksum */ 

i = ( int) iphchp->proto; 
cksum += ( unsigned long) ( BYTESW AP( i)); /* add the protocol number*/ 

/* get the length in bytes of the tcp packet */ 
intcount = ( int) ( F .J3YTESW AP( iphdrp->ippktlen) - F _IP _Illl,( iphdrp->ipver_lil)); 

cksum += ( unsigned long) ( BYlESW AP( intcoWlt}); t• add it to the checksum */ 
if( intcount == (( intcount >> I)<< I)) /* is intcount even? */ 

flag = O; /* yes, clear the flag */ 
else /* intcount is odd*/ 

flag = 1 ; /* set the flag */ 

intcount = intcount >> I ; t• get the number of integers to checksum •t 
t• find the start of the tcp header •t 

tcphd!p = ( struct tcphdr far*) ( ( unsigned char far *) iphdrp + F _IP _Illl,( iphdrp->ipver_hl)); 

/* calculate the checksum for the tcp packet •r 
for( i = 0, ip = ( unsigned int far *) tcphd!p; i < intcount; i.-) 

if( &( ip{ i]) != ( unsigned int far*) &( tcphdrp->tcpxsum)) 

/* is the field to be added not the tcp checksum field? */ 
cksum += ( unsigned long) ip[ i] ; /* right, add it •t 

/* otherwise, ignore it */ 
if( flag> 0) /* one last byte to add to the checksum? •t 

ckswn += ( unsigned long) ( *( ( unsigned char far*) &( ip( i]))); I* add the last byte*/ 
Ii= cksum >> 16; /* get any bits above the lowest 16 */ 

cksum += Ii; /* add them to the lowest of the low 16 */ 
cksum -= Ii << 16; /* subtract them from the checksum •t 

return( -( ( unsigned int) cksum)); /* return the one's-
complement of the calculated value */ 

//END CALTCPCK.C 
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/*-caludpcksmO------------•t 
/* Given a far pointer to an IP packet header, calculate the checksum of 
the UDP packet in the IP packet. Revised 5-31-90 . . , 
#include ''\gary\srunp~runp _src\pdlpdnet.h" 
#include <stdio.h> 

/* get packet header */ 
/* for fprinlf() */ 

unsigned int caludpcksm( struct iphdr far *iphdrp) 
{ 

struct udphdr far *udphdrp; 
unsigned int far *ip; 
unsigned long cksum, Ii; 
int intcount, flag, i; 

ip = ( unsigned int far *) iphdrp->srcaddr; /* point at the ip source address */ 
cksum = ( unsigned long) ip[ OJ+ ( unsigned long) ip[ I]+ ( unsigned long) ip[ 2] + ( unsigned long) ip[ 3]; 

/* add the src and dest addresses to the checksum */ 

i = ( int) iphdrp->proto; 

cksum += ( unsigned long) ( BYTESW AP( i)); /* add the protocol number */ 

/* get the length in bytes of the udp packet */ 

intcount = ( int) ( F _BYTESW AP( iphdrp->ippktlen) - F _IP _IHL( iphdrp->ipver_hl)); 

cksum += ( unsigned long) ( BYTESW AP( intcowit)); /* add it to the checksum*/ 

if( intcount == (( intcowit » 1) « 1)) /* is intcowit even? */ 

else 
flag= 0; 

flag= I; 

I* yes, clear the flag • / 
/* intcount is odd */ 
/* set the flag */ 

intcount = intcount >> I ; /* get the number of integers to checksum */ 
/* find the start of the udp header and start calculating */ 

udphdrp = ( struct udphdr far *) ( ( wisigned char far *) iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 

/* calculate the checksum of the udp packet */ 

for( i = 0, ip = ( unsigned int far*) udphdrp; i < intcount; i++) 
if( &( ip[ i]) != ( unsigned int far*) &( udphdrp->udpxsum)) 

/* is the field to be added not the udp checksum field? • / 
cksum += ( unsigned long) ip[ i]; /* right, add it */ 

/* otherwise, don't add it */ 
if( flag != 0) /* is the a last byte to add to the checksum? */ 
cksum += ( unsigned long) ( •( ( unsigned char far*) &( ip[ i]))); 

t• yes, add it property */ 
Ii = cksum >> 16; /* get the bits above the lowest 16 */ 

cksum+= Ii; 
cksum -= Ii << I 6; 

/* add them to the lowest of the low 16 */ 
/* suberact them from the checksum */ 

return( --( ( unsigned int) cksum)); /* return the one's-complement of the calculated value */ 

II END CALUDPCK.C 
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/*-cktcpskl()-------------•/ 
/* Look at the given packet and check to see if it's fhost, 
fsocket, and !socket are on the open socket list For those that 
are kept, set 'handle' in the buffer block to be the handle in the 
socket block and return zero. Otherwise return nonzero. 

*I 

#include ''\gary\mmplsnmp_srclpdlpdnet.h" /* get packet header*/ 
#include <stdio.II> /* for fprintfO */ 
#include <dos.h> /* for FP _SEGO, etc. */ 

int cktcpskt( struct bufferblk far *bufferhlkp) 
{ 

extern struct sockdata *socketroot; 
extern struct bufferblk far *k.-pqptr; 
int fcmpstr( tmsigned char far *, W1Signed char far *, int); 
struct sockdata *sdp; 
struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
struct tcphdr far *tcphdrp; 
int status; 

if( socketroot = NULL) 
I I* any open sockets? */ 

struct bufferblk far *bbp; 
bbp = tcpqptr; 
while( FP _OFF( tcpqptr) != NULL) 

I 

/* no, release all udp queue buffers */ 

FP _ OFF( tcpqptr) = ( tmsigned int) bbp->nxtblockp; 
bbp->usedflag = 0; 
bbp = tcpqptr; 

} 
return( ERROR); 

ethhdrp = ( struct ethhdr far *) bufferblkp->data; 
iphdrp = ( struct iphdr far*) ( ethhdrp + I); 
tcphdrp = ( struct tcphdr far *) ( ( unsigned char far *)iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 
sdp = socketroot; 

do 
I /* loop while remote host, remote socket, and local socket don't match */ 

if( sdp->protocol = IP _PROTO_TCP) 
I 

} 
else 
I 

if( ( tcphdrp->srcport = BYTESW AP( sdp->fsocket)) && 

} 
else 
{ 

( tcphdrp->destport = BYTESW AP( sdp->lsocket))) 

/* sockets matched? */ 
if( sdp->fhost == 0L) 
I /* yes, foreign host is 0? * / 

status = 0; /* yes, keep this packet */ 

else 
I I* foreign host is not 0 */ 

if( ( status = fcrnpstr( ( W1Signed char far *) &( sdp->fhosl), 
( unsigned char far*) iphdrp->srcaddr, IP _ADD_SIZ)) != 0) 

/* foreign hosts match? */ 
sdp = sdp->nxtstrcp; /* no, go to next socket */ 

/* socket numbers didn't match, go to next socket */ 
status = ( -I); /* set loop variable */ 
sdp = sdp->nxtstrcp; 

/* socket is not a ICp socket, go to next */ 
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sdp = sdp->nxtstrcp; 
status = (-1); 

} while( ( sdp != NULL) && ( status != 0)); 

if( status != 0) 
( /* any matching socket for that packet? */ 

fprintf( stderr, "cktcpskt: couldn't find matching tcp socketln"); 

return( ERROR); 

bufferblkp->handle = sdp->nd; /* set buffer handle= socket nd */ 

retum(0); /* found matching tcp socket */ 

// END CKTCPSK.T.C 

240 



,... 

/*-ckudpsk.1()------------*/ 
t• Look. at the given pack.et and check to see if it's fhost, 
fsock.et, and !sock.et are on the open socket lisL For those that 
are kept, set 'handle' in the buffer block to be the handle in the 
sock.et block. and return zero. Othetwise return nonzero. 

*I 

#include ''\gary\wnp\<mmp_srclpd\pdneth" 
#include <stdio.h> 

/* get packet header • / 
t• for fprintfO • I 

#include <dos.h> /* for FP _SEGO, etc. */ 

int ckudpskt( struct bufferblk far *bufferblkp) 
{ 

extern struct sock.data •socketroot; 
extern struct bufferblk far *udpqptr; 
int fcmpstr( unsigned char far •, unsigned char far •, int); 
struct sock.data *sdp; 
struct ethhdr far *ethhdrp; 
Strucl iphdr far *iphdrp; 
struct udphdr far *udphdrp; 
int status; 

if( socketroot = NULL) 
( /* any open sockets? */ 

struct bufferblk far *bbp; 
bbp = udpqptr; 
while( FP _OFF( udpqptr) != NULL) 
I 

/* no, release all udp queue buffers • I 

FP _OFF( udpqptr) = ( unsigned int) bbp->nxtblockp; 
bbp->usedflag = O; 
bbp = udpqptr; 

l 
return( ERROR); 

ethhdrp = ( struct ethhdr far •) bufferblkp->data; 
iphdrp = ( struct iphdr far *) ( ethhdrp + I ); 
udphdrp = ( struct udphdr far*) ( ( unsigned char far *)iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 
sdp = socketroot; 

do 
( /* loop while remote host, remote socket, and local socket don't match */ 

if( sdp->protocol = IP YROTO_UDP) 
I /* is this a UDP socket? • / 

if( sdp->fhost = OL) 
( /* yes, accept pk.ts from any host? */ 

if( sdp->fsocket = 0) 
I /* yes, accep< pkts from any port? */ 

else 

if( udphdrp->destpOrt = BYTESW AP( sdp->lsocket)) 
{ 

/* yes, is the dest port open?*/ 
status = O; I* yes, accept the packet */ 

else 
{ /* the dest port is not open */ 

status = ( -1 ); /* reject this socket */ 
sdp = sdp->nxtstrcp; /* go to next socket */ 

{ /* accept packets from a specific port */ 
if( ( udphdrp->srcport = BY1ESW AP( sdp->fsocket)) && 

( udphdrp->destport = BYTESW AP( sdp->lsocket))) 

/* do the remote and local ports match? */ 
status = 0; /* yes, accept this packet */ 
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I 
else 
I /* the pons don't match */ 

status = ( -I); /* reject this socket */ 
sdp = sdp->nxtstrcp; /* go to next socket */ 

else 
I /* accept packets from a specific host only */ 

else 
{ 

I 

if( (status= fcmpslr( ( unsigned char far *) &( sdp->fhost), ( unsigned char far*) iphdrp->srcaddr, 
IP _ADD_SIZ)) != 0) 

I 
else 

/* remote host matches? */ 
unsigned char *bytep; 
status = ( -1 ); /* no, reject this packet */ 
sdp = sdp->nxtstrcp; /*goto next socket*/ 

{ /* remote host matches */ 
if( sdp->fsocket = 0) 
I I* accept any remote port? */ 

else 

if( udphdrp->destport = BYTESW AP( sdp->lsocket)) 
{ 
I* yes, destination port open? */ 

I 
else 

status = 0; /* yes, accept this packet */ 

{ /* destination port not open */ 
status= ( -1); /* reject this packet*/ 
sdp = sdp->nxtstrcp; /* go to next skt */ 

{ /* remote and local ports must match */ 

sdp = sdp->nxtstrcp; 
status= ( -1); 

if( ( udphdrp->srcport = BYTESW AP( sdp->fsocket)) && 
( udphdrp->destport = 

BYlESWAP( sdp->lsocket))) 
{ 
/* local and remote pons match? */ 

status = O; I* yes, accept this packet */ 

I 
else 
I I* remote and local pons don't match */ 

status = ( -I); /* reject this packet */ 
sdp = sdp->nxtstrcp; /* go to next skt */ 

/* not a udp socket, go to the next one */ 

I while( ( sdp != NULL) && ( status != 0)); 
if( status != 0) 
{ /* any matching socket for that packet? */ 

return( ERROR); 

bufferblkp->handle = sdp->nd; 
return( O); 

/* found a matching socket */ 
I* set buffer handle = socket nd */ 
/* found matching udp socket */ 

// END CKUDPSKT.C 

l*-culltcpq0------------*/ 
/* Remove any packets from the TCP queue that don't have active 
socket handles associated with them. 

*I 
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t• get packet header •t #include ''\garylsnmplsnmp_srclpd'pdneLh" 
#include <stdio.h> t• for fprintfO •t 
#include <dos.h> 1• for FP _SEGO, etc. */ 

int culltcpq( void) 
{ 

extern struct bufferblk far •tcpqplr; 
unsigned int calipcksm( struct iphdr far•); 
unsigned int caltcpcksm( struct iphdr far •); 
struct bufferblk far *bbp; 
struct ethhdr far •ethhdrp; 
struct iphdr far •iphdrp; 
struct tcphdr far •tcpbdrp; 
unsigned int pktcksum; 

if( FP _OFF( tcpqptr) = NUU.) 
I /* are there packets queued? •t 

return( O); t• no, return •t 

while( FP _OFF( tcpqptr) != NULL) 
{ /* while there are packets queued, loop •t 

bbp = tcpqplr; 
FP _OFF( tcpqptr) = ( unsigned int) bbir>nxtblockp; 
bbir>usedflag = O; 

return( 0); 

// END CULL TCPQ.C 

243 

t• point at a packet buffer */ 
/• remove that buffer from the queue*/ 
/* free the packet buffer */ 



/*-culludpq()-------------•t 
t• Look at the packets on the UDP queue and throw those away that 
are not being listened for. For those that are kept, set 'handle' 
in the buffer block to be the handle in the socket block. 

*I 

#include ''\gary\mmplsnmp_src'¢'¢neth" 
#include <stdio.h> 

/* get packet header • / 

#include <dos.h> 

int culludpq( void) 
{ 

extern struct sockdata *socketroot; 
extern struct bufferblk far *udpqptr; 
int fcmpstr( unsigned char far •, unsigned char far *, int); 
struct bufferblk far *bbp, far *prevbbp; 
struct sock data *sdp; 
struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
struct udphdr far *udphdrp; 
unsigned char far *fbytep; 

if( socketroot = NULL) 
{ /* any open sockets? */ 

bbp = udpqptr; 
while( FP _OFF( udpqptr) != NULL) 
{ 

t• for fprintfO •t 
/* for FP _SEGO, etc. */ 

/* no, release all buffers */ 

FP _ OFF( udpqptr) = ( unsigned int) bbp->nxtblockp; 
bbp->usedflag = 0; 
bbp = udpqptr; 

return( O); 

bbp = udpqptr; 
while( FP _OFF( bbp) != NULL) 
{ 

int status; 
ethhdip = ( struct ethhdr far*) bbp->data; 
iphdrp = ( struct iphdr far *) ( ethhdrp + I); 
udphdrp = ( struct udphdr far *) ( ( unsigned char far *)iphdrp + 

F _IP _IHL( iphdrp->ipver_hl)); 

sdp = socketroot; 
do 
{ /* loop while remote host, remote socket, and 

local socket don't match */ 
if( ( udphdrp->srcport = BYTESW AP( sdp->fsocket)) && 

else 

if( sdp->fhost == OL) 
{ 

I 
else 

status= 0; 

( udphdrp->destport = BYTESW AP( sdp->lsocket))) 

/* soclcets matched? */ 

/* yes, foreign host is O? • / 
t• yes, keep this packet */ 

I 1• foreign host is not o • 1 
if( ( status = fcmpstr( ( unsigned char far *) &( sdp->fhost), 

( unsigned char far*) iphdrp->srcaddr, 
IP _ADD _SIZ)) != 0) 

/* foreign hosts match?*/ 
sdp = sdp->nxtstrcp; /* no, go to next socket */ 

{ /* socket numbers didn't match, go to next socket*/ 
status = ( -1 ); /* set loop variable */ 
sdp = sdp->nxtstrcp; 
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} while( ( sdp != NULL) && ( status != 0)); 

if( status != 0) 
I I* any matching socket for that packet? •1 

else 
I 

} 
} 
return( 0); 

fprintf( stderr, "culludpq: couldn't find matching socketln"); 
if( bbp = udpqptr) 
I t• no, is th.is the first buffer blk? */ 

else 
{ 

/* yes, change udpqptr */ 
FP _OFF( udpqptr) = ( unsigned int) bbj>->nxtblockp; 
bbi>->usedflag = 0; 
prevbbp = bbp = udpqptr; 

/* not first buffer blk */ 
prevbbi>->nxtblockp = bbp->nxtblockp; /* change prev blk ptr */ 
bbi>->usedflag = O; /* release the buffer */ 
FP_OFF( bbp) = ( unsigned int) prevbbi>->nxtblockp; 

/* point to next buffer blk */ 

/* yes, socket info matched completely*/ 

bbj>->handle = sdp->nd; /* set buffer handle */ 
prevbbp = bbp; !• move pointers to next buffer blks •t 
FP _OFF( bbp) = ( unsigned int) bbj>->nxtblockp; 

II END CULLUDPQ.C 
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/*-endudp()--------------*/ 
/* Tum off all UDP functions by releasing all network descriptOrs, 
and disabling packet driver acceptance of IP and ARP packets. 

*I 

int endudp( void) 
{ 

extern int arphandle, iphandle; 

int udpreleaseall( void); 
int relhandle( int); 
udpreleaseall(); 

if( arphandle >= 0) 
relhandle( arphandle); 

arphandle = ( - I); 

if( iphandle >= 0) 
relhandle( iphandle); 

iphandle=(-1); 

return( 0); 

// END ENDUDP.C 
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I"-getudpndO-----------•t 
t• Given a foreign host, foreign socket, and local socket, get a 
network descriptor to send UDP packets on. 

., 
#include ''\garylsnmplsnmp_src\pdlpdneLh" 
#include ''\garylsnmplsnmp_src'iX!\ipmgr\ipmgr.h" 
#include <stdio.h> t• for NULL, fprintf(), etc. •t 

int getudpnd( long fhost, tmsigned int fsocket, unsigned int !socket, unsigned long option) 

I 
extern int verbose; 

int net_getdesc( void); 
int net_connect( int, int, struct addr *); 
void *malloc( unsigned int); 
void free( void *); 
void pneterror( char*); 

extern struct sockdata •socketroot; 
extern int netermo; 
extern int netsubemlo; 

sbUct sockdata *sockdatap; 
sbUct addr •sockinfop; 

int status; 

sockdatap = socketroot; /* fmd the begirming of the chain * / 

if( sockdatap = NULL) 
I I* is there no chain? • / 

/* yes, can we get memory for a structure? */ 
if( ( sockdatap"' socketroot = ( struct sockdata *)malloc( sizeof( struct sockdata))) = NULL) 
{ 

fprintf( stderr, "getudpnd: malloc error on first structure\n"); 
return( ERROR); t• got memory for next structure? no, error*/ 

} 
else 
( /" there is a chain • / 

while( sockdatap->nxtstrcp != NULL) 
( /" fmd the end of the chain •t 

/" is a socket already open 7 • / 

if( ( sockdatap->fhost = fhost) && ( sockdatap->fsocket = fsocket) && 
( sockdatap->lsocket = !socket)) 

return( sockdatap->nd); /* yes, return its net desc •t 

sockdatap = sockdatap->nxtstrcp; /* go to next socket •t 

if( ( sockdatap->nxtstrcp = ( struct sockdata *)malloc( sizeof( struct sockdata)))= NULL) 
{ 

fprintf( sklerr, "getudpnd: malloc error in middle of chain\n"); 
return( ERROR - I); t• got memory for next strucrure? no, error*/ 

} 
sockdatap = sockdatap->nxtstrcp; /* point to the new structure */ 

/* initialize the strucrure •t 

if( verbose = 257) 
fprintf( stderr, "getudpnd: added a sockdata sbUct at %04x\n", 

sockdatap); 
sockdatap->nxtstrcp"' NULL; 
sockdatap->reqid = ( longX - 1); 
sockdatap->netoption = option; 
sockinfop = ( struct addr *) &( sockdatap->fhost); 

247 



sockinfop->fuost = fhost; 
sockinfop-->fsocket = fsocket; 
sockinfop->lsocket = lsocket; 

if( ( status = net_connect( (-1 ), ( int)DGRAM, sockinfop)) >= 0) 
( 

sockdatap->nd = status; 

if( option= TIMEOlITFL) 
( 

if( verbose = 257) 

t• got a valid net descriptor? •t 
t• yes, save it */ 
/* set timeout value in millisecs •t 

fprintf( stderr, "getudpnd: option is timeout\n"); 

if( ( status= set_option( sockdatap->nd, ( int)DGRAM, 
( int)NET_OPT_TIMEOUT, ( char far *)option, ( int) 0)) < 0) 

else 

fprintf( stderr, "getudpnd: timeout set_option error %din", status); 
return( ERROR - 2); 

/* set non-blocking option • / 
else if( option= NOW AITINGFL) 
{ 

if( verbose = 257) 
fprintf( stderr, "getudpnd: option is non-blocking\n"); 

if( (status= set_option( sockdatap->nd, ( int)DGRAM, ( int)NET_OPT_NONBLOCKING, 
( char far *)option, ( int)O)) < 0) 

fprintf( stderr, "getudpnd: nowait set_option error %<1\n", status); 
poeterror( "getudpnd: "); 
return( ERROR - 2); 

return( sockdatap->nd); /* return the net desc. • I 

{ /* didn't get a val.id net descriptor, clean up •t 
fprintf( stderr, "getudpnd: can't get an nd, error %d\n", netermo); 

if( ( netermo = NET_ERR_HOST_UNREACHABLE) II ( neterrno = NET_ERR_ICMPMSG)) 
fprintf( stderr, ''\tnetsubermo = %d\n", netsuberrno); 

pneterror( "getudpnd: "); 

if( sockdatap = socketroot) 
{ /* release the sockdata structure associated with 'nd' •t 

if( sockdatap->nxtstrcp = NULL) 
socketroot = NULL; 

else 
socketroot = sockdatap->nxtstrcp; 

else 
I t• not the first in the sockdata chain • I 

sbUct sockdata •sdp; 
sdp = socketroot; 

while( ( sdp != NULL) && ( sdp->nxtstrcp != sockdatap)) 
sdp = sdp-->nxtstrcp; 

if( sdp == NULL) 
( 

fprintf( stderr, "getudpnd: sockdata chain corrupted\n"); 
return( ERROR - 3); 

} 
if( sockdatap-->nxtstrcp = NULL) 
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sdp->nxtstrcp = NULL; 
else 

sdp->nxtstrcp = socJcdatap->nxtstrcp; 
} 
free( ( void *) sockdatap ); 
if( verbose= 257) 

fprintf( stderr, "getudpnd: freed a sockdata blk at %04xln", sockdatap); 
return( ERROR - 4); 

II END GETIJDPND.C 
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/*- getudppktQ-----------*/ 
/* Get a UDP packet given the netwodc descriptor of the associated 
connection, the buffer in which to put the data, the length of the 
buffer, and any flags. Return the status of the read from the net 
on success or failure, or ERROR on failure. 

*I 

#include ''\gary\snmplsnmp_src\pd\pdneth" 
#include <stdio.Ii> /* for NULL, fprintfO, etc. • / 
#include ''\gary\snmplsnrnp_src\pd\ipmgr\ipmgr.h" 

int getudppkt( int nd, unsigned char *buffer, unsigned int buflen, unsigned int flags) 
{ 

I 

extern int netermo; 
extern int verbose; 
int net_readfrorn( int, char •, unsigned, struct addr •, unsigned); 
void pneterror( char *); 
extern struct sockdata *socketroot; 
struct sockdata •sockdatap; 
struct addr *sockinfop; 
int status; 

if( socketroot = NULL) 
{ /* any net descriptors allocated? */ 

fprintf( stderr, "getudppkt: no descriptors allocated\n"); 
return( ERROR); /* no, error */ 

I 
sockdatap = socketroot; 
status= 0; 

/* yes, find the right one */ 

while( ( sockdatap->nd != nd) && ( sockdatap->nxtstrcp != NULL)) 
{ 

sockdatap = sockdatap->nxtstrcp; /* walk the chain while the right structure hasn't been found and 
there are more struct */ 

status-++; 

if( sockdatap->nd != nd) 
{ /* found the right structure? */ 

I 

fprintf( stderr, "getudppkt: net descriptor mismatchln"); 
fprintf( stderr, ''\t%d sockets open\n", status); 
fprintf( stderr, "\tsocketroot = %04xln", socketroot); 
return( ERROR - 1 ); /* no, error */ 

soclcinfop = ( struct addr *) &( sockdatap->fhost); /* yes, point to it */ 
/* read from the UDP packet queue*/ 

if( (status= net_readfrorn( nd, buffer, buflen, sockinfop, flags))< 0) 
{ 

else 

if( ( sockdatap->netoption = NOW AITINGFL) && ( neterrno = NET_ERR_ WOULD_BLOCK)) 
status =0; 

else 
{ 

if( ( sockdatap->netoption = TIMEOlITFL) && ( netecrno = NET_ERR_ TIMEOUl)) 
status= O; 

else 
{ 

fprintf( stderr, "getudppkt: error %don \'net_readfrom()\'\n", status); 
pneterror( "getudppkt: "); 
status = ERROR - 2; 

if( verbose= 258) 
fprintf( stderr, "getudppkt: netJeadfrom status was %<fin", status); 

return( status); 

// END GETUDPPK.C 

/*- icrnphdlr()--------------*/ 
/* Given a pointer to a packet buffer containing an ICMP packet, 
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respond appropriately to the ICMP message. If the packet is an ICMP 
destination unreachable, time-to-live exceeded, redirect, or echo 
message, respond appropriately. Ignore all other ICMP packets. 

*{ 

#include ''\gary\snmp\5nmp_srclpdlpdnet.h" 
#include "\gary\snmp\5nmp_srclpdlipmgrlipmgr.h" 
#include <stdio.II> 

/* get packet header * / 

/* for fprintf() */ 
/* for FP _SEGO, etc. */ /* #include <dos.ii> 

int icmphdlr( SbUCt bufferblk far *bufferblkp) 
( 

unsigned int calicmpcksm( struct iphdr far *); 
int dstunrch( SbUct bufferblk far *); 
int redirect( struct bufferblk far *); 
int gotechomsg( struct bufferblk far *); 
int Ulexcd( sbUct bufferblk far *); 
struct icmphdr far *icmphdrp; 
struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
int pktlen, i; 

ethhdrp = ( SbUCt ethhdr far *) bufferblkp->data; 
iphdrp = ( sbUct iphdr far *) ( ethhdrp + 1 ); /* point 10 the ip heir */ 

icmphdrp = ( struct icmphdr far*) ( ( unsigned char far*) iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 

if( icmphchp->icmpxsum != calicrnpcksm( iphdrp)) 
I 

} 

bufferblkp->usedflag = O; 
return( 0); 

switch ( icmphdrp->type) 
( 

case( 3): 

case( 5): 

case( 8): 

case( 11): 

default: 

return( dstunrch( bufferblkp)); 

return( redirect( bufferblkp)); 

relllm( gotechomsg( bufferblkp)); 

return( ttlexcd( bufferblkp )); 

bufferblkp->usedflag = O; 
return( 0); 
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t--dstwJrchO------------*t 
/* Process an ICMP destination unreachable message. Print a message 
on the console for the appropriate option . . , 
int dstunrch( struct bufferblk far *bufferblkp) 
{ 

struct elhhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
struct icmphdr far *icmphdrp; 
inti; 

ethhdrp = ( struct ethhdr far *) bufferblkp->data; 

iphdrp = ( struct iphdr far *) ( ethhdrp + I); 

icmphdrp = ( struct icmphdr far*) ( ( wisigned char far *) iphdrp + F _IP _lHL( iphdrp->ipver_hl)); 

switch ( icmphdrp->code) 
{ 

case( 0): 

case( I): 

case( 2): 

case( 3): 

case( 4): 

default: 

return( 0); 
} 

fprintf( stderr, "icmphdlr: net unreachable for host"); 
break; 

fprintf( stderr, "icmphdlr: host unreachable for host "); 
break· 

fprintf( stderr, "icmphdlr: protocol unreachable for host"); 
break; 

fprintf( stderr, "icmphdlr: port unreachable for host "); 
break; 

fprintf( stderr, "icmphdlr: fragmentation needed for host"); 
break; 

bufferblkp->usedflag = O; 

iphdrp = ( struct iphdr far *) ( icmphdip + I); 

for( i = 0; i < IP _ADD_SIZ; i++) 
fprintf( stderr, "%cl.", ( unsigned int) ( iphdrp->destaddr[ i])); 

putc( '\n', stderr); 

bufferblkp->usedflag = O; 

return(0); 
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/*-redirect()-------------*/ 
l* Process an ICMP redirect message. Change the Ethernet address 
in the ARP lable for the host which is mentioned in the redirect 
packet 

*I 

int redirect( struct bufferblk far *bufferblkp) 
( 

extern struct arpentry *arptblqptr; 
void *malloc( size_t); 
unsigned char •getethaddr( unsigned char *); 
struct arpentry *arpentryp; 
struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp, far *iphdrp l ; 
struct icmphdr far *icmphdrp; 
unsigned char newipaddr[ IP _ADD _SIZ], *newethaddr; 
int slatus; 

ethhdrp = ( struct ethhdr far *) bufferblkp->dala; 

iphdrp = ( struct iphdr far *) ( ethhdrp + I); 

icmphdrp = ( struct icmphdr far*) ( ( unsigned char far *) iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 

fmovestr( ( unsigned char far *) ( &( ic111>hdrp->ident)), 
( unsigned char far*) newipaddr, IP _ADD_SlZ); 

iphdrp I = ( struct iphdr far *) ( icmphdrp + I); 

if( ( newethaddr = getethaddr( newipaddr)) = NULL) 
{ 

I 

fprintf( stderr, "redirect: can't get new gateway ethemet address\n"); 
bufferblkp->usedflag = O; 
return( ERROR); 

if( ( arpentryp = arptblqptr) = NULL) 
( 

fprintf( stderr, "redirect: no arp table entries, error\n"); 
bufferblkp->usedflag = O; 
return( ERROR); 

slatus = fcmpstr( ( unsigned char far *) arpentryp->ipaddr, iphdrpl ->desladdr, IP _ADD_SIZ); 

while( ( s1atus != 0) && ( arpentryp->nxtentryp != NULL)) 

I 
arpentryp = arpentryp->nxtentryp; 
s1atus = fcmpstr( ( unsigned char far *) arpentryp->ipaddr, iphdrpl->desladdr, IP _ADD _SIZ); 

if( slatus = 0) 

I 

else 
{ 

movestr( newethaddr, arpentryp->ethaddr, E__ADD_SIZ); 

struct arpentry *arpp; 

fprintf( stderr, "redirect: couldn't find redirected host address\n"); 

if( ( arpp = ( struct arpentry *) malloc( sireof( struct arpentry)))= NULL) 

I 
fprintf( stderr, "redirect: couldn't get arp entry memory\n"); 
bufferblkp->usedflag = 0; 
return( 0); 

arpentryp->nxtentryp = arpp; 
arpp->nxtentryp = NULL; 
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... 

movestr( newethaddr, arpp->ethaddr, E_ADD_SIZ); 
fmovestr( iphdrpl -><lestaddr, ( unsigned char far *) arpp->ipaddr, IP _ADD_SIZ); 
arpentryp = arpp; 

bufferblkp->usedflag = O; 
return( 0); 
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/*-gotechomsgO-------------*/ 
/* Process an ICMP echo message. Respond by sending an echo reply 
packet. 

*I 

int gotechomsg( struct bufferblk far *bufferblkp) 

I 
extern struct dvrinfo pdvrinfo; 
void *malloc( size_t); 
void free( void *); 
int send pkt( unsigned char •, int); 
int fmovestr( unsigned char far •, unsigned char far •, int); 
int movestr( unsigned char •, unsigned char •, int); 
unsigned int calipcksm( struct iphdr far *); 
unsigned int calicmpcksm( struct ipbdr far *); 
int initiphdr( struct iphdr *); 
struct ethhdr far *elhhdrp, *elhhdrpl; 
struct iphdr far *iphdrp, *iphdrp I ; 
struct icmpbdr far *icmphdrp, *icmphdrpl; 
unsigned char *buffer; 
int bufferlen; 

etbhdrp = ( struct ethhdr far*) bufferblkp->data; 
ipbdrp = ( struct ipbdr far *) ( ethhdrp + I); 
icrnpbdrp = ( struct icmpbdr far *) ( ( lD\signed char far *) iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 

icmphdrp->type = O; 
bufferlen = bufferblkp->bufferlen; 
if( ( buffer= ( unsigned char *) malloc( bufferlen)) = NULL) 

I 
fprintf( stderr, "gotechomsg: couldn't get rnemoryln"); 
bufferblkp->usedflag = O; 
return( ERROR); 

etbhdrp I = ( struct ethhdr *) buffer; 
iphdrpl = ( struct ipbdr *) ( etbhdrpl + I); 
icrnphdrpl = ( struct icmphdr *) ( ( unsigned char*) iphdrpl + F _IP _JHL( iphdrp->ipver_hl)); 
fmovestr( bufferblkp->data, ( unsigned char far*) buffer, bufferlen); 
fmovestr( ethhdrp->srcaddr, ( unsigned char far*) etbhdrpl ->destaddr, E_ADD_SIZ); 
fmovestr( ipbdrp->srcaddr, ( unsigned char far*) iphdrpl ->destaddr,IP_ADD_SIZ); 
bufferblkp->usedflag = O; 
movestr( pdvrinfo.locetbaddr, ethhdrpl->srcaddr, E_ADD_SIZ); 
movestr( pdvrinfo.locipaddr, ipbdrpl ->srcaddr, IP _ADD_SIZ); 
icmphdrpl ->icmpxsum = calicmpcksm( ( struct iphdr far*) iphdrpl); 
iphdrpl->hdrxsum = calipcksm( ( struct iphdr far*) iphdrpl); 
if( sendpkt( buffer, bufferlen) < 0) 
( 

fprintf( stderr, "gotechomsg: couldn't send echo reply packetln"); 
} 
free( ( void *) buffer); 
return( 0); 
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/*-ttlexcdQ--------------*/ 
/* Process an ICMP time-to-live e11ceeded message. Print a message 
on the console for the appropriate option. 

*I 

int ttlexcd( struct bufferblk far *bufferblkp) 
{ 

struct ethhdr far *ethhdrp; 
struct iphdr far *iphdrp; 
struct icmphdr far *icmphdrp; 
inti; 

ethhdrp = ( struct ethhdr far *) bufferblkp->data; 

iphdrp = ( struct iphdr far *) ( ethhdrp + I); 

icmphdrp = ( struct icmphdr far*) ( ( unsigned char far *) iphdrp + F _IP _IHL( iphdrp->ipver_hl)); 

switch ( icmphdrp->COde) 
{ 

case{ 0): 
fprintf( stderr, "icmphdlr: time-to-live exceeded for host"); 
break; 

case{ I ): 
fprintf( stderr, "icmphdlr: fragment reassembly time exceeded for host"); 
break; 

default: 
bufferblkp->usedflag = 0; 

return( O); 

iphdrp = ( struct iphdr far *) ( icmphdrp + I); 

for( i = O; i < IP _ADD_SIZ; i++) 
fprintf( stderr, "%d.", ( unsigned int) ( iphdrp->destaddr[ i]}}; 

pule( 'In', stderr); 
bufferblkp->usedflag = O; 
return( O); 

// END ICMPHDLR.C 

/*- initiphdr()--------------*/ 
/* Given a pointer to a buffer containing an IP header, initialize 
it by setting the IP version and header length, the type of service, 
the identification, the fragmentation flags, the time-to-live, and 
the IP source address. 

*I 

#include "\garylsnmplsnmp_src\pd\pdnet.h" 

int initiphdr( struct iphdr *iphdrp) 
{ 

} 

extern struct dvrinfo pdvrinfo; 
int movestr( unsigned char *, unsigned char *, int); 
iphdrp-->ipver_hl = 0x45; 
iphdrp->tos = 0; 
iphdrp->id = 0; 
iphdrp->flagment = iphdrp-->fragment = 0; 
iphdrp->ttl = (unsigned char) 255; 
movestr( pdvrinfo.locipaddr, iphdrp-->srcaddr, IP_ADD_SIZ); 
return( 0); 

// END INffiPHD.C 

I*- initudpO------------•t 
/* Initialize the UDP subroutines by getting the packet driver software 
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inte1TUpt number, the packet driver interface class, type, and number, 
and reading the IP configuration data. 

., 
#include ''\gary\snrnp\5nrnp_src'ixf'pdneth" 
#include <stdio.ID /* for NUlL *I 

int initudp( char *config) 
{ 

extern struct sockdata •sockettoot; 
extern struct rootinfo *firstrinfop; 
extern int pdvector; 
extern struct dvrinfo pdvrinfo; 
int getpdint( void); 
int getdvrinfo( struct dvrinfo *); 
int initinfo( void); 
intpdint; 

sockelJOOt = NULL; 
if( ( pdint = getpdintO) < 0) 
( 

fprintf( stderr' 
"initudp: can't get packet driver interrupt. error 'Jbd\n", pdint); 
return( ERROR); 

pdvector = pdint; 

if( ( pdint = getdvrinfo( &pdvrinfo)) < 0) 
( 

fprintf( stderr, "initudp: couldn't get driver info, error %d\n", pdint); 
return( ERROR); 

} 
if( initinfoO < 0) 

return( ERROR); 
return( O); 

// END INITIJDP.C 

/* initialized driver info? */ 
/* no, error */ 

257 



I*- initudppktQ------------*/ 
/* Given a pointer to an IP packet buffer, its length, a pointer to 
a UDP packet data field, and the length of the data field, 
initializ.e the UDP header, the IP header, and move the data into the 
data field. It is assumed that the IP header is complete except for 
the packet length field, the protocol, and the header checksum. It 
is also assumed that the source and destination UDP ports are 
correct . . , 
#include ''\gary\wnp\,;runp_src'¢'pdnet.h" 

int initudppkt( struct iphdr *iphdrp, int buflen, unsigned char *databufp, int datalen) 

I 
int movestr( unsigned char •, unsigned char *, int); 
unsigned int calipcksm( struct iphdr far *); 
unsigned int caludpcksm( struct iphdr far*); 
struct udphdr *udphdrp; 
intpktlen; 

pktlen = sizeof( struct iphdr) + sireof( struct udphdr) + datalen; 

if( buflen < pktlen) /* is the packet buffer too small? */ 
return( ERROR); I* yes, retWTI error */ 

if( pktlen > E_MJ{_PSIZ) 
return( ERROR); 

I* is the ftnal packet too big? */ 
/* yes, return error */ 

/* find the start of the udp packet */ 

udphdrp = ( struct udphdr *) ( ( unsigned char*) iphdrp + IP _IHL( iphdrp->ipver~hl)); 

/* move the data into the udp packet * I 

movestr( databufp, ( unsigned char *) ( udphdrp + I), datalen); 
pktlen = sireof( struct udphdr) + datalen; 
udphdrp->pktlen = B YTESW AP( pktlen); 
pktlen +ca IP _IHL( iphdrp->ipver_hl); 
iphdrp->ippktleo = BY1ESW AP( pktlen); 
iphdrp->proto = ( unsigned char) IP_PROTO_UDP; 
udphdrp->udpxsum = caludpcksm( ( struct iphdr far*) iphdrp); 

I* set the udp Jen */ 
I* put it in the udp pkt */ 
I* add the ip header length */ 
/* put it in the ip pkt *I 
/* set the protocol */ 

/* get the udp packet's checksum */ 
iphdrp->hdrxsum = calipcksm( ( struct iphdr far*) iphdrp); 

/* get the ip packet's checksum */ 
retum(0); 

II END INITUDPP.C 

/*-ipglob.c --------------•{ 
I*-- global variables */ 

#include <stdio.h> /* for NUll */ 

struct sockdata *socketroot = NULL; 
int iphandle = ( -1); 
struct bufferblk far *udpqptr = NULL, 

far *tcpqptr = NULL; 

// END IPGLOB.C 

{* temporary */ 
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,.---iphdlr()-------------•/ 
/* Process IP packets taken from the packet queue. If they are 
TCP, UDP, or ICMP packets, send a far pointer to the packet buffer 
to the appropriate packet handler. 

*/ 

#include "\garylsnmplsnmp_srclpd\pcmeth" 
#include <stdio.fl> 

/* get packet header • / 
1• for fprintfO • I 

#include <dos.h> 

int iphdlr( struct bufferblk far *bufferblkp) 

I 
extern int verbose; 
extern struct dvrinfo pdvrinfo; 

/* for FP _SEGO, etc. •t 

extern struct bufferblk far *udpqptr, far *tcpqptr; 

int addbuf2q( struct bufferblk far • , struct bufferblk far**); 
int fcmpstr( Wlsigned char far •, W1Signed char far •, irt); 
W1Signed int calipcksm( struct iphdr far *); 
W1Signed int caltcpcksm( struct iphdr far *); 
W1Signed int caludpcksrn( struct iphdr far *); 
int ckudpskt( struct bufferblk far *); 
int cktcpskt( struct bufferblk far *); 
int icmphdlr( struct bufferblk far *); 

struct elhhdr far *ethhdrp; 
struct ipbdr far *iphdrp; 
W1Signed char far •ucp; 
int status, i; 

FP _SEG( ethhdrp) = FP _SEG( iphdrp) = FP _SEG( bufferblkp); 
FP _OFF( ethhdcp) = ( unsigned int) bufferblkp-><lata; 

/* point to the packet buffer */ 
if( ethhdrp->type != BYTESWAP( E_TYPEJP)) 
{ /* is it an IP packet? */ 

if( verbose = 259) 
fprintf( stderr, "iphdlr: got a noo-IP packetln"); 

bufferblki>->usedflag = 0; /* no, release the buffer*/ 
return( ERROR); /* return an error*/ 

iphdrp = ( struct iphdr far *) ( ethhdrp + I); /* point to the ip hdr */ 
if( calipcksm( iphdrp) != iphdrJ>->hdrxsum) 
{ /* does the received ip header checksum agree with the calculated one? */ 

I 
else 

if( verbose = 259) 
fprintf( stderr, "iphdlr: bad ip checksum, ip packet discarded\n"); 
bufferblkp->usedflag = O; /* no, release the buffer */ 
return( 0); 

if( verbose = 259) 
fprintf( stderr, "iphdlr: ip header checksum was correct\n"); 

if( fcmpstr( ( WlSigned char far*) pdvrinfo.locipaddr, ( W1Signed char far*) iphdrJ>->destaddr, IP _ADD_SIZ) < 0) 
{ /* is it for my ip addr? • / 

if( verbose = 259) 
I 

fprintf( stderr, "iphdlr: got Wlwanted IP packet for "); 
for( i = 0; i < IP _ADD_SIZ; i++) 

fprintf( stderr, "%d.", ( int) iphdrJ>->destaddr[ ii); 

putc( '\n', stderr); 

bufferblkJ>->usedflag = 0; 
return( 0); 

/* no, release the buffer */ 
/*return*/ 
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if( verbose = 259) 
{ 

} 

fprintf( stderr, "iphdlr: got IP packet for "); 
for( i = 0; i < IP _ADD_SIZ; i++) 
fprintf( stderr, "%d.", ( int) iphdq>->destaddr[ ii); 
putc( '\n', stderr); 

t• point at the header of the protocol inside the ip packet •t 
ucp = ( unsigned char far •) ( ( unsigned char far•) iphdrp + F _IP JHL( iphdrp->ipver_hl)); 

if( iphdrp->proto == IP _PROTO_ UDP) 
{ t• is it a UDP packet? •t 

else 
{ 

if( ( ( struct udphdr far•) ucp)->udpxsum != 0) 
I t• yes, was the udp checksum transmitted as a 0? •t 

if( caludpcksm( iphdrp) != ( ( struct udphdr far•) ucp)->udpxsum) 
{ 

else 
{ 

t• no, does the checksum ompute? •t 
if( verbose = 259) 
fprintf( stderr, "iphdlr: udp checksum bad\n"); 

bufferblkp->usedflag = 0; 

return( 0); 

if( verbose = 259) 

t• no, release the buffer • I 

fprintf( stderr, "iphdlr: udp checksum was correct\n"); 

t• don't compute the udp checksum if it is transmitted as 0 */ 

if( ckudpskt( bufferblkp) != 0) 
I t• is there a socket? •t 

} 
else 
{ 

if( verbose = 259) 
fprintf( stderr, "iphdlr. received unwanted udp packet\n"); 

bufferblkp->usedflag = 0; I* no, release the buffer • / 

if( ( status = addbuf2q( bufferblkp, &udpqplr)) < 0) 
{ t• can we add it to lhe udp queue? */ 

I 

if( verbose = 259) 
fprintf( stderr, "iphdlr: couldn't queue UDP packet, error %d\n", status); 

bufferblkp->usedflag = 0; 

return( ERROR); 

t• no, release the buffer */ 

/* not added to queue, return error • / 

if( verbose = 259) 
fprintf( stderr, "iphdlr: queued UDP packet\n"); 

if( iphdrp->proto == IP _PROTO_ TCP) 
{ t• is it a TCP packet? */ 

if( caltcpcksm( iphdrp) != ( ( struct tcphdr far *)ucp)->tcpxsum) 
{ 

t• yes, tcp checksum is correct? •t 
bufferblkp->usedflag = 0; t• no, release the buffer */ 
return( 0); 

else 
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else 
{ 

} 
return( 0); 

II END IPHDLR.C 

if( verbose = 259) 
fprintf( stderr, "iphdlr: tcp checksum was correct\n"); 

if( cktcpskt( bufferblkp) != 0) 
{ /* is there a socket? */ 

else 
{ 

fprintf( stderr, "iphdlr: received unwanted tcp packet\n"); 
bufferblkp->usedflag = O; /* no, release the buffer */ 

if( ( status = addbuf2q( bufferblkp, &tcpqptr)) < 0) 
{ 

/* can we add it to the queue? • / 

bufferblkp->usedflag = O; 
return( ERROR); 

if( verbose = 259) 

/* no, release the buffer */ 
/* return error*/ 

fprintf( stderr, "ipdhlr: queued TCP packet\n"); 

if( iphdrp->proto = IP _?ROTO_ICMP) 
{ /* is it an ICMP packet? */ 

I 
else 

status = icmphdlr( bufferblkp ); /* yes, process it */ 
if( verbose = 259) 

fprintf( stderr, "iphdlr: processed ICMP packet\n"); 
if( status < 0) 

return( ERROR); 

{ /* else release the buffer */ 
bufferblkp->usedflag = 0; 

fprintf( stderr, "iphdlr: got non-TCP/UDP/ICMP TCP packet\n"); 

return( 0); 
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/*-- sendudppkt()-- - - - - -----*/ 
/* Send 'buflen' number of bytes starting at 'buffer' in a UDP 
packet to the host associated with network descriptor 'nd' with 
'flags' flags set. Return 'buflen' on success; otherwise return 
ERROR. 

*I 

#include ''\gary\snmp\<;nmp_srclpd'¢neth" 
#include ''\gary\<inmp\snmp_srclpd\ipmgr\ipmgr.h" 
#include <stdio.h> /* for NULL, fprintf(), etc. */ 
#include <stdlib.h> /* for rand() */ 

int sendudppkt( int nd, unsigned char *buffer, IDlsigned int buflen, unsigned int flags) 

I 

I 

extern int netermo; 
extern int netsubermo; 
ex tern struct sock data *socketroot; 
int net_ writeto( int, char • , unsigned int, struct addr •, unsigned int); 
void pneterrot( char *); 
int rand( void); 
struct sockdata •sockdatap; 
struct addr •sockinfop; 
int status; 

if( socketroot = NULL) 
I I* any open UDP sockets? */ 

fprintf( stderr, "sendudppkt no open sockets to send on\n"); 
return( ERROR • I); /* no, error */ 

sockdatap = socketroot; /* point at the chain • / 

while( ( sockdatap->nd != nd) &&.( sockdatap->nxtstrcp != NULL)) 
sockdatap = sockdatap->nxtstrcp; /* move down the chain until the right connection info is found */ 

if( sockdatap->nd != nd) 
{ /* found the right info?*/ 

fprintf( stderr, "sendudppkt: can't find structure for nd %d\n", nd); 
return( ERROR • 2); /* no, error */ 

sockinfop = ( struct addr *) &( sockdatap->fbost); 
if( sockinfop->lsocket = 0) 

/* point at the socket info */ 

{ 

I 

if( sockinfop->fsocket = GETREQPORl) 
sockinfop->lsocket = sockinfop->fsocket; 

else 
sockinfop->lsocket = rand(); 

if( (status= net_writeto( nd, buffer, buflen, sockinfop, flags))< 0) 
( 

I 

fprintf( stderr, "sendudppkt: error %cl on net_ writeto()\n", neterrno); 
if( ( neterrno = NET_ERR_HOST_UNREACHABLE) II ( neterrno = NET_ERR_ICMPMSG)) 

fprintf( stderr, "\lnetsuberrno = %d\n", netsuberrno ); 

pneterror( "sendudppkt:"); 

return( status); 

// END SDUDPPKT.C 
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~-udplistenO-----------*t 
/* Given given a structure which includes a host number and a socket 
number on that host, a socket on this host, and a packet buffer, 
prepare to listen for UDP packets from that host to this one. 
Return a network descriptor upon successfully initiating listening, 
or ERROR on error . . , 
#include ''\gary\snmp\•mmp_srclpd'¢netb" 
#include ''\gary\snmp\snmp_src\pd\ipmgr\ipmgr.h" 
#include <stdio.h> /* for NULL, etc. */ 
#include <malloc.h> /* for malloc(), etc. */ 

int udplisten( long fhost, unsigned int fsocket, unsigned int !socket, unsigned long option) 
{ 

extern int netenno; 
extern int netsubermo; 
void pneterror( char *); 
int net_getdesc( void); 
int net_listen( int, int, struct addr *); 
int set_option( int, int, int, char far •, int); 
long atonetaddr( char *); 
void *malloc( unsigned int); 
int udprelease( int); 
extern sti:uct sockdata •socketroot; 
struct sockdata *sockdatap; 
struct addr *sockinfo; 
int status; 

if( ( status = net_getdescO) < 0) 
{ /* got a network descriptor? */ 

fprintf( stderr, "udplisten: net_getdesc() returned %d\n", status); 
pneterror( "udplisten: "); 
return( ERROR); /* no, error */ 

if( socketroot != NULL) 
{ /* structures in the chain? */ 

sockdatap = socketroot; /* right, find the end of the chain */ 

) 
else 

while( sockdatap->nxtstrcp != NULL) 
{ 

if( ( sockdatap->fhost != fhost) II ( sockdatap->fsocket != fsocket) II 
( sockdatap->lsocket != !socket)) 

sockdatap = sockdatap->nxtstrcp; 

if( ( sockdatap->fhost = fhost) && ( sockdatap->fsocket = fsocket) && ( sockdatap->lsocket == !socket)) 
{ 

/* found an existing structure? */ 
fprintf( stderr, "udplisten: found an existing slruCIUre, error\n"); 
return( ERROR - I); /* yes, error*/ 

/* get memory for a new structure */ 
if( ( sockdatap->nxtstrcp = ( struct sockdata *)malloc( sizeof( struct sockdata)))= NULL) 
{ 

) 

fprintf( stderr, "udplisten: malloc error for sockdata to add to chain\n"); 
return( ERROR - 2); 

sockdatap = sockdatap->nxtstrcp; /* add it to the chain */ 

{ /* no structures in the chain, make one */ 
if( ( socketroot = sockdatap =( struct sockdata *)malloc( siz.eof( struct sockdata))) = NULL) 
( 

fprintf( stderr, "udplisten: malloc error for first sockdata in chain\n"); 
return( ERROR - 3); 
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/* add it to the chain, too*/ 

sockdatap->nxtstrcp = NULL; t• initialize its pointer •t 
sockdatap->reqid = ( long)( -2); t• initialize the request id */ 
sockdatap->nd = status; t• assign the descriptor •t 
sockdatap->routinfop = NULL; /* traps don't have router info */ 
sockdatap->netoption = option; t• set options in force */ 
sockinfo = ( sblJCt addr *) &( sockdatap->thost); t• point to the socket info*/ 
sockinfo->fhost = fhost; t• set remote host address */ 
sockinfo->fsocket = fsocket; /* set remote host socket •t 

sockinfo->lsocket = lsocket; t• set local socket number •t 

if( option== TIMEOUTFL) 
I I* timeout specified? */ 

t• yes, set timeout value in millisecs •t 
if( (status= set_option( sockdatap->nd, ( int)DGRAM, ( int)NET_OPT_ llMEOUT, ( char far *)option, 

I 

fprintf( stderr, "udplisten: set_option error on timeout, error %d\n", status); 
pneterror( "udplisten: "); 
return( ERROR - 4); 

else if( option= ( unsigned long)NOW AITINGFL) 
( 

t• non-blocking option specified? */ 
if( ( status = set_option( sockdatap->nd, ( int)DGRAM, 

( int)NET_OPT_NONBLOCKING, ( char far *)option, ( int)O)) < 0) 

fprintf( stderr, "udplisten: set_option error %din", status); 
fprintf( stderr, "udplisten: set_option error on no wait, error %din", status); 
pneterror( "udplisten: "); 
return( ERROR - 5); 

/* try to start the UDP server */ 
if( ( status = net_listen( sockdatap->nd, ( int)DGRAM, sockinfo )) < 0) 
I I* error? */ 

I 

fprintf( stderr, "udplisten: neUisten returned %d, neterrno = %dvi", status, netenno); 
if( ( neterrno = NET_ERR_HOST_UNREACHABLE) II ( neterrno = NET_E~ICMPMSG)) 

fprintf( stderr, ''\lnetsuberrno = %din", netsubermo); 

pneterror( "udplisten: "); 
udprelease( sockdatap->nd); 

return( status); 

t• yes, release the allocated memory */ 

return( sockdatap->nd); 

// END UDPLISTN.C 
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/*--- udprelease()------------*/ 
t• Given a network descriptor, release it 

#include ''\gary\snmp\snmp_srclpdlpdneth" 
#include <malloc.h> /* for malloc(), etc. •t 
#include <stdio.It> t• for NULL, etc. • / 

int udprelease( int nd) 
{ 

extern int verbose; 
int net_release( int); 
void free( void *); 
void pneterror( char *); 
extern struct sockdata •socketroot; 
struct sockdata *sockdatapl, *sockdatap2; 
int status; 

if( verbose = 260) 
fprintf( stderr, "udprelease: passed nd = %din", nd); 

if( socketroot = NULL) 
{ /* are there any descriptors allocated?*/ 

fprintf( stderr, "udprelease: no nd's to be released\n"); 
if( net_release( nd) < 0) 

fprintf( stderr, "udprelease: couldn't release nd %din", nd); 

return( 0); t• no •t 

sockdatap2 = sockdatapl = socketroot; t• point at the first struct •t 
while( ( sockdatapl->nd != nd) && ( sockdatapl->nxtstrcp != NULL)) 
{ 

/* while this isn't the right structure and more exist, move on to the next structure */ 

if( verbose= 260) 
fprintf( stderr, "udprelease: found nd %din", sockdatapl ->nd); 

sockdatap2 = sockdatapl; /* save the location of the current struct •t 
sockdatap I = sockdatap 1->nxtstrcp; /* point at the next struct */ 

/* loop while we haven't found the right struct */ 

if( sockdatapl->nd != nd) 
( t• did we find a structure? •t 

if( verbose = 260) 
fprintf( stderr, "udprelease: didn't find nd %din", nd); 
net_release( nd); 
return( 0); t• no */ 

/* found the right structure */ 

if( verbose= 260) 
fprintf( stderr, "udprelease: releasing nd = %din", nd); 
if( sockdatapl->nxtstrcp == NULL) 
I /* is this the last struct in the chain?*/ 

} 
else 
{ 

if( sockdatap2 = sockdatap I) /* yes, is it also the first? */ 
socketroot = NULL; /* yes, clear the root pointer */ 

else /* not the first struct */ 
sockdatap2->nxtstrcp = NULL; /* clear the pointer in the 

previous structure */ 

/* this isn't the last structure in the chain */ 
if( sockdatap2 = sockdatap I) 

socketroot = sockdatapl->nxtstrcp; 
else 

/* is it the first? */ 
t• yes, clear the chain */ 
/* it isn't the first*/ 

sockdatap2->nxtstrcp = sockdatapl->nxtstrcp; /* clear the pointer in the previous structure*/ 

265 



free( ( void *)sockdatap I); 

if( verbose = 260) 
{ 

I* free the structwe's space */ 

fprintf( stderr, "udprelease: freed a sockdata blk at %04x\n", sockdatap I); 
fprintf( stderr, "udprelease: socketroot = %04x\n", socketroot); 

if( ( status = net_release( nd)) < 0) 
{ /* release the net descriptor * / 

fprintf( stderr,"udprelease: can't net_release() nd %d, status was %d\n" ,nd, status); 
pneterror( "udprelease: "); 

return( status); 

// END UDPREL.C 
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I*-udpreleaseaJIO-----------*/ 
/* Release all network descriptors. 

*I 

#include ''\gary\snmp~nmp_srclpd'P<lneth" 
#include <stdio.II> /* for NULL, etc. •t 
#include <malloc.h> /* for freeQ, etc. */ 

int udpreleaseall( void) 

I 
int net_reteaseall( void); 
void free( void *); 
extern struct sockdata *socketroot; 
struct sockdata *sockdatap I , *sockdatap2; 

net_releaseall(); 

if( socketroot != NULL) 
I /* are there any descriptors allocated? */ 

sockdatap2 = sockdatap I = socketroot; 
while( sockdatap2 != NULL) 
{ 

sockdatap2 = sockdatap 1->nxtstrcp; 
free( ( void *)sockdatap I); 

sockdatap I = sockdatap2; 
} 
socketroot = NULL; 

I 
return( 0); 

// END UDPRELAL.C 
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/$-clrvan:hgt1O------------ */ 
/* Given a pointer to a variable info block, clear the value of the 
changeflag. A zero indicates success, negative values indicate 
errors. 

*I 

#include ''\gary\snmpwunp_src\snmp\snrnp.h" 
#include <stdio.h> 

I* for strucrures */ 
I* for NULL, fprintfO, etc. */ 

#define ERROR ( -1) 

int clrvan:hfl( variable) 
struct varinfo *variable; 
{ 

extern struct routinfo *firstrinfop; 
struct routinfo *rinfop; 
struct varinfo *vblkp; 
int endflag; 

endflag = O; 
rinfop = firstrinfop; /* make sure 'variable' is a valid pointer*/ 
while( ( rinfop != NULL) && ( endflag = 0)) 
I I* loop while there are router blocks to look at * / 

vblkp = rinfop->vblockp; /* point to the first variable block*/ 
while( ( vblkp != NULL) && ( eodtlag = 0)) 
{ /* loop while there are variable blocks to look at*/ 

if( vblkp = variable) 
endflag-; 

else 

/* is this the right variable block? */ 
/* yes, set the flag */ 

vblkp = vblkp->nxtblock; I* no, continue looping */ 

rinfop = rinfop->nxtblock; 

if( vblkp != variable) 
return( ERROR); 

vblkp->changeflag = 0; 
return( O); 

/* go to the next router block */ 

/* did we find the right variable block? */ 
I* no, error */ 

//ENDCLRVARFL.C 

268 



/*-deldala0------------*/ 
/* Given a pointer to a string of four hexadecimal bytes containing 
an Internet address, invalidate the data in the SNMP database 
associated with the address. Return zero on success, a negative 
number on failure . . , 
#include ''\gary\snmp\srunp_src\snmp\mmp.b" 
#include <stdio.h> 

/* get SNMP variables */ 
/* for fprintf(), etc. */ 

#include <sys/types.It> /* for 'ftime()' */ 
#include <sys/timeb.h> /* for 'ftimeO' */ 

#define ERROR (-1) 

int deldata( unsigned char *ipaddr) 
{ 

struct routinfo *getrouterp( char •, struct routinfo *); 
struct varinfo •getructvarp( struct routinfo •, struct varinfo *); 
void ftime( struct timeb *); 
struct routinfo *rinfop; 
struct varinfo •vinfop; 
int i,j; 
char ipaddrs[l8]; 
struct timeb timeinfo; 

for( i = 0, j = O; i < 4; i++) 
I t• convert the four hex bytes to a null-terminated ASCII string */ 

j += sprintf( ( &ipaddrs[ j]), "%u.", ( wisigned int) ipaddr[ i]); 

ipaddrs[ -j] = '\O'; 

rinfop = NULL; /* look for the first agent info block */ 
vinfop = NULL; /" look for the first Vari.able info block •t 
while( ( rinfop = getrouterp( ipaddrs, rinfop)) != NULL) 
{ /* while there are agent blocks remaining with the right IP address, void the data in the variable blocks */ 

while( ( vinfop = getru.tvarp( rinfop, vinfop)) != NULL) 
{ 

/* while there is a variable block, */ 
switch ( vinfop->vartype) 
{ /* find the type of variable */ 

case ( UINTID): /* its an integer value */ 
*( ( int *) ( vinfop->varvalue)) =-I; 
break; 

case ( UOCTSTRID): /* string value */ 
case ( DisplStrID): /* display string */ 
case ( IntegerStrID): /* integer string */ 

*( ( int *) ( vinfop->varvalue)) = I; 
*( ( unsigned char *) 
( ( ( int*) ( vinfop->varvalue)) + I))= '\O'; 

break; 
case ( UOBJID[D): /* object identifier */ 

*( ( int *)( vinfop->varvalue)) = I ; 
*( ( unsigned char*) 
( ( ( int *) ( vinfop->varvalue)) + I ))= '\O'; 
break; 

case ( IpAddrlD): /* Internet address value*/ 
for( i = 0; i < 4; i++) 
{ 

} 
break; 

( (char*) ( vinfop->varvalue))[ i] = '\O'; 

/* counter value */ case ( CowiterID): 
case ( GaugelD): 
case ( TimeTicksID): 

/* gauge value */ 
/* time ticks value*/ 
*( (long*) ( vinfop->varvalue)) = ( longX -1); 
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break; 
} 
vinfop->changetlag++; 
ftime( &timeinfo); t• get the time of the change •t 
vinfop->timestamp = timeinfo.time; 1• save it •t 

} 
return( O); 

II END DELDATA.C 

/•-endrcvQ------------ -*/ 
t• Clean up before stopping the receipt of SNMP packets. Revised 

., 
intendrcvo 
{ 

int udpreleaseall(); 
udpreleaseall(); 
return( 0); 

// END ENDRCV.C 

/"-endsnmp()------------ •/ 
t• Clean up all loose ends and tum off the UDP packet driver . 

.. , 
int endsnmp( void) 
{ 

int endudp( void); 
endudp(); 
retum(O); 

// END ENDSNMP.C 
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/$-objects' database-------------*/ 
/* The main program Reads a file to determine what agents to interrogate 

and which variables to monitor. The file has the form.at 

<Configuration> 
pktdrvr 

commwtity 

locipaddr=x.x.x.x 
ipmask=x.x.x.x 
gw=x.x.x.x 

# configuration infonnation follows 
# packet driver configuration infonnation 
# device Internet address 
# Internet network mask 
# primary gateway's address 

agent_address # comment 
variable_name index_ value # comment 
variable_name index_ value # comment 
(this is a blank line - whitespace, e.g. '\t', '', 'In') 

agent_address # comment 
variable_name inde:cvalue #comment 
variable_name index_ value # comment 

(this is a blank line) 
agent_address # comment 

variable_name index.._ value # comment 
variable_name index_ value # comment 
(this is a blank line or end of file) 

White space can be spaces or tabs. 

The example in the following page is a copy actual text file used to develope the SNMP management tool. 
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Example; used for UTC management tool application. 

<Configuration> 
pktdrvr 

locipaddr= 192.239 .44.47 
ipmask=255.255.255.0 
gw=192.239.44. I 

public 
192.239 .44.1 

ifOperStatus "I" 
ifOperStatus 2 
ifOperStatus "3" 
sysObjectlD 

192.239.44.1 
sysUpTime 
itType I 
itType 2 
iffype 3 

192.239.44.1 
iflndex 
Descr 

192.239.44.1 
iflnErrors 
ifOutErrors 
iflnErrors 
OutErrors 

192.239.44. I 
illnErrors 
ifOutErrors 
ifMtu 
ifSpeed 

192.239.44.1 
ifMtu 
ifSpeed 
ifMtu 
ifSpeed 

192.239 .44. I 
ifPhysAddress 
ifAdminStatus 
ifPhysAddress 
ifAdminStatus 

192.239.44.1 
itPhysAddress 
ifAdminStatus 
itlnUcastPlcts 
ifln UcastPkts 

192.239.44.1 
ifln UcastPkts 
illnNUcastPkts 
iflnDiscard 
iflnNUcastPkts 

I 92.239.44.1 
iflnDiscard 
itlnNUcastPkts 
iflnDiscard 
iflnErrors 

I 
I 
2 
2 

3 
3 
I 
I 

2 
2 
3 
3 

1 
I 
2 
2 

3 
3 
I 
2 

3 
I 
I 
2 

2 
3 
3 
I 

# configuration information follows 
# packet driver configuration information 
# device Internet address 
# Internet network mask 
# primary gateway's address 

# 1st SNMP community 
# first device in this commun. 
#get operational status of interface I 
# get same of interface 2 
# ditto for interface 3 
#value= "43.6.1.4.1.1.1. l.42" 

#value= 52274315 
#value= "ethemet-o.macd" 
#value= "proPointToPointSerial" 
# value = "ethemet-o;macd" 

#value= I 
# value = Ethernet 

#value=95 
# value = 1243 
# value = 79636 
#value= 10 

#value= 3265 
#value= 37 
# value = 1500 
# value = I 0000000 

#value= 1500 
# value = 448000 
# value= 1500 
# value = I 0000000 

# value = 00-00-0c-02-48-be 
# value = "up" 
#value= 00-00-03-71-87-<:4 
# value= "up" 

#value= 00-00-f2-82-90-al 
# value = "up" 
#value= 31900562 
#value= 20603518 

# value = 39683085 
# value= 132347 
#value= 0 
#value= 923170 

#value= 0 
# value = 1122039 
# value =0 
# value = 95 
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192.239.44.1 
iflnUnknownProtos I #value=0 
iflnErrors 2 # value = 79636 
iflnUnknownProtos 2 #value= 0 
iflnF.rrors 3 # value = 3265 

192.239 .44. l 
iflnUnknownProtos 3 #value= 0 
ifOutOctelS I # value= 32904802 
ifOutUcastPkts I #value= 31709958 
ifOutOctets 2 # value = 20838652 
ifOutUcastPkts 2 #value= 46161389 

192.239.44.1 
ifOutOctets 3 #value= 19714933 
ifOutUcastPkts 3 # value= 33709958 
ifOutNUcastPkts l #value= 9714933 
ifOutDiscard I #value= 30 

192.239.44.1 
ifOutNUcastPkts 2 #value=0 
ifOutDiscard 2 #value= 571356 
ifOutNUcastPkts 3 # value = 8685823 
ifOutDiscard 3 #value= 37 

192.239.44.1 
ipDefaultTTL #value= 255 
iplnReceives #value= 74367593 
iplnHdrErrors #value= 156 
iplnAddrF.rrors #value= 0 

192.239.44.1 
ipForwDatagrams #value= 73164027 
ipinUnknownProtos # value =0 
iplnDscards # value =0 
iplnDelivers #value= 614769 

192.239.44.1 
ipOutRequests #value= 1233031 
ipOutDiscards # value = I 0872 
ipOutNoRoutes # value = 6728 
ipReasmTimeout #value= 30 

192.239.44.1 
ipReasmReqds # value =0 
ipReasmOKs # value =0 
ipReasmFails #value=0 
ipFragOKs #value= 392 

192.239.44.1 
ipFragFails # value= 0 
ipFragCreates # value= 0 
ipAdEntlflndex 192.239.44.1 #value= 3 
ipAdF.ntNetMask 192.239.44.1 #value= 255.255.255.0 
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User's Guide 

Introduction 

Welcome to SNMPMGR, a network management tool to help you to monitor the 

network devices using Simple Network Management Protocol. SNMPMGR is a vendor 

independent tool that runs on very low cost hardware, yet provides the basic functions 

one needs to monitor the health of network devices such as routers and gateways. 

Hardware and Software Requirements 

SNMPMGR runs on the IBM PC family of computers, including the XT, AT, and 

PS/2, along with all true compatibles. SNMPMGR uses the packet driver to communicate 

on the Ethernet network. Therefore, the computer on which the SNMPMGR is going to 

be running needs an Ethernet interface card with the packet driver for the card. 

SNMPMGR requires MS-DOS 2.0 or later, and at least 256KB of memory. 

Installing SNMPMGR 

Before starting to use the SNMPMGR program, you will need to get one thing 

out of the way. Take the SNMPMGR disk and make a copy (via DOS) of the disk for 

your working copy. Once you have done that, put the original disk away. SNMPMGR 

can be run from a floppy disk or a hard disk. If you would like to run the program from a 

hard disk, copy the SNMPMGR disk to your hard drive using the DOS copy command. 

The disk contains three files, SNMPMGR.EXE, UTC.DB (UTC network specific) and 

MIB.2. In order to run the program you need to have these files in your current directory. 
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Getting SNMPMGR Running 

To start the program type SNMPMGR with a command line parameter specifying 

the exact objects to be accessed in each network device ( the SNMP objects configuration 

file). The following example provides the file UTC.DB as the objects configuration file 

and starts the program from the C drive .. 

C> SNMPMGR OTC.DB 

The objects configuration file which describes what devices and objects are to be 

accessed has a required format. This format allows the program to separate the SNMP 

Community string and the device Internet address from the SNMP Objects in the device 

which will be accessed. Some knowledge of SNMP may be required to properly specify 

a device object. The file UTC.DB is provided as an example of an objects configuration 

file. If the objects configuration file does not have the correct format, the program will 

exit with an error message that " Error in objects configuration file". Therefore, it is 

important having correct objects configuration file as described in the following section. 

The Objects Configuration File Format 

Community and Object Lists 

A community list is a community string, which is followed by one or more 

object lists. Community lists are terminated by the end of the objects configuration file, 

or by encountering another community string. Object lists within a community list are 

separated by blank lines. Lines containing comments are not considered blank lines. 

Each object list must be part of a community list. Therefore, the first non

comment and non-blank line must contain a community string. After a community has 

been specified, that name is used as the default community string for following object 
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lists until a new community string is encountered. When a new community string is 

encountered, it becomes the default community string. Any object lists not immediately 

following a community string are given the default community string. Community 

strings have unique properties so that community lists are separated from each other. 

An object list consists of the agent's name followed by the objects and associated 

indices to be accessed in that agent. The index for an object must be on the same line as 

the object and separated from it only by one or more spaces or tab characters. No blank 

lines may appear in an object list. 

Community strings 

A community string must start at the beginning of a line, and must not begin with 

the '#' character or ' " ' character. Should it do so, it will be considered a comment, not a 

community string. No other names in the SNMP database file start at the beginning of a 

line. A community string is terminated by a space, tab, or end-of line character, unless 

the name is enclosed in double quote characters. When a community string begins with a 

double quote character, i.e., the double quote character is the first character on the line, 

the community string is terminated by another double quote character and so may include 

space or tab characters. The double quote characters enclosing a name are not considered 

part of the name when SNMP messages are generated. 

Agent names 

Since agent names must not start in the first character position on a line, they 

must be preceded by one or more spaces or tab characters. If the agent name 

immediately follows a community string, the agent name may be on the same line as the 

community string, but separated from it by one or more spaces or tabs. If a community 

string is not supplied immediately before an agent name, the application will assign the 

default community string to that agent. An agent name is terminated by a space, tab, or 
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end-of-line character. The Agent names can be only the agent's Internet address in 

standard Internet "dot" notation (such as 192.239.44.1). Since no spaces or tabs are 

allowed in an agent name, it need not be enclosed in double quotes. If it is enclosed in 

double quotes, they will be ignored. 

Object names 

Like agent names, object names may not begin with the first character on a line 

and are terminated by a space, tab, or end-of line character. Valid object names were 

defined in Chapters 2-4, and must be entered exactly in the form presented there, 

including spelling and capitalization. Object names need not be enclosed in double quote 

characters because no spaces are allowed in them. 

Object names must not be separated from each other, or the agent name they are 

associate with, by blank lines. Blank lines separate object lists from each other. 

Indices 

An index must be on the same line as the object it modifies. It must be separated 

from the object name by one or more spaces or tabs. If an object name has no index on 

the same line, the application assumes no index is to be associated with that object. 

An index is specific to its associated object. Some objects do not require indices; 

others require multiple indices, such as interface objects. When multiple indices are 

required, they are separated by either a single space or comma. When they are separated 

by a space, the entire set of indices must be enclosed by a pair of double quote 

characters. When double quotes are not used, the index name is terminated by the first 

space, tab, or end-of-line character encountered. 
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Comments 

A comment is initiated by a '#' character either at the beginning of a line in the 

objects configuration file, or elsewhere in a line preceded by a space or tab character. A 

comment is terminated by the end of the line on which it was started. A '#' character not 

at the beginning of a line and not preceded by a space or tab character will not be 

considered as the beginning of a comment, but will be included in the field currently 

being scanned. 

Local Configuration information 

The only network interface configuration information required to run the 

application is that for a packet driver. Three objects must be provided: the local 

interface's IP address, the IP network mask, and the local gateway's IP address. All three 

values are assigned by the manager of the network on which the host running this 

application resides. 

Local Configuration information is entered in the objects configuration file in a 

format similar to that of a community list. The community string for the local 

configuration information must be '<Configuration>'("<>" brackets included). The 

agent field must be 'pktdvr'. The objects are 'locipaddr=x. x. x. x' for the local IP 

address, 'ipmask=x. x. x. x' for the IP network mask, and 'gw=x . x. x. x' for the local 

gateway's IP address. In the examples each 'x' is an integer between O and 255, inclusive. 

If the network is not using any subnet the value of ipmask would be 255.255.255.0 to 

indicate there is not any subnet for the network. 

Displaying Objects 

When the program starts, it reads the supplied objects configuration file. If the 

objects configuration file has the correct format, it will interrogate the specified agents 

for their values of the indicated objects. When a packet is received from an agent, the 
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values of the objects will be printed on the console with the agent name (IP address of 

the agent) and a time stamp. Then the program goes inside a loop (main loop) to repeat 

the above process until the exit key is pressed (CTRL-END) as shown in figure 6.1. 

Interrogating agents 

For agent 192.239.44.1 

iplnDelivers.0 was 494007, Thr Jun 24 11:06:30 1993 

ipOutRequests.0 was 989315, Thr Jun 24 11:06:30 1993 

Figure D. l. Example Display Screen. 

If function key 1 (Fl) has been pressed, the program will display the value of the 

objects on the screen. If the function key 2 (F2) has been pressed, the debug level is 

entered which is either 1 or 2. Debug level 1 causes the content of the next packet to be 

281 



printed in hexadecimal. Debug level 2 causes the content of the next packet along with 

the connection information to be printed in hexadecimal as shown in Figure 6.2. 

debug level set to 2 

rcvpkts: the received packet was 

30 Sc 02 01 00 04 06 70 75 62 6c 69 63 a2 4f 02 4f 02 04 Of 19 00 00 02 01 00 02 01 00 

30 41 30 0d 06 08 2b 06 01 02 01 04 08 00 41 01 00 30 Of 06 08 2b 06 08 2b 06 01 02 

010409 00 41 03 07 89 de 30 Of 06 08 2b 06 010201 04 0a 00 41 03 Of 18 d2 30 Oe 06 

08 2b 06 01 02 01 04 Ob 00 41 02 le c4 

received a response packet from 192.239.44.1 

rcvpkts: successfully analyzed the response packet 

rcvpkts : thost = 012cefc0, addr = 192.239.44.1 

rcvpkts : requestid = 31126 

rcvpkts : socketroot = 771a 

For agent 192.239.44.1 

iplnDelivers.0 was 494007, Thr Jun 24 11:06:301993 

ipOutRequests.0 was 989315, Thr Jun 24 11 :06:30 1993 

Figure D.2. Example Debug Screen. 
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When function key 3 (F3) has been pressed, any alarms that might be sounding 

(described below) are disabled. If CTRL-END (EXIT) has been hit, it will notify the 

program to exit gracefully. If no key has been pressed the program will check to see if 

any unsolicited packets, such as SNMP trap messages, have been received. If there were 

no execution errors and no packets received, the section of the program is entered which 

counts the number of times the current loop has been executed. If the count is not a 

multiple of sixty, the clock on the dlisplay is updated to show that the program is still 

executing properly. 

If the count is a multiple of sixty, it will interrogate the agent to obtain new 

values for the database objects. If the agent has been interrogated ten times and the value 

of the objects have not changed, then all the objects will be displayed. Otherwise, it will 

display only those object values that have changed since the last time the agent was 

interrogated. 

An alarm situation refers to the operational status of an agent interface which has 

been retrieved, and it was not "up". If such a situation is discovered, an alarm is sounded 

once every second for the first five seconds, and once every minute thereafter until a F3 

is entered on the keyboard, or the alarm condition goes away. 
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